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Abstract

The implementor of an operating system service faces in-
herent dilemmasin choosing implementation strategies. A
new approach to operating system design is emerging in
which, rather than attempting to hide these dilemmas, they
are exposed to clients, using a meta-protocols. Object-
oriented programming techniques play an important role
in enabling meta-protocol sto expose these dilemmasto the
client in a principled and modular fashion.

1 Introduction

A fundamental change is taking place in the operating
systems community: more and more issues that were once
considered to be under the sole control of the operating
system implementor are now being placed under the control
of client programmers.t The OO-OS community has been
at the forefront of thistrend.

In Mach, the external pager allows clientsto replace the
paging mechanism [Y*87]. More recent work, [MA90]
and [KLVA93], alows client replacement of the paging
policy as well; Scheduler Activations{AT92] share the job
of scheduling between clients and the system; Apertos al-
lowsthese and other aspects of operating systemimplemen-
tation to be client-controlled [Yok92, YTT89, YTY*89,
YTMT91]. Object-oriented operating systems under de-
velopment provide these and other kinds of control as well
[HK93, KN93, NKM93].

What isgoing on? Why are all these people abandoning
thetraditional notion of hiding the implementation of these
services? Have they lost their senses? Or is there some
coherent underlying theme that explains this trend? Why
are object-oriented techniques so tied up with this? Why do
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1In this paper, the term client is used to refer to a program or system
that makes use of or calls another. The called system isreferred to asa
service.

some people use terms like “meta’ and “reflective” when
they talk about these systems?

We have developed a simple analysis that provides per-
spective on the situation. We argue that: (i) there are
inherent dilemmas faced by the designers and implemen-
tors of operating system services; (ii) the recent trend re-
flects a move towards exposing these dilemmas to clients,
rather than attempting to resolve them in the service im-
plementation; and (iii) that object-oriented techniques play
an important enabling role in exposing the dilemmasin a
principled and modular fashion. We argue the first two of
these pointsin more detail in [Kic92] and [KLM*93]. In
thispaper, we summarize those pointsand discussthethird.

We will examine some of the designs mentioned above
in terms of this analysis. By giving us a common and
fundamental way of understanding these different efforts,
the analysis makes it possible to see parallels with work
in other parts of computer science, including programming
languages, databases, parald and distributed computing.
Webdlievetheresulting knowledge sharing and perspective
can lead to cleaner, simpler and more powerful operating
system interfaces.

2 Mapping Dilemmas

The question to be answered thenis: “Why arewe being
forced to expose implementation issues we once tried to
hide, and is it possible to give a crisp categorization of
the issues we need to expose?’ The answer is intuitively
accessible, but somewhat surprising when given explicit
voice:

Itisn’t possibleto hideall implementation issues
behind an abstraction barrier because not all of
them are “just details,” some are instead crucial
implementation strategy issues for which theres-
olution will invariably bias the performance of
the resulting implementation.



We call these issues mapping dilemmas and the deci-
sions on how to resolve them mapping decisions. When
a particular client of a service performs poorly because
the implementation embodies an innappropriate mapping
decision, we cdll it amapping conflict.

2.1 Examples

The explanatory power of these terms can be seen in a
number of examples:

e Virtual Memory — In the case of virtua memory,
the basic functionality being provided is particularly
simple: abunch of memory addresses that can be read
or written. The mapping dilemmas have primarily
to do with how to map virtual addresses to pages,
and how to map those pages to physica memory at
any given time. (This second concern breaks down
intoindividual issues of pagereplacement policy, page
ahead policy etc.)

A classicexampl eof mapping conflictinthisdomainis
when a client, such as a database system or a garbage
collector, does a “scan” of one portion of its mem-
ory, while doing random access to another portion.
A virtual memory implementation based on an LRU
is likely to perform well well for the second part of
memory, but will be pessimal for thefirst part.

¢ FileSystems— Thefunctionality provided by filesys-
tems is somewhat more complex: a system of named
“files’” towhich datacan beread or writtenin astream-
ing or random access way. The mapping dilemmasin
a file system are similar to those in virtual memory
however: buffer size, cache management, read ahead,
write-through etc.

The common mapping conflicts are also similar to
those in the virtua memory case. If, for example,
a client that makes highly-random access to single
addresses of alarge number of files, and then doesn’t
read that |ocation again for along time, triesto run on
a server that does extensive page-ahead and caching,
the client’s performance will probably not be good.

o Network Protocols — The basic functionality pro-
vided by a stresm-oriented network protocol such as
TCPissomething likethat of afile-system. First, there
is a mechanism for getting a connection (essentially
naming it), then the connection can be treated as a
stream. The mapping dilemmas include such issues
as buffer management and scheduling.

3 Meta-Protocols to Open the Implementa-
tion

Having established the motivation for opening up map-
ping decisionsto clients, the question then becomes how to
doit well. We want to avoid drowning clientsin too many
details, or overconstraining service implementors, or any
other such problems. We must remember that the original
reason for attempting to hide implementation issues was a
good one: we wanted to simplify the client programmer’s
task by abstracting away issuesthat (we hoped) they didn’t
need to ded with. We have, over the years, developed a
number of elegant OS abstractions, and we don’t want to
forfeit them or the skillsthat creasted them. What we would
likeisfor our systemsto become cleaner, not less so.

We argue that the original approach was an attempt to
control complexity by exposing functionality and hiding
implementation issues. The new approach, based on sep-
aration rather than hiding, is to control complexity by
separating the client’s access to the service's functionality
from their access to the service's mapping decisions.?

The separation divides the interface that a service
presentsintotwo parts, called thebase- and meta-interfaces
(or protocols).® The base-interface is that ideal interface
whichatrueblack-box servicewould present: functionality
only, no implementation issues. So, in the case of virtua
memory, the base-interface is just read and write byte. In
the case of afile system, it is something like open/close
file and read/write byte. Clients of the service write a
base-program that buildson top of the base-interface inthe
traditional way.

The metarinterface allowsthe client to control the map-
ping decisions underlying the implementation of the base-
interface. Clients can use this interface to tune the im-
plementation of the service to better suit their needs. For
example, if there were a meta-interface to a virtua mem-
ory system, the client would write code to the base in-
terface, reading and writing to a large address space; and
thenif theservice' sdefault paging implementationinteracts
poorly with the client’s usage patterns, the client program-
mer could write code using the meta-interface to indicate a
superior paging agorithm for the base code's behavior.

It is important to stress that while systems with an ex-
plicit meta-interface necessarily expose some implementa-
tion issues, they should nonethel ess hide the true details of
aservice'simplementation. Meta-interfaces should expose
only mapping dilemmas. They should not expose minor

2This approach, of separating concerns when it is impossible to hide
them, isacommon strategy in other engineering disciplines.

3We are using the term ‘ meta’ in the sense that the second interface or
protocol is about the implementation of the first. That is, in this context,
‘meta’ means something similar to ‘about’.
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Figurel: Themeta-protocol framework. Theclient first writesabase-program, and then, if necessary, writesameta-program
to change any underlying mapping decisions that conflict with the base program’s needs.

issueslikevariable names, and they should “hygienize” the
mapping dilemmas as much as possible.

The goal in separating behavior and implementation is
to alow the client programmer to: (i) Be able to control
the service implementation when they need to; and (ii)
when they need to do so, be able to deal with behavior
and implementation largely one at a time. The god is not
to simply foist the responsibility for implementing the ser-
vice onto the client. Mostly, the client programmer should
just write in terms of the base-interface — they should
not need to consider the meta-interface at al. But, for
those performance-critical sections of their code that have
mapping conflicts with the default service implementation,
they can turn to the metarinterface and change the mapping
decisions accordingly.

To meet these goals, we must design the base and meta
interfacesin such away asto make thisswitch in the client
programmer’s focus as easy possible. Clearly client pro-
grammers will need to use some knowledge of their base
program when writing the meta program, but the goal isfor
them to not need to be emmeshed in its details. The idea
is that they should be able to analyze their base program
to discern what mapping decisions it needs, and then turn
to the meta interface with only those mapping decisionsin
mind, not the full details of the base program.

3.1 MoreFine-Grained Qualities

The principle of a base+meta interface provides an ap-
proach for separating different concerns, but moreisneeded
tomakeit practica. Inonesense, traditional black-box ser-
vices have always had a crude meta-interface — if client
programmers didn’t like mapping decisions made inside a
service implementation, they could write a new one en-
tirely from scratch. (Sadly, this has been all too common.
Database implementors, for example, have spent much of
their energies coding around the virtual memory and file

system services provided by operating systems.)

In architectures with explicit support for meta-level pro-
gramming, we have found several qualities, beyond the
essential baset+meta split, to be vital to redlizing its full
potential:

¢ Incrementality— referstothedegreetowhichaclient,
when they want to change a small part of a service's
implementation, can write a correspondingly small
meta-program.

Oneexampl e of what thismeansfor operating systems
isthat aclient programmer, who wantsadifferent page
replacement policy, should be ableto just describethe
new policy, and not have to reimplement the mecha-
nism as well.

o Scope Control — is the degree to which the effect
of changes made through the metarinterface can be
restricted to affect only some entitiesin (or parts of)
the base-program.

An example of what this meansisthat different parts
of thesame client should be ableto have different page
replacement policies. So, a database system can have
a pager that handles both its ‘scan” memory and its
working memory well.

o Interoperability — is the degree to which parts of
the base-program that use non-standard mapping de-
cisions can freely interact with other parts of the base
program.

An example of what this means is that a client ought
to be able to fredy intermix addresses being paged
under different policies, in a transparent (except for
performance) way.

¢ Robustness — is the degree to which the implemen-
tation is graceful in the face of bugs in client meta-
programs (and base-programs).



Thisis atraditiona concern of operating systems —
that different tasks are protected from each other —
extended to the concept of meta-programming.

These are the properties that distinguish a meta-level
architecture from a black-box service. Achieving them
requires various techniques. Various kinds of protection
facilities can provide robustness. Interoperability can be
achieved via by having components interact only via stan-
dard interfaces. Finally, object orientation provides away
of achieving the first two qualities: scope control and in-
crementality.

We argue, in fact, that a principal role object orientation
isplaying in object oriented operating systemsisto provide
scope control and incrementality in a subcategory of meta
protocols, called metaobject protocols.

4 TheRole of Object-Orientation

To see how object-oriented techniques achieve scope
control and incrementality, first consider a black-box oper-
ating system with no client control over any aspect of how
the box is implemented — mapping decisions or details.
Such a system is depicted in the left hand side of Figure 2.

The first step towards making such a system more tai-
lorableisanoldan familiar one: allow the operating system
to betailored, a thetimeit isinstalled, to install different
implementations of (or parameters to) various system ser-
vices. Thisapproach is depicted in the middle of Figure 2.
It effectively opens up a dimension along which the sys-
tem is partitioned, so that the implementation of parts of
the system can be changed. In the figure, the points on
the vertial axis correspond to the different services of the
operating system that can be replaced.

This mechanism is powerful, but it is difficult (and po-
tentially inefficient) to use. Using the new terms we have
introduced, we can say quite succinctly what iswrong with
thisapproach: It doesn’'t have very fine-grained scope con-
trol. All of the clients running on the operating system see
the effects of all the changes made thisway.

Object-oriented techniques make it possible to go one
step further, by differentiating the operations of the box
not only aong a functiona dimension, but also along a
client dimension. Theideaisto group the data that the box
works on into objects, and to be able to specify a different
mapping decision for a particular function and a particular
equiva ence class of objects.

This is shown in the right hand side of Figure 2. The
objects, in thiscase might be different clients, or processes,
or regions of memory. Intersectionsin theresulting “ carte-
sian coordinates’ are points of the systems behavior that
are externaly controllable. Thecircle a theintersection of

two coordinatesin thefigureillustratesclient “C” choosing
adifferent pager.

Thefigure further illustratesthe importance of carefully
choosing the organization of the axes, because that deter-
mines the units of scope control and incrementality. The
objects are the units of scope control, and the operations
are the units of incrementality. In thefigure, if the objects
areindividual clients, the scope control is quite coarse. If,
on the other hand, they are individual regions of memory,
the scope control is sharper.

The other axis, the units of functionality with respect
to which mapping decisions can be changed, is equaly
important. A system that subdivides a pager into several
sub-functions provides better incrementality. If al aclient
wantsto change isone of the sub-pieces, they don’t have to
go to thetrouble of reimplementing the rest of the service.

5 Examples

We are now in aposition to examine some existing oper-
ating systemsand show how theconceptswehave presented
can be used to explain and compare them. We claim that
even though many of these systemswere not originally con-
ceived under these terms, the terms serve to explain them
inaunified way.

Two clear examples of virtual memory systems with
meta protocols are SUnOS and the Mach Externa Peger.
SunOS, with madvise and mprotect alows the client to
choose among pre-defined implementation choices, rather
than being allowed to write their own implementation.
We call thiskind of structure a declarative meta-protocol.
Along the other dimension, the object dimension, the
SunOS protocol gives fine grained control, in that pro-
cesses can choose different strategies for different parts of
their virtua memory.

The Mach External Pager provides equaly fine control
along the object dimension, in that one process can simul-
taneously map in various different memory objects, imple-
mented by various pagers. The imperative meta-protocol
it provides is more powerful since users are allowed to
write their own page replacement mechanisms rather than
choosing from among afixed set. Onthe other hand, it pro-
vides worse incrementality, since the client must replace
the entire paging mechanism to make even asmall change.

The work by Krueger et. a.[KLVA93] does better with
incrementality, sinceit decomposes pager functionalityinto
several pieces and lets the user replace only those pieces
that matter to them.

In generd, there has been a trend in object oriented
operating systemstoward providing finer control along both
dimensions, leading to more and more flexible meta-level
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Figure 2: On the l€eft, a black-box system. In the middle, a grey-box that allows replacement of certain internal handlers.
On the right, object-oriented techniques provide cartesian coordinates, making it possible to replace the handler only for a

certain category of object.

interfaces. The mapping dilemma framework provides a
way of looking at object oriented operating systemsin terms
of how well they provide access to mapping choices in
an incremental way, and with good scope control. These
metrics, in turn, can suggest where the access might be
improved.

6 Concluson and Future Work

We have tried to show what problem it is the OO-0S
community issolving, and what role OO is playing in those
solutions. In particular, operating system implementors
face mapping dilemmas: critical issues of how to imple-
ment the services operating systems provide. Itisimpossi-
blefor the OS designer to resol ve these mapping dilemmas,
because different applications have different requirements.
The strategy that is evolving is for services to provide an
explicit meta-interface that allows client control over map-
ping decisions. A mgor challenge in this approach is to
find principled and elegant way of presenting the meta-
functionality.

Object-Oriented programming techniques provide two
critical capabilitiestoward thisgoa: scope control and in-
crementality. They do thisby providing akind of cartesian
coordinatesfor targeting afixed point inside a system from
the outside.

But the real issues that are being attacked are mapping
dilemmas. The point is that while we should cherish our
abstractions, we also need to be able to talk about how
they are implemented. Object orientationis atechniquein
service of that goal.
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