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Abstract

Today's complex computingsystemswith their ever-changing
softwae are very difficult to maintain in proper working
order Flaws andvulnembilities in releasedsoftwake resultin

a flood of possibly-liggy patdes. Keepingsystemgatced
safelyis a major challenge faced by systemadministiators

today Computingpower and Internet connectivityare now
beingappliedto automatingproblemdiagnosis,andweargue
that a similar strategy shouldbe usedfor problemavoidance
We proposea systemfor global-scalesharing of experience
with patdhesto help uses avoid thosepatdeslikely to cause
problems for them.

1. Intr oduction

Todays computersystemsare powerful and adaptablebut

they areoften hardto manageandmaintain.The flexibility of

softwarethatmakesmachinesousefulalsoleadsto comple-

ity andinstability. Problemsare causedby bugsthat werent

fixed by authorsbeforereleaseandconfigurationbugscreated
on a users machineover time by installation of conflicting
software, mis-settingof parametersand the like. We would

like to help usersvaid or fix problems of both types.

Given thatmary of thesemachinesareconnectedo the Inter-
net, we now have the opportunity to addressmaintenance
problemsthroughsharinginformation betweenmachines A
numberof recentefforts have beenusing this approachfor
troubleshootingand finding bugs. For example, Redstoneet
al. have proposeda vision of large-scalelatasharingfor prob-
lem reportingand diagnosig[7]. The STRIDER systemuses
statedifferencing,executiontracing and sharingcheckpoints
betweermachinego helpusersisolateconfigurationerrorsin
the Windows registry [9]. PeerPressurigom the sameproject
usesthesetechniquesn a peerto-peeroverlay network [8].
Finally, Liblit etal. [5] areworking on samplingexecutionsin
a lage user population to identify specifiags in code.

We have beenconsideringthe opportunitiesfor large-scale,
anorymousdatacollectionfor problemavoidanceratherthan

resolution. Our challengeis to identify potential problems
beforeyou encountethem,basedn the experienceof others.
Imaginethatyou could avoid applyinga dangerougonfigura-
tion changeto a systembasedon statisticalevidencerepre-
senting the accumulatedexperiencewith that change.We

believe thatsharingsuccessndfailure of variedconfiguration

optionswill beanimportantpartof self-healing self-optimiz-
ing, and self-managing systems in the future.

This kind of experiencesharingis mostnaturalfor configura-
tion changeghat large numbersof peoplearelikely to face.
Our work focuseson software patcheswhich amountto sig-
nificantandrisky setsof configurationchangeshatmary peo-
ple will interact with.

1.1. The Patch Evaluation Problem

Decidingwhetheror not a patchis safeto install is what we

referto asthe patc evaluationproblem.If you manageeven

onemachineyou areprobablyfamiliar with the challengeof

respondingo a continuoudlood of new patchesEvery patch
that comesalong has the potential to createnen problems
while promisingto fix or prevent others.One could simply

choosenot to install patchesput sincemary now closesecu-
rity holes there are seriousrisks associatedwith ignoring

them.

Problemswith patcheshave historically occurredfrequently
enoughto leadsometo the conclusionexpressedy the presi-
dentof awebdesignfirm who said“In mostcases|'m better
off just playing Russianroulette with the haclers until our
seners are broken into” [3] As indicatedby an attemptto
modelthe risks of patchingandnot patching[1], information
about patchdilure is not easy to come.by

The safetyof a patchis not a simplebinary propertybecause
patchexperienceis not identical acrossan entire population.
Patcheswith inherent flaws will fail everywhere,but we
believe that the more commonand seriouscasesare patches
that fail only under particular circumstancesSince thereis
poorly-understoodisk associatedvith not installing a given
patch,a problemavoidancestratgy would involve skipping
only thosesecuritypatcheghatarelik ely to causeproblemsn
a particular context. Thus we have beenlooking at sharing
configurationsaspartof sharingpatchexperienceor problem
avoidance.

1.2. Proposal

We proposea systemfor global-scale semi-automateéhfor-

mationsharingamongpatchconsumersAnyonewho installs
apatchshouldbeableto sharetheir experiencewith thatpatch
risk-freewith little effort. Ontheotherside,anyoneevaluating
a patchshouldbe ableto querythe accumulatedexperience
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Figurel: A conceptuablock diagramshawing interactionsfor hypotheticapatch#45.Thetop clientontheleft reportsa problemwith the
patch in its conte while the bottom left client reports success. The client on the right queries with itst @mtehe claringhouse
responds that based on all rereei reports, the client on the right is highlyelik to experience success with the patch.

easilyandwithout risk. Ultimately, sucha systemcould sup-
portautomatedvaluationsfor lightly-managednachinesWe
will discusgheimplementatiorof this proposain theremain-
der of the paper

2. Sharing Ratch Experience

A simpleway to organizethe sharingof patchexperiencefor
problemavoidanceis illustratedin Figurel. A client compo-
nentrunson eachparticipatingmachineto obsere andreport
on patching activity. A central sener, the clearinghouse
maintains a database of the colleetixperience.

In every interactionabouta patch,a client providesconfigura-
tion information as context. When reporting experience the
client describesthe configurationon which the patch was
applied.When querying, the client describeghe stateof the
machineon which the patchis beingevaluated By runningon
the participating machine,the client is able to engagethe
patchingprocessandgatherconfigurationdata.lt shouldwork
in concertwith a patchdistribution systemthat decideswhich
patchesareapplicableandhandlednstallationandde-installa-
tion. Avoiding installationof patcheghatdon't applyis amin-
imal problemavoidancestep! The client canalso provide an
interfaceto gatheradditionalinformationfrom usersandleave
themin controlof thefinal decisionsaboutwhatgetsinstalled.

The contet informationthat is sharedin experiencereports
canbeusedto train statisticalclassifierdo recognizegoodand
badcontets for eachpatch.Iln thesimplestcase suggestedy
Figurel, theclassifierfor a patchwould clusterconfigurations
into just two states,good and bad. Note that this simple
approachacceptsrery impreciseand subjectve definitionsof
“good” and “bad”. Sincethe interactionsof patcheswith a
systemandits applicationscan be very comple, we believe
thatthe definition of what constitutesa problemmustbe left
up to the users.Of course,more dataaboutthe natureof a
problemcouldbevery helpful, particularlyindicationsof per-
ceived severity. We have not yet experimentedvith classifiers
for this problembut we believe that good classifierscan be
found when we hae a picture of the data.

The clearinghousemust receve and processreports and
answerqueriesfor a large numberof clients. We have pre-

sentedthe clearinghouseasa centralizedfacility for simplic-
ity. That functionality could be distributed for scale and
reliability. It could alsobe providedin a massvely distributed
way by the clients themseles functioning in a peerto-peer
overlaynetwork in thespirit of [8]. Communicatiorof context
can also be much more dynamic and interactve than the
sketch in Figurel suggests.

The mostfundamentabjuestionswe face,asfor ary problem
avoidancescenarioareaboutwhatto shareandwhento share
it. We will addresghosequestiondirst, thenmentiona few
other challenges related to encouraging participation.

3. Capturing Relevant Context

The data we gather and share must capture features of
machineghat are usefulfor classifyingstateswith respecto
patch successlin addition, the datamust be fastto collect,
transferand processand must be anorymous. The needfor
goodcoverageconflictswith the practicalrequirementf good
performancebecausehe size of configurationstateon com-
monsystemss very large.For example thetypical numberof
registry valuesaloneon Windows systemshasbeencited at
over 100000, thoughthis includesitemswe might not regard
asconfigurationstate[9]. Sinceeffectsof a patchcanbecom-
plex and widespreadwe cannotlimit datacollectionto just
thosefeaturesthat we would normally considerrelevantto a
patch,suchas the stateof componentst explicitly depends
upon.

Thechallengethen,is to selectarelevantsubsebf featureof
the configurationstate,andthatis difficult becauseve don't
know in advancewhatinformationwill be relevant. Thisis a
fundamentalchallengefor problem avoidanceby statistical
analysisln aproblemdiagnosisontext, we canuseexecution
tracing and before/aftercomparatie techniquego filter the
configurationspacg9]. Withoutarny knowledgeof whatprob-
lem might arise,we mustrely on different and less precise
stratgjies.

3.1. Exploring features

As a preliminary step,we conducteda surey of machinesn
routineuseto gain someinsightinto thedistribution of config-



uration features.This voluntary automatedsuney gathered
useful configuration data from 55 Windows machinesat
PARC. We will suggessomeapproachet selectingfeatures,
informed partly by results from this sew

3.2. Installed Software

Describingthe collectionof installedsoftwareis an attractve
approacho representinghe configurationcontet of patches.
It seemdik ely thatmorepatchproblemsaredependenonthe
combinationof softwarethatis installedthanon detailedcon-
figurationsettings We could simply getalist of installedsoft-
ware from the registry, which would be compact while
representing large amountof state.The problemis that the
systemconfigurationcan drift seriouslyfrom this meta-data
descriptionand“unusual” configurationscreatedby different
software installationsover time arelikely to be a significant
factor for patches.

In additionto registry meta-datawe could captureinstalled
softwarestatein termsof the statesof codefiles on disk (e.g.
.DLL, .EXE). Readingthe size, date, and internal version
numberand checksum(where available) is easyand quick.
Actually readingthefiles to computea checksunis expensve
andto be avoided. The big challenge however, is that there
canbe somary codefiles on a machine. Our surey foundan
averageof 6566 files with one of 18 candidateextensionson
the system disk.

We alsodiscoveredthatmostfiles arerareacrossa population,
asillustratedby Figure2 which shows the proportionof files
in eachof 10 bucketsby frequeng of occurrenceThefirst bar
shavs thatover 80% of thefile nameswverefound on no more
than 10% of the machinesin our sample.The far right bar
shaws that fewer than 10% of file namescould be found on
morethan90% of machinesthatis thatfew nameswverevery
common.The heightsof all the barsin thesegraphssumto

100%. Note that mostof the files on a given machineare not
rare but thereare mary uncommonfiles that could resultin

very sparse data for training.
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Figure 2: File occurrencedrequeng acrossmachinepopulation(by
file name)

The patternof Figure2 shaved up everywhereto varying
degrees:amongfiles of a single type, in particular system
areasof the disk and alsoin registry data. This reflectsthe
greatdiversityof softwarefor theWindows platform:it is easy
to have some packageaunique to eachmachinein a small
sample.We speculatethat a global-scalepopulation might
shav a smallerproportionof very rareitemsbut probablynot
more very commonones.Thereis only a limited setof soft-
ware that enjoys very high penetrationacrossmillions of
machines.This fact meansthat a consistentfeature set for
installed softvare will be lage.

3.3. Common Files

Insteadof capturingthe stateof all codefiles, we couldfocus
on commongroupsof fileslikely to befoundon mary partici-

patingmachinesThis might be sufficient for the mostserious
patchproblemsthat destabilizethe operatingsystemitself or

interfere with very popular applications. We wondered
whetherfrequently-occurrindiles would be very diverse,but

our suney shavedthateventhemostcommonfiles vary quite
abit evenacrossa smallsample For example,Figure3 shavs

the frequeng graphamongjust thefile variantsfor .DLL file

namedoundon every singleXP machinein our dataset.This

data irvolves only 1697 file names.

Frequency of Common .DLL Variants on XP
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Figure 3: Frequeng of variantsof .DLL files found on every XP
machine

Oneexampleof a problemthat might be detectedusingonly
dataaboutcommonfeaturesis the caseof a security patch
releasedn Marchof 2003for the Microsoft IS webseneron
Windows 2000 [4]. Some customerswith certain earlier
patchesxperiencedsystemfailures.In this casea Microsoft
bulletin [6] providesenoughinformationto relatethe problem
to a particularversionof thefile ntoskrnl.ee in the system32
directory Unsurprisingly this file was presenton every
machinewe suneyed,andcould easilybe partof a collection
setof commonfeatures.This particularvariant of the kernel
was reportedto have beendistributed only with hotfixes for
specificproblemsto premierecustomerssoit might not have
beeneasyto characterizehe problematicconditions.A con-
figuration descriptionwith version information for just the



mostcommonfiles might have distinguishedhe problematic
cases.

3.4. Dynamic Strategies

Allowing interactionbetweenclient and clearinghouseffers
the opportunityto dynamically adjustwhat is collected.As

more reportsare receved abouta particularpatch,the clear-
inghousemight begin to requestadditionaldatafrom newly

reportingclientsto refineits classification Any particularfea-
ture setmustbalancecostandprecision giving asnapshoata

particularresolution.This meansthattherewill be situations
that are different but indistinguishable;configurationsthat
have varying resultswith particular patchesbut are aliased
togetherat the resolutionof the descriptionsIf the clearing-
housecanalter the collectionsetover time, it canpotentially
increasethe resolutionjust where disambiguatioris needed.
This interactive approachs alreadyusedby WindowsUpdate
to determinewhat patchesapply to a client machine,appar-
ently to make the proces<fficient over slow network connec-
tions [2].

3.5. Timing and Triggers

We turn now to the questionof whento shareexperience As

notedearlier we accepta subjectve definitionof patchfailure,

so the basicansweraboutwhento sharea bad experienceis

whenthe userdecidesthatthey are having a bad experience.
We might give the user an interface to report a problem,
thoughthat alsorequiresgiving the usersomehelp to figure

out whetherthe problem is relatedto a patch. We might

insteadtrigger a reportfrom an action that indicatesa patch
problem, such as de-installation of the patch.

It would be goodto receve positive reportsabouta patch,and
theseare moredifficult to trigger One approachwould beto
allow a certainamountof usageof the machineto passwith-
outnegative indicationsandregardthatasatacitendorsement.
The classificationstratggy may well nheedto accommodate
multiple reportsfrom the samemachineaboutthe samepatch
over time.

4. Participation Challenges

Any data sharingarrangementlependsupon willingness of
peopleto participate Corvenienceandeaseof usewill bekey
to widespreacdparticipation.This is onemajor reasonwhy;, in
the patch evaluation case,we adwocate mostly automated
experiencereporting and coordinationwith patchinstallers.
Assuranceof safetyis alsoimportant,andto thatendwe will
discussrivacy andsecurityissuesFirst, however, we wantto
addressa basictiming challengeto participationin a problem
avoidance system.

When a particular patchis new, for example,therewill be
someperiodof time during which thereare few reportsat all
andasaresultlittle statisticalevidenceaboutthe safetyof the

patch. Peoplemust be willing to try patchesand contribute
reportsevenwhenthey cannotimmediatelybenefitor elseno
valuable data willeer be amassed.

At leastin the caseof patches,we believe that there will
alwaysbethosewho arewilling to gofirst. They maybelarge
institutions with high reliability requirements and the
resourcedo testpatchescarefully for themseles. Thesemay
be motivatedto sharebecausehey will not alwayshbefirst to
experiencea particularproblemandcannottestevery configu-
rationvariationthemselessothey do benefitfrom the system.
Other early patch testersmight be owners of less-critical
machinesvho canaccepthigherrisk from patchesor perhaps
find that preferableto a higherrisk of penetratiorfrom wait-
ing to patch.A sharedpatchevaluationsystemallows early
adopterdo make their experiencesisefulfor others whichwe
believe would be attractive to mary. Social or possiblyeven
financialrewardscould addmotivation andpresere quality if
carefully designed. Special measuressuch as trust-based
weightingof early reportsmight improve the valueof smaller
datasets Finally, realevidenceaboutthe succes®f patchesn
thefield would motivateandperhapsassistpatchproducerdo
fix problemsguickly which would presumablybenefitall par-
ticipants.

As time progressesachparticipantwill becomea contritutor
whentheir own thresholdof evidenceis crossedLightly-man-
aged machinesmight patch themseles automaticallywhen
somethresholdis crossedwhich might be moresuccessfuat
getting large numbersof personalmachinespatchedin a
timely fashionthanalternatve approachesrhe key will beto
malke participation easy and safe.

4.1. Privacy

We proposeto askpeopleto sharepotentially sensitve infor-
mation about machineconfigurationsand patch experience,
and we must be able to provide strong privacy guarantees.
Concerndncludeexposureof weaknesse® potentialattack-
ers, disclosureof personalor proprietarydata,and possibly
even exposureof internal software usageand practicesthat
might be sensiie for competitive or legal reasons.

We believe that privacy canbe adequatelyprotectedthrough
strict anorymizationimplementedwvith multiple mechanisms.
Privacy begins with the client aggressiely sanitizingcontext
datato eliminateintrinsically identifying informationsuchas
names.Privacy alsorequiresthat the clearinghouseresere
no associationbetweenthe identity of a client and its data.
Thisis easyfor atrustworthy clearinghousémplementatiorio
do, and possible to arrange with untrustworthy clearing-
housesTherearetrade-ofs we do not have roomto discuss
betweentrustandsecuritymechanismsén the faceof a range
of possiblethreats,but we believe that practicalsolutionsare
possible.



Eliminating identifiersof peopleand organizationss a chal-
lenge becausea numberof variationsof namesand userids
may be found on a typical machine.For example, various
namesappeatin theregistry to recordwho installedpiecesof
software. Thereis no consisteng in namingsuchvaluesand
userids are also found embeddedin directory names.We
believe that a two-prongedstratey is neededo handlethese
different variations: (1) eliminate known problem items
regardlessof whatvaluesthey have, and(2) eliminateknown
identifying values rgardless of where tlyeoccur

Sanitizingmethodssuchaswe have describedwill alwaysbe
susceptibléo bothfalsepositives andfalsenegatives andwill
needto beadjustedover time aspatternsf usageof theregis-
try andfilesystemevolve. Sometypesof data,suchasthefirst
namesof individuals, may be of little sensitvity when the
contributing populationis very large.Othertypesof data,such
asvariationsof organizationnamesmay be significantat ary
scaleand difficult to eliminate completely Our preliminary
analysishascertainlynot solvedthe problemof anorymizing,
but with careful engineeringwe believe that an acceptable
solutioncanbe produced As notedearlier, the clearinghouse
canalsoplay arole in anorymizing andmay be ableto partly
compensate for limitations in sanitizing iadiual reports.

4.2. Security

Our proposalalso placespeoplein the position of trusting
externalassessmentmjakingthe systemattractie to attaclers
who want to manipulatemachinesFor example,an attacler
preparingto exploit a vulnerability might try to discourage
installation of the patchthat eliminatesthat vulnerability by
causingthat patchto be reportedunsafefor mary configura-
tions. A more complex attackmight involve the introduction
of a false patchinto the distribution systemwhile simulta-
neouslyarrangingfor it to be reportedas safe.Denial of ser-
vice attacksof varioustypesmight be usedto delaypatching
and thus increase the wind@f vulnerability of participants.

While someattacksmay be impossibleto preventin general,
we believe that the most seriousrisks can be addressedy
careful implementationand statistical reasoning.The trust-
worthinessof the client software mustfirst be assuredy dis-
tribution policiesandtechniquedike codesigning. Thereare
thentwo generahttackapproachebeyondplain denialof ser-
vice. First, the attacler may attemptto subvert or masquerade
as the clearinghouseln the caseof a centralizedclearing-
housedesign theseattackscanbe preventedby having atrust-
worthy organizationoperatethe clearinghouseand protectit
carefully andby usingcryptographyto protectclientsagainst
spoofing.In the secondapproachan attacler may attemptto
fool the legitimate clearinghouséy, for example,submitting
mary bogusreports.A trustworthy clearinghouseandefend
againsttheseattacksby detectingrepeatedsubmissionsgven
while anorymity is presered. Finally, if theseapproacheare
deniedto an attacler, they will still be ableto submitsome
numberof false reportsthat appearlegitimate, but if those

reportsare contradictecby mary goodreportsthey will carry
little statisticalweight and will thereforebe ineffective. As
with privacy, thereareavariety of trade-ofs andcaseghatwe
do not hae space to consider here.

5. Summary and Future Work

We have adwcatedthe automatedsharingof configuration
datafor problemavoidance.We have discussedhe specific
caseof avoiding problemscausedby software patchesand
madesomepreliminaryproposalgor a global-scalesystemto
sharepatchexperience We hopeto stimulatefurther thinking
aboutproblemavoidancein generalwithin the systemscom-
munity.

Much more work would be neededto implementa system
suchaswe have proposedor patchproblemavoidance.The
next major challengds to obtainsignificantquantitiesof data
about configurationsrelevant to patch failure, to support
experimentationwith classifiers and evaluate hypotheses.
Small-scalesuneys will not be sufiicient. We are thinking
about hev to obtain useful data.
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