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Abstract
Today’s complex computingsystemswith their ever-changing
software are very difficult to maintain in proper working
order. Flawsandvulnerabilities in releasedsoftware resultin
a flood of possibly-buggy patches.Keepingsystemspatched
safely is a major challenge faced by systemadministrators
today. Computingpower and Internet connectivityare now
beingappliedto automatingproblemdiagnosis,andweargue
that a similar strategy shouldbeusedfor problemavoidance.
We proposea systemfor global-scalesharing of experience
with patchesto helpusers avoid thosepatcheslikely to cause
problems for them.

1. Intr oduction

Today’s computersystemsare powerful and adaptablebut
they areoftenhardto manageandmaintain.Theflexibility of
softwarethatmakesmachinessousefulalsoleadsto complex-
ity and instability. Problemsarecausedby bugsthat weren’t
fixedby authorsbeforereleaseandconfigurationbugscreated
on a user’s machineover time by installationof conflicting
software, mis-settingof parametersand the like. We would
like to help users avoid or fix problems of both types.

Given thatmany of thesemachinesareconnectedto theInter-
net, we now have the opportunity to addressmaintenance
problemsthroughsharinginformation betweenmachines.A
numberof recentefforts have beenusing this approachfor
troubleshootingand finding bugs. For example,Redstoneet
al. haveproposedavisionof large-scaledatasharingfor prob-
lem reportinganddiagnosis[7]. The STRIDERsystemuses
statedifferencing,executiontracingandsharingcheckpoints
betweenmachinesto helpusersisolateconfigurationerrorsin
theWindows registry [9]. PeerPressurefrom thesameproject
usesthesetechniquesin a peer-to-peeroverlay network [8].
Finally, Liblit et al. [5] areworking on samplingexecutionsin
a large user population to identify specific bugs in code.

We have beenconsideringthe opportunitiesfor large-scale,
anonymousdatacollectionfor problemavoidanceratherthan
resolution.Our challengeis to identify potential problems
beforeyou encounterthem,basedon theexperienceof others.
Imaginethatyou couldavoid applyinga dangerousconfigura-
tion changeto a systembasedon statisticalevidencerepre-
senting the accumulatedexperiencewith that change.We
believe thatsharingsuccessandfailureof variedconfiguration

optionswill beanimportantpartof self-healing,self-optimiz-
ing, and self-managing systems in the future.

This kind of experiencesharingis mostnaturalfor configura-
tion changesthat large numbersof peopleare likely to face.
Our work focuseson softwarepatches,which amountto sig-
nificantandrisky setsof configurationchangesthatmany peo-
ple will interact with.

1.1. The Patch Evaluation Problem

Decidingwhetheror not a patchis safeto install is what we
refer to asthepatch evaluationproblem.If you manageeven
onemachine,you areprobablyfamiliar with thechallengeof
respondingto a continuousflood of new patches.Every patch
that comesalong has the potential to createnew problems
while promising to fix or prevent others.One could simply
choosenot to install patches,but sincemany now closesecu-
rity holes there are serious risks associatedwith ignoring
them.

Problemswith patcheshave historically occurredfrequently
enoughto leadsometo theconclusionexpressedby thepresi-
dentof a webdesignfirm who said“In mostcases,I’m better
off just playing Russianroulette with the hackers until our
servers are broken into.” [3] As indicatedby an attemptto
modelthe risksof patchingandnot patching[1], information
about patch failure is not easy to come by.

Thesafetyof a patchis not a simplebinarypropertybecause
patchexperienceis not identicalacrossan entirepopulation.
Patcheswith inherent flaws will fail everywhere, but we
believe that the morecommonandseriouscasesarepatches
that fail only under particular circumstances.Since there is
poorly-understoodrisk associatedwith not installing a given
patch,a problemavoidancestrategy would involve skipping
only thosesecuritypatchesthatarelikely to causeproblemsin
a particular context. Thus we have beenlooking at sharing
configurationsaspartof sharingpatchexperiencefor problem
avoidance.

1.2. Proposal

We proposea systemfor global-scale,semi-automatedinfor-
mationsharingamongpatchconsumers.Anyonewho installs
apatchshouldbeableto sharetheirexperiencewith thatpatch
risk-freewith little effort. Ontheotherside,anyoneevaluating
a patchshouldbe able to query the accumulatedexperience



easilyandwithout risk. Ultimately, sucha systemcould sup-
port automatedevaluationsfor lightly-managedmachines.We
will discusstheimplementationof thisproposalin theremain-
der of the paper.

2. Sharing Patch Experience

A simpleway to organizethesharingof patchexperiencefor
problemavoidanceis illustratedin Figure1. A client compo-
nentrunson eachparticipatingmachineto observe andreport
on patching activity. A central server, the clearinghouse,
maintains a database of the collective experience.

In every interactionabouta patch,a client providesconfigura-
tion information as context. When reportingexperience,the
client describesthe configurationon which the patch was
applied.Whenquerying,the client describesthe stateof the
machineonwhich thepatchis beingevaluated.By runningon
the participating machine,the client is able to engagethe
patchingprocessandgatherconfigurationdata.It shouldwork
in concertwith a patchdistribution systemthatdecideswhich
patchesareapplicableandhandlesinstallationandde-installa-
tion. Avoiding installationof patchesthatdon’t applyis amin-
imal problemavoidancestep!The client canalsoprovide an
interfaceto gatheradditionalinformationfrom usersandleave
themin controlof thefinal decisionsaboutwhatgetsinstalled.

The context information that is sharedin experiencereports
canbeusedto trainstatisticalclassifiersto recognizegoodand
badcontexts for eachpatch.In thesimplestcase,suggestedby
Figure1, theclassifierfor apatchwouldclusterconfigurations
into just two states,good and bad. Note that this simple
approachacceptsvery impreciseandsubjective definitionsof
“good” and “bad”. Since the interactionsof patcheswith a
systemandits applicationscanbe very complex, we believe
that the definition of what constitutesa problemmustbe left
up to the users.Of course,more dataabout the natureof a
problemcouldbevery helpful,particularlyindicationsof per-
ceived severity. We have not yet experimentedwith classifiers
for this problembut we believe that good classifierscan be
found when we have a picture of the data.

The clearinghousemust receive and processreports and
answerqueriesfor a large numberof clients. We have pre-

sentedthe clearinghouseasa centralizedfacility for simplic-
ity. That functionality could be distributed for scale and
reliability. It couldalsobeprovidedin a massively distributed
way by the clients themselves functioning in a peer-to-peer
overlaynetwork in thespirit of [8]. Communicationof context
can also be much more dynamic and interactive than the
sketch in Figure1 suggests.

Themostfundamentalquestionswe face,asfor any problem
avoidancescenario,areaboutwhatto shareandwhento share
it. We will addressthosequestionsfirst, thenmentiona few
other challenges related to encouraging participation.

3. Capturing Relevant Context

The data we gather and share must capture features of
machinesthat areusefulfor classifyingstateswith respectto
patch success.In addition, the data must be fast to collect,
transferand process,and must be anonymous.The needfor
goodcoverageconflictswith thepracticalrequirementof good
performancebecausethe sizeof configurationstateon com-
monsystemsis very large.For example,thetypicalnumberof
registry valuesaloneon Windows systemshasbeencited at
over 100000,thoughthis includesitemswe might not regard
asconfigurationstate[9]. Sinceeffectsof a patchcanbecom-
plex and widespread,we cannotlimit datacollection to just
thosefeaturesthat we would normally considerrelevant to a
patch,suchas the stateof componentsit explicitly depends
upon.

Thechallenge,then,is to selecta relevantsubsetof featuresof
the configurationstate,andthat is difficult becausewe don’t
know in advancewhat informationwill be relevant.This is a
fundamentalchallengefor problem avoidanceby statistical
analysis.In aproblemdiagnosiscontext, wecanuseexecution
tracing and before/aftercomparative techniquesto filter the
configurationspace[9]. Withoutany knowledgeof whatprob-
lem might arise,we must rely on different and lessprecise
strategies.

3.1. Exploring features

As a preliminarystep,we conducteda survey of machinesin
routineuseto gainsomeinsightinto thedistributionof config-

Figure1: A conceptualblockdiagramshowing interactionsfor hypotheticalpatch#45.Thetopclienton theleft reportsaproblemwith the
patch in its context while the bottom left client reports success. The client on the right queries with its context and the clearinghouse
responds that based on all received reports, the client on the right is highly likely to experience success with the patch.



uration features.This voluntary, automatedsurvey gathered
useful configuration data from 55 Windows machinesat
PARC. Wewill suggestsomeapproachesto selectingfeatures,
informed partly by results from this survey.

3.2. Installed Software

Describingthecollectionof installedsoftwareis anattractive
approachto representingtheconfigurationcontext of patches.
It seemslikely thatmorepatchproblemsaredependenton the
combinationof softwarethat is installedthanon detailedcon-
figurationsettings.Wecouldsimplygeta list of installedsoft-
ware from the registry, which would be compact while
representinga large amountof state.The problemis that the
systemconfigurationcan drift seriouslyfrom this meta-data
description,and“unusual”configurationscreatedby different
software installationsover time are likely to be a significant
factor for patches.

In addition to registry meta-data,we could captureinstalled
softwarestatein termsof thestatesof codefiles on disk (e.g.
.DLL, .EXE). Readingthe size, date, and internal version
numberand checksum(whereavailable) is easyand quick.
Actually readingthefiles to computea checksumis expensive
and to be avoided.The big challenge,however, is that there
canbesomany codefiles on a machine.Our survey foundan
averageof 6566files with oneof 18 candidateextensionson
the system disk.

Wealsodiscoveredthatmostfilesarerareacrossapopulation,
asillustratedby Figure2 which shows the proportionof files
in eachof 10bucketsby frequency of occurrence.Thefirst bar
shows thatover 80%of thefile nameswerefoundon no more
than 10% of the machinesin our sample.The far right bar
shows that fewer than10% of file namescould be found on
morethan90%of machines,that is that few nameswerevery
common.The heightsof all the barsin thesegraphssum to
100%.Note thatmostof thefiles on a givenmachinearenot
rare but thereare many uncommonfiles that could result in
very sparse data for training.

Figure2: File occurrencefrequency acrossmachinepopulation(by
file name)

The pattern of Figure2 showed up everywhereto varying
degrees:amongfiles of a single type, in particular system
areasof the disk and also in registry data.This reflectsthe
greatdiversityof softwarefor theWindowsplatform:it is easy
to have somepackagesunique to eachmachinein a small
sample.We speculatethat a global-scalepopulation might
show a smallerproportionof very rareitemsbut probablynot
morevery commonones.Thereis only a limited setof soft-
ware that enjoys very high penetrationacrossmillions of
machines.This fact meansthat a consistentfeatureset for
installed software will be large.

3.3. Common Files

Insteadof capturingthestateof all codefiles, we could focus
oncommongroupsof files likely to befoundonmany partici-
patingmachines.This might besufficient for themostserious
patchproblemsthat destabilizethe operatingsystemitself or
interfere with very popular applications. We wondered
whetherfrequently-occurringfiles would be very diverse,but
oursurvey showedthateventhemostcommonfilesvaryquite
abit evenacrossasmallsample.For example,Figure3 shows
the frequency graphamongjust thefile variantsfor .DLL file
namesfoundon every singleXP machinein our dataset.This
data involves only 1697 file names.

Figure 3: Frequency of variantsof .DLL files found on every XP
machine

Oneexampleof a problemthat might be detectedusingonly
dataaboutcommonfeaturesis the caseof a securitypatch
releasedin Marchof 2003for theMicrosoft IIS webserveron
Windows 2000 [4]. Some customerswith certain earlier
patchesexperiencedsystemfailures.In this case,a Microsoft
bulletin [6] providesenoughinformationto relatetheproblem
to a particularversionof thefile ntoskrnl.exe in thesystem32
directory. Unsurprisingly, this file was present on every
machinewe surveyed,andcouldeasilybepartof a collection
setof commonfeatures.This particularvariantof the kernel
was reportedto have beendistributed only with hotfixes for
specificproblemsto premierecustomersso it might not have
beeneasyto characterizethe problematicconditions.A con-
figuration descriptionwith version information for just the



mostcommonfiles might have distinguishedthe problematic
cases.

3.4. Dynamic Strategies

Allowing interactionbetweenclient andclearinghouseoffers
the opportunity to dynamicallyadjustwhat is collected.As
morereportsarereceived abouta particularpatch,the clear-
inghousemight begin to requestadditionaldatafrom newly
reportingclientsto refineits classification.Any particularfea-
turesetmustbalancecostandprecision,giving asnapshotata
particularresolution.This meansthat therewill be situations
that are different but indistinguishable;configurationsthat
have varying resultswith particular patchesbut are aliased
togetherat the resolutionof the descriptions.If the clearing-
housecanalter the collectionsetover time, it canpotentially
increasethe resolutionjust wheredisambiguationis needed.
This interactive approachis alreadyusedby WindowsUpdate
to determinewhat patchesapply to a client machine,appar-
ently to make theprocessefficient over slow network connec-
tions [2].

3.5. Timing and Triggers

We turn now to thequestionof whento shareexperience.As
notedearlier, weacceptasubjectivedefinitionof patchfailure,
so the basicansweraboutwhento sharea badexperienceis
whenthe userdecidesthat they arehaving a badexperience.
We might give the user an interface to report a problem,
thoughthat alsorequiresgiving the usersomehelp to figure
out whether the problem is related to a patch. We might
insteadtrigger a report from an action that indicatesa patch
problem, such as de-installation of the patch.

It would begoodto receive positive reportsabouta patch,and
thesearemoredifficult to trigger. Oneapproachwould be to
allow a certainamountof usageof themachineto passwith-
outnegative indicationsandregardthatasatacitendorsement.
The classificationstrategy may well need to accommodate
multiple reportsfrom thesamemachineaboutthesamepatch
over time.

4. Participation Challenges

Any datasharingarrangementdependsupon willingnessof
peopleto participate.Convenienceandeaseof usewill bekey
to widespreadparticipation.This is onemajor reasonwhy, in
the patch evaluation case,we advocate mostly automated
experiencereporting and coordinationwith patch installers.
Assuranceof safetyis alsoimportant,andto thatendwe will
discussprivacy andsecurityissues.First,however, wewantto
addressa basictiming challengeto participationin a problem
avoidance system.

When a particular patch is new, for example, there will be
someperiodof time duringwhich therearefew reportsat all
andasa resultlittle statisticalevidenceaboutthesafetyof the

patch.Peoplemust be willing to try patchesand contribute
reportsevenwhenthey cannotimmediatelybenefitor elseno
valuable data will ever be amassed.

At least in the caseof patches,we believe that there will
alwaysbethosewhoarewilling to go first. They maybelarge
institutions with high reliability requirements and the
resourcesto testpatchescarefully for themselves.Thesemay
bemotivatedto sharebecausethey will not alwaysbefirst to
experienceaparticularproblemandcannottesteveryconfigu-
rationvariationthemselvessothey do benefitfrom thesystem.
Other early patch testersmight be owners of less-critical
machineswhocanaccepthigherrisk from patches,or perhaps
find that preferableto a higherrisk of penetrationfrom wait-
ing to patch.A sharedpatchevaluationsystemallows early
adoptersto maketheirexperiencesusefulfor others,whichwe
believe would be attractive to many. Social or possiblyeven
financialrewardscouldaddmotivationandpreserve quality if
carefully designed.Special measuressuch as trust-based
weightingof earlyreportsmight improve thevalueof smaller
datasets.Finally, realevidenceaboutthesuccessof patchesin
thefield would motivateandperhapsassistpatchproducersto
fix problemsquickly which would presumablybenefitall par-
ticipants.

As timeprogresses,eachparticipantwill becomeacontributor
whentheirown thresholdof evidenceis crossed.Lightly-man-
agedmachinesmight patch themselves automaticallywhen
somethresholdis crossed,which might bemoresuccessfulat
getting large numbersof personalmachinespatchedin a
timely fashionthanalternative approaches.Thekey will beto
make participation easy and safe.

4.1. Privacy

We proposeto askpeopleto sharepotentiallysensitive infor-
mation about machineconfigurationsand patch experience,
and we must be able to provide strong privacy guarantees.
Concernsincludeexposureof weaknessesto potentialattack-
ers, disclosureof personalor proprietarydata,and possibly
even exposureof internal software usageand practicesthat
might be sensitive for competitive or legal reasons.

We believe that privacy canbe adequatelyprotectedthrough
strict anonymizationimplementedwith multiple mechanisms.
Privacy begins with the client aggressively sanitizingcontext
datato eliminateintrinsically identifying informationsuchas
names.Privacy also requiresthat the clearinghousepreserve
no associationbetweenthe identity of a client and its data.
This is easyfor a trustworthyclearinghouseimplementationto
do, and possible to arrange with untrustworthy clearing-
houses.Thereare trade-offs we do not have room to discuss
betweentrust andsecuritymechanismsin the faceof a range
of possiblethreats,but we believe that practicalsolutionsare
possible.



Eliminating identifiersof peopleandorganizationsis a chal-
lengebecausea numberof variationsof namesand userids
may be found on a typical machine.For example, various
namesappearin theregistry to recordwho installedpiecesof
software.Thereis no consistency in namingsuchvaluesand
userids are also found embeddedin directory names.We
believe that a two-prongedstrategy is neededto handlethese
different variations: (1) eliminate known problem items
regardlessof whatvaluesthey have, and(2) eliminateknown
identifying values regardless of where they occur.

Sanitizingmethodssuchaswe have describedwill alwaysbe
susceptibleto bothfalsepositives andfalsenegatives andwill
needto beadjustedover timeaspatternsof usageof theregis-
try andfilesystemevolve.Sometypesof data,suchasthefirst
namesof individuals, may be of little sensitivity when the
contributingpopulationis very large.Othertypesof data,such
asvariationsof organizationnamesmay be significantat any
scaleand difficult to eliminate completely. Our preliminary
analysishascertainlynot solvedtheproblemof anonymizing,
but with careful engineeringwe believe that an acceptable
solutioncanbe produced.As notedearlier, the clearinghouse
canalsoplay a role in anonymizing andmaybeableto partly
compensate for limitations in sanitizing individual reports.

4.2. Security

Our proposalalso placespeople in the position of trusting
externalassessments,makingthesystemattractive to attackers
who want to manipulatemachines.For example,an attacker
preparingto exploit a vulnerability might try to discourage
installationof the patchthat eliminatesthat vulnerability by
causingthat patchto be reportedunsafefor many configura-
tions. A morecomplex attackmight involve the introduction
of a false patch into the distribution systemwhile simulta-
neouslyarrangingfor it to be reportedassafe.Denial of ser-
vice attacksof varioustypesmight beusedto delaypatching
and thus increase the window of vulnerability of participants.

While someattacksmay be impossibleto prevent in general,
we believe that the most seriousrisks can be addressedby
careful implementationand statistical reasoning.The trust-
worthinessof theclient softwaremustfirst beassuredby dis-
tribution policiesandtechniqueslike codesigning.Thereare
thentwo generalattackapproachesbeyondplaindenialof ser-
vice.First, theattacker mayattemptto subvert or masquerade
as the clearinghouse.In the caseof a centralizedclearing-
housedesign,theseattackscanbepreventedby having a trust-
worthy organizationoperatethe clearinghouseand protectit
carefully, andby usingcryptographyto protectclientsagainst
spoofing.In the secondapproach,an attacker may attemptto
fool the legitimateclearinghouseby, for example,submitting
many bogusreports.A trustworthy clearinghousecandefend
againsttheseattacksby detectingrepeatedsubmissions,even
while anonymity is preserved.Finally, if theseapproachesare
deniedto an attacker, they will still be able to submit some
numberof false reportsthat appearlegitimate, but if those

reportsarecontradictedby many goodreportsthey will carry
little statisticalweight and will thereforebe ineffective. As
with privacy, thereareavarietyof trade-offs andcasesthatwe
do not have space to consider here.

5. Summary and Future Work

We have advocatedthe automatedsharingof configuration
data for problemavoidance.We have discussedthe specific
caseof avoiding problemscausedby software patchesand
madesomepreliminaryproposalsfor a global-scalesystemto
sharepatchexperience.We hopeto stimulatefurther thinking
aboutproblemavoidancein generalwithin the systemscom-
munity.

Much more work would be neededto implementa system
suchaswe have proposedfor patchproblemavoidance.The
next majorchallengeis to obtainsignificantquantitiesof data
about configurationsrelevant to patch failure, to support
experimentation with classifiers and evaluate hypotheses.
Small-scalesurveys will not be sufficient. We are thinking
about how to obtain useful data.
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