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Abstract

Real-time or agent-centered search has been an active
research area in Al for the past decade. These tech-
nigues have been applied to many applications including
planning in robotic systems and routing in communica-
tion networks. Sensor networks are distinguished from
traditional networks by characteristics such as deeply
embedded routers, highly dynamic networks, resource-
constrained nodes, and unreliable and asymmetric links.
In this paper, we explore the space of search-based
techniques for sensor networks, including piggybacked
heuristics, heuristic estimation, promiscuous learning,
indirect confirmation, and forward propagation. Perfor-
mance evaluations for these techniques on real applica-
tion scenarios are conducted on a routing simulator for
sensor networks.

Introduction

Large-scale ad-hoc networks of wireless sensors have be-

come an active topic of research (Esteiral. 1999) (Kahn,
Katz, & Pister 1999). Such networks share the following
properties:

embedded routers each sensor node acts as a router in
addition to sensing the environment;

dynamic networks nodes in the network may turn on or
off during operation due to unexpected failure, battery life,
or power management (Cerpa & Estrin 2002) (Cheal.
2002) (Xu, Heidemann, & Estrin 2001); attributes asso-
ciated with those nodes (locations, sensor readings, load,
etc.) may also vary over time;

resource constrained nodeseach sensor node tends to
have small memory and limited computational power;

dense connectivity the sensing range in general is much
smaller than the radio range, and thus the density required
for sensing coverage results in a dense network;

asymmetric links- the communication links are not re-
versible in general.

Applications of sensor networks include environment mon-
itoring, traffic control, building management, object track-
ing, etc. Routing serves as a middleware component for sen-
sor networks (Berkeley 2003). Routing in sensor networks,
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however, has very different characteristics than routing in
traditional communication networks. First of all, address-
based destination specification is replaced by a more gen-
eral feature-based specification, such as geographic location
(Karp & Kung 2000) (Yu, Govindan, & Estrin 2001) or in-
formation gain (Chu, Haussecker, & Zhao 2002). Secondly,
routing metrics are not just shortest delay, but also energy us-
age and information density. Thirdly, in addition to peer-to-
peer communication, multicast (one-to-many) and converge-
cast (many-to-one) are major traffic patterns in sensor net-
works. Even for peer-to-peer communication, routing is
more likely to be source or destination driven than table-
based (Royer & Toh 1999), and source/destination pairs of-
ten are dynamic (changing from time to time) or mobile
(moving during routing).

Real-time or agent-centered search has been an active re-
search area in Al for the past decade (Yokoo & Ishida 1999)
(Koenig 2001). Routing in communication networks can be
formulated as a weighted shortest path problem, which can
be solved by dynamic programming off-line or real-time re-
inforcementlearning on-line (Koenig & Simmons 1993). Q-
learning, a type of reinforcement learning (Sutton & Barto
1998) (Kaelbling, Littman, & Moore 1996), has been applied
to network routing, i.e., Q-routing (Boyan & Littman 1994)
(Kumar & Miikkulainen 1998).

In this paper, we apply real-time search and reinforcement
learning to ad-hoc routing in wireless sensor networks. We
exploit the broadcast channel in wireless networks and set
the communication to promiscuous mode for learning with-
out extra control packets. We estimate initial heuristics from
routing specifications and update heuristics while routing.
We trade energy and latency by setting the forward propaga-
tion policy, and trade success rate and energy by the retrans-
mission policy. Furthermore, routing metrics other than the
shortest path, e.g., energy-aware routing, can be applied in
this framework.

The rest of the paper is organized as follows. Section 2
presents the search-based adaptive routing strategies. An
energy-aware routing specification is also developed. Sec-
tion 3 analyzes the performance of these strategies in a simu-
lation environment for sensor networks with real application
scenarios.



Search-based Adaptive Routing Strategies
Sensor Network Structure

Consider a network as a gragh, E'), whereV is the set of
nodes and C V x V is a set of connections, wit, w) €

E iff w can receive messages franqw is called aneighbor
of w andw is called aco-neighborof v. For an asymmetric
network,(v, w) does notimplyfw, v). A pathin the network

is a sequence of nodes,, vy, ..., v4, such that(v;,v;y1) €

E. For an ad-hoc sensor netwoik,or £ will change from
time to time, due to mobility, failures, battery life, or power
management (Cerpa & Estrin 2002) (Chetral. 2002) (Xu,
Heidemann, & Estrin 2001).

Each node is in part defined by a set of attributes.at&n
tribute is a data entity consisting oftgpeand a domain of
values. Amattribute valuedenotes the current value of an at-
tribute. Attributes can be shared by neighbors — each node
broadcasts its attributes initially and updates whenever there
is a significant change.

Overall Framework

A routing specification may include destination specification
in terms of constraints on attributes, local route constraints,
and a global routing objective (Zhang & Fromherz 2004).
The problem of routing can be considered as designing a pol-
icy at each node, so that the overall path from soufcto
destinatiorvy — vy, vy, ..., v — is optimal, i.e. min Xo,,,
whereo, is thelocal cost function at node andXo,, is the
globaladditiveobjective. Routing for additive objectives is
aweightedshortest path problem.

Given a routing specification, one can define a cost func-
tion on each node, calle@-value indicating the minimum
cost from this node to the destination. In this framework, Q-
value is piggybacked to all the packets sent from this node to
the destination. For a distributed sensor network, the cost is
initially unknown, and an initial estimation is made accord-
ing to the type of message or by an initial flooding from the
destination. Furthermore, a node also stores its neighbors’
Q-values NQ-values which are estimated initially accord-

Forwarding phase:

received(m, ()) atw from nodeu do
Ty Ty +1;
if new(m) then
for all v with (v, w) € E,, do
NQu(v) ¢ Q% (v);
end
Qm — Q?n(w),
end
if destination,,(w) then
Qm < 0;
broadcast(m, 0);
return;
end
B 1~ (lu/(lu+t1u));
NQm(u) - (1 N ,@)NQm(U) + ﬂQa
Qm — (1 —a)Qm + a(oy + MingNQ,, (v));
if designated(m) then
v < argmin,NQ,,,(n); (random tie break)
sendm, Q) tov;
end
end

Confirmation phase:

timeout (m to v) do
l, <1, +1;
NQu(v) < max, NQn,(n) +¢;
Qm — (1 —a)Qm + a(oy + MingNQ,, (v));
end

Figure 1: Framework of search-based routing strategies

similarities to Q-routing (Boyan & Littman 1994). How-
ever, we use the broadcast channel of wireless networking,
so that value iteration in reinforcement learning is realized
in a cost effective way. In other words, when a packet is
sent, all co-neighbors, not just the designated receiver, will
hear the message and make use of the Q-value sent with

ing to the neighbors’ attributes and updated when packets are the packet. Furthermore, implicit packet confirmation is

received from neighbors.
The search-based strategies typically consist ofgial-
izationphase, dorwardingphase, and eonfirmationphase.

used, so that if the packet (identified by its message and se-
quence IDs) is not received (overheard) from the forwarded
nodewv within a certain time period (because of a dead node

Learning happens in all phases. For each packet sent outOf an asymmetric link), the corresponding NQ-value is up-

from a node, the current Q-value of the node with respect
to that destination is attached. All the nodes are set to be
in promiscuous listening mode. Learning is triggered when-

dated to be the largest among the neighbors, 8.@.(v) =
max, NQ(n) + ¢, wherec is the estimated link cost, so that
v will not be selected next time. This is extremely important

ever a node hears a packet, and its own Q-value is updatedfor dynamic and asymmetric networks. The neighborhood

by

Qm (1= a)Qu + alon + min NQp(n)) (1)
where0 < « < 1 is the learning ratep,, > 0 is the local
objective or cost, and is a neighbor of this node.

The forwarding phase is a policy improvement phase, de-
ciding which neighbor to pass the packet to according to
its current estimates. In this search-based routing strategy,
a node holding the current packet forwards it to the neigh-
bor for which it has the best NQ-value. This strategy has

management (removing dead nodes from the neighbor list)
and the symmetric network assumption, which are problem-
atic for most search-based methods, can be lifted to a certain
degree.

The pseudo code for the forward and confirmation phases
is illustrated in Figure 1, wher@?, (n) is an initial estimate
for noden, according to the routing specification of the mes-
sage and the attribute values of this node. Details will be pre-
sented in the section “Initial Heuristic Estimation”. Variable
r,, indicates the total number of received packets from node
u andl,, indicates the total number of lost packets to nade



When a transmission to noddails, the link cost to neigh-

ignated node. The cost field is built up while packets are

boru can be setto 1, or it can be set dependenton the numbersearching for the destination.

of lost packets, such @&/«

The algorithm assumes neither a static nor a symmetric
network. Even with a static network, the routes may vary
from time to time as a result of learning.

(7) and (8) arriving at the destination

Figure 2: An example of the real-time search-strategy

Figure 2 illustrates the search process through an exam-
ple, where dotted arrows indicate the neighborhood struc-
ture. The dark circle indicates the destination. Values inside

Complexity Analysis

For distributed routing approaches, one can define two types
of complexity. Message complexitpeasures the total num-
ber of packets sentin the networlkime complexityneasures
the maximum number of hops from the source to a destina-
tion node. Theoretical complexities can be easily derived if
the network is static and symmetric, i.e., related attributes in
the routing specification do not change during routing and
the set of neighbors is the same as the set of co-neighbors.
For an asymmetric network, a packet can be lost if it is sent
to a neighbor who is not a co-neighbor. One may engage
more complex neighborhood management so that only the
subset of neighbors who are co-neighbors is maintained in
the neighbor list, in which case, from the routing algorithm
point of view, it is a symmetric network.

The value of),, is calledadmissibleor under-estimatei
0 < Qm < Q:,, whereQ;, is the optimal value of),,, from
this node to the destination. It is easy to see tha@Yf is
admissible, the),,, stays admissible given the update rule.
FurthermoreQ),,, (v) < o**d, whereo'** is the maximum
value of the local objective functian,,, andd is the distance
from v to the destination.

Theorem 1 Given a static and symmetric netwofk, E)

and admissible initial estimatg?, for messagen, and as-
suming that the destination is not empty and there is a path
from the source to the destination, both the message com-
plexity and time complexity of the search-based routing are
O(nd), wheren is the number of nodes in the network ahd

is the diameter of the network. Furthermore, it approaches
the optimal route after delivering at most packets, and
the message complexity of converging to an optimal route is
bounded by)(nd).

Proof. The proof is similar to that of (Koenig & Simmons
1993). With induction, one can show that)?, (v;) +
Yvey @m(v) + a0t < aQy (vo) + X,cy Qr(v)
given the update rul@: (v) = Qf,(v¢) + alom(ve) +

Q% (ve1) = Qb (vr)); 1.8, QU (1) = QF, (ve) > aofi™ +

Q! (vir1) — @t (vr)), whereo™" is the minimum value of
the functiono,,. Thereforeao™t < % ., (Q%,(v) —

Q0 (v)) + (@7, (vo) — Q1 (ve)), i.€.,q0f ™t < nojid +
o d. We havet < ;;"z,-n d(n +1).

A node is calleddoneiff @,,(v) Qr,(v). One
can see that at least one node will be done after de-
livering a packet on a non-optimal path. Lg&tbe the
number of hops for delivering théth packet. We have

a0ty < 30,cy (@1 W) = Qn (1) + oQu vy, ).

m

Let 7" be the total number of hops for deliverimgpack-

ets. We havewo"T < 3 . (QL(v) — Q?n&}m)) +
S Q@ (ve_y) < (L4 )0 nd, ie.,T < 222 nd.

(67

the circles indicate the estimated Q-values at the time, and B

values inside the squares indicate the NQ-values. In this ex-
ample,o,, = 1, « = 1, and initially there is no heuristic
about the destination, i.&)%, = 0. Note that learning hap-
pens in the neighborhood of nodes, in addition to the des-

The worst case message and time complexities for this
routing approach are not as good as those for simple flood-
ing, which are0(n) andO(d), respectively. However, if the



number of packets is large enough, the message complexity INitialization phase:

will reduce toO(d) on optimal routes. Sincéis in general
much smaller tham, this routing approach can be more ef-
ficient. Notice that if there is no path from the source to any
destination node, this algorithm will not stop. In practice,
one may use the maximum number of hops or the maximum
@, value to stop further search for a destination node.

For dynamic networks some of the properties may not
hold. Here we study two cases. L(@f’, E') be the network
ando!, be the local objective function at the time of routing
thei'th packet of message, respectively.

Theorem 2 Let Vit C Vior oift > of.. If the initial

estimates are admissible, the search-based strategy guaran-

tees delivery for a symmetric network if a path exists. It also
guarantees convergence to an optimal route if the change
rate of the network is slower than the convergence rate.

Proof. If Vit C V¢, there are fewer nodes left in the graph;

if oit! > o, the optimal values increase. In both cases,
@, increases. Therefor€),,, keeps being under-estimated,

satisfying the condition of delivery and convergerilie.

This type of dynamic network occurs often in practice,
such as when nodes fail.

If the dynamic change of the network breaks the admissi-
bility condition of the heuristic estimation, the search-based
strategy may still guarantee the delivery for symmetric net-
works.

Theorem 3 The search-based strategy guarantees delivery
in O(nd) if the initial over-estimate is bounded }(d).

Proof. Given an initial estimateQ)?, on some node
v, the global effect ofv on all other nodes is bounded by
QY +omeed, i.e.,if Q% is bounded by)(d), Q,, is bounded
by O(d). According to the analysis in Theoremdlgi"t <

Y oev(@n(v) — @5, (v)) + a(@n(vo) — @, (vr)), tis
bounded byO(nd). B

This type of dynamic network occurs when, for example, a
new node joins the network. However, breaking the admis-
sibility condition may cause convergence to a non-optimal
route.

In asymmetric networks, packets can be lost. Implicit con-
firmation plays the role of adjusting a neighbor’s Q-values
so that the same link will not be used again. In general,
search-based routing strategies only find the optimal sym-
metric paths rather than optimal paths in asymmetric net-
works.

Initial Heuristic Estimation

For the real-time search type of routing strategies, if the ini-
tial estimates are close to optimal, the actual time of deliv-
ering a single packet and the actual time of convergence to
optimal routes are close to the minimum.

Destination constraints are used to estimate the minimum
number of hops to the destination, while objective functions
are used to estimate the minimum cost along the path. Let
C be a constraint ang(C) be the degree of satisfaction of
C; s(C) is zero iff C is satisfied. LeAC be the maximum

initialization for m at nodew do
Qm < 0;
if destination,,(w) then
broadcastinit(m,0);
end
end

receivedinit(m, ) atw from nodeu do
NQm(u) < Q;
Qm +— (1 —a)Qum + aloy, + Min,NQ,,(v));
if not duplicated(init(m, Q)) then
broadcastinit(m, Q.,);
end
end

Figure 3: Initialization from destination flooding

change possible for(C) in one hop. The minimum num-
ber of hops based on constratfitis h(C) = s(C)/AC.
Given the destination constraint as a Boolean formula of log-
ical and's and logicalor’s, the estimation can be computed
recursively as follows. IIC = C; A Cs, thenh(C)
max(h(C’l),h(C’z)) If C = Ci1 VvV Oy, thenh(C’)
min(h(Cy), h(C2)). For a geographical destination specifi-
cation,h can be estimated based on the distance to the desti-
nation and the radio range. For example, if destination con-
straints are geographicdl, : (x = z4) A (y = yq), and

the maximum radio range iB, given the current location
(z,y), we can obtaik(C) = max(|z —zq|/R, |y —ya|/R).

For other types of destination specifications, e.g., an address
specificationC, there are no heuristics for the number of
hops to the destination, $4C') = 0 for admissible estima-
tion. Therefore, geographical routing is more efficient if the
locations of nodes are known.

Given the estimate of the number of hdpso the desti-
nation, an admissible additive estim&}@ can be obtained
asominh, Whereo,,;, is the minimum value ob over the
network. A non-admissible estimation may be more efficient
overall, but convergence to optimality cannot be guaranteed.

For search-based routing, the initialization phase is to es-
tablish a neighborhood structure, i.e., each node has a list of
its neighbors. To do so, each node sends out a few “hello”
packets with its attributes. If the destination is known at ini-
tialization time, which is common for applications of sensor
networks (e.g., a base station), initialization can be instead a
flooding from the destination. Each packet carries a Q-value
of the node, and Q-values are propagated through the net-
work. The pseudo code for flooding initialization is shown
in Figure 3.

Forward Propagation

In the search-based routing framework there are no extra
control packets other than for initialization. However, if
there are no heuristics, it may take a long time for the first
packet to find the destination. Forward propagation is a
mechanism using extra control packets to speed up the learn-



Forwarding phase:
received(m, )) atw from nodeu do

Q< Qi

Qm + (1 — a)Qm + a(oy + MingNQ,y, (v));

if designated(m) then
v < argmin, NQ,,,(n); (random tie break)
sendm, @,,) tov;

elseif|Q,, — Q24| > §
broadcast(m, Q.,)

end

end

Figure 4: Fragment for forward propagation

Confirmation phase:

timeout (m to v) do
ly < 1, +1;
NQ@,(v) < max,, NQ,,(n) + c;
Qm + (1 — a)Qm + a(oy + MingNQ,y, (v));
if (m.resend > 0)
m.resend < m.resend — 1;
v < argmin, N Q,,,(n); (random tie break)
sendm, Q) tov;
end
end

Figure 5: Confirmation with retransmission

ing process. Figure 4 shows a fragment of forward propaga-
tion, wherej is a parameter that can be set to control the num-
ber of extra packets. Forward propagation would only work
to a certain degree, since collisions are introduced if there are
more packets in the air.

Retransmission

In this routing framework, a packet can be lost due to asym-
metric links or node failures. We use implicit packet con-

firmation, i.e., instead of sending a separate packet for ac-
knowledgement, a packet is expected to be sent out by the

and longer paths, and eventually the network will become
disconnected. Instead of using the shortest path as a routing
metrico, whereo = 1, one can use = ku + 1, whereu is

the used energy aridis a constant. In this case, routes will
prefer those nodes with less used energy.

Performance Evaluations

In this section, we analyze the effects of various strategies in
the search-based routing framework using a simulator that is
particularly designed for sensor networks.

Network Model

Prowler (Simon 2003), written in Matlab, is an event-driven
simulator that can be set to operate in either deterministic
mode (to produce replicable results while testing an algo-
rithm) or in probabilistic mode that simulates the nondeter-
ministic nature of the communication channel. Prowler con-
sists of aradio propagation modednd aMAC-layer model

The radio propagation model determines the strength of
a transmitted signal at a particular point of the space for all
transmitters in the system. Based on this information the sig-
nal reception conditions for the receivers can be evaluated
and collisions can be detected. The transmission model is
given by:

1

Prec,ideal(d) — Ptransmitl_'_—ma

Prec(iaj) <~ Prec,ideal(di,j)(l + 04(27]))(1 + ﬂ(t)) (3)
where Py,.q.nsmat 1S the signal strength at the transmission
andP,.. iqeq(d) is theideal received signal strength at dis-
tanced, a and are random variables with normal distri-
butionsN (0, 5,) andN (0, o3), respectively. A network is
asymmetric ife, > 0orog > 0. In (3), a is static de-
pending on locations andj only, ands is dynamic which
changes over time. A nodecan receive a packet from node
iif P..(i,7) > A whereA is the threshold. Furthermore,
an additional parameter.,..,,, models the probability of a
transmission error by any unmodeled effects. The MAC-
layer simulates the Berkeley motes’ CSMA protocol, includ-
ing random waiting and back offs.

Where2 <y <4 (2)

Performance Metrics

designated node (even at the destination, in which case a Various performance metrics can be used for comparing dif-
broadcast is issued). If the sender has not heard the packetferent routing strategies. In this paper, we only look at the
for a certain time after sending the packet, it can be assumed following metrics:

that the packet is lost. The packet can be retransmitted to latency- the time delay of a packet from the source to the

increase the success rate. Figure 5 shows the confirmation
with retransmission, whena.resend is the number of “re-
sends” left. One can set.resend to N initially for max-
imum retransmission. Similar to forward propagation, re-
transmission only works to the degree that the network is not
overloaded.

Energy-awareness

The search-based routing framework is very general and can
be applied to different routing metrics such as, for example,
energy-aware routing. Shortest path routing does save the to-
tal used energy for one packet; however, it will use up the en-
ergy on the path quickly, and, in the long term, induce longer

destination;

success rate the total number of packets received at the
destinations vs. the total number of packets sent from the
source;

life-time— it is not easy to measure the life-time of a net-
work. We introduce here a new metricsed energy vari-

> (ui—7)

2
~—— Wherei is the average used en-

anceo? =

Ui

ergy, i.e.,ZT, andN is the total number of nodes in the
network. AndE — (a + o,,) is used to approximate the
life-time metric, where? is the total initial energy at each
node (full battery charge).



Evaluation of Search-based Routing Strategies

Our simulations are all performed using Prowler under the
default radio model, withv, = 0.45, o 0.02 and
Perror = 0.05. Each test is performed with 10 runs and then
averaged. The network isfax 7 sensor grid with small ran-
dom offsets. The transmit signal strength is set,tso that

the maximum radio range is abdt, whered is the distance
between two neighbor nodes in the grid. Figure 6 shows an
instance of the connectivity of such a network.

>
Wi

[>

|

NN

|

Figure 6: Instance of the radio connectivity in the 7x7 mesh

Let the source be at the upper right corner and the desti-
nation be at the bottom left corner. Let the source rate be 1
packet per second. Assume that the destination is known at
initialization time, and flooding from the destination (Figure
3) is used for initialization. Figure 7 shows the success rate
using the retransmission strategy (Figure 5). The success
rate increases with the number of retransmissions. (Note that
this may not be true, due to collisions, when the source rate
is high.) Figure 8 shows the latency using the forward prop-
agation strategy (Figure 4). In general, the smailethe
more forward propagation happens, and the shorter the de-
lay. However, forward propagation introduces extra load and
may reduce success rates due to collisions.
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Effects of Initial Heuristics

Figure 9: Example of a sensor network with a hole

Consider a 7x7 mesh with a hole of size 3x3 in the mid-
dle (Figure 9). Again let the source be at the upper right
corner and the destination be at the bottom left corner. Let
the source rate be 1 packet per second. Three initialization
strategies are compared: 1) no hint; 2) geographical des-
tination specification; and 3) known destination (flooding
from destination). Without a hint, packets initially search for
the destination while building up the potential field with Q-
values. Figure 10 shows the Q-value field after sending out
10 packets without initial heuristics, i.€)? = 0. If the geo-
graphical location of the destination is known, the initial Q-
values at each node is giveniwax(|z —z4|/R, |y —ya|/R)
whereR is 3 for this case. Figure 11 displays the success
rates of these three initializations. Without a hint about the
destination, the success rate is initially low, but after several
packets the field is built up and the success rate increases.
Figure 12 displays the latency using these three initializa-
tions. Without a hint, the paths tend to be long, resulting in
high latency. Geographical routing performs quite well due
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Figure 11: Comparisons of success rate with different initial
vs. shortest path

heuristics

Energy-aware Strategies that there is only minor performance degradation due to the
dynamic and mobile aspects of the network. When the speed

Figure 13 shows the life-time metric of an energy-aware is higher, there is a slightly higher latency in packet delivery.

strategy where = ku + 1. It shows that with the energy-
aware objective in routing, the life-time is better (longer)
than that of the shortest path strate 1).

P g1) Conclusions
Pursuer Evader Game In this paper, we have studied search-based routing strate-
Finally, we use a real application to test the performance of gies for sensor networks. By exploiting the broadcast chan-
the search-based routing algorithms. The application, Pur- nel of wireless sensor networks, reinforcement learning can
suer Evader Game (PEG) (Sast#tyal. 2003), is to use the be done in a cost effective way. With implicit confirmation,
sensor network to detect an evader and to inform the pur- these strategies work for asymmetric and dynamic networks
suer about its location. The communication problem in this as well. Theoretic analysis of search-based strategies has
task is to route packets sent out by one of the sensor nodesalso been done, and performances of various strategies have
(who detects the evader) to the mobile pursuer. The source is been evaluated in a simulation environment.
changing from node to node, following the movement of the Other routing strategies have also been developed (Zhang
evader, and the destination is mobile. Assume thatthe evader& Fromherz 2004). Comparisons with other routing strate-
and the pursuer move at about the same speed. For the avergies will be discussed in another paper. The search-based
age speed, we set the source rate t¢0.2. Let the speed routing strategies have also been implemented on Berkeley
be 0.1, 0.2, and 0.3. Figures 14 and 15 show the success ratanotes. The details of the implementation are outside the
and latency with respect to these speeds. The figures showscope of this paper.
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