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Flooding protocols for wireless networks in general have been shown to be very inefficient and
therefore are mainly used in network initialization or route discovery and maintenance. In this
paper, we propose a framework of constrained flooding protocols. The framework incorporates a
reinforcement learning kernel, a differential delay mechanism, and a constrained and probabilistic
retransmission policy. This type of protocol takes the advantages of robustness from flooding, but
maintains energy efficiency by constraining retransmissions. Without the use of any control packets,
such a protocol adapts to the specific routing requirements of the task and the dynamic changes of
the network. We analyze this framework in simulation using some real-world applications in sensor
networks.
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1. Introduction

Routing in sensor networks has very different characteristics than that in traditional
communication networks. First of all, address-based destination specification is replaced
by a more general feature-based specification [10], such as geographic location [12] and
information gain [5, 35], or a fixed but maybe mobile sink. Secondly, routing metrics are
not just shortest delays, but also energy usage [27] and information density [5, 35].
Thirdly, in addition to peer-to-peer communication, multicast (one-to-many) and
converge-cast (many-to-one) are major traffic patterns in sensor networks. Even for peer-
to-peer communication, routing is more likely to be source or sink driven than table-
based [21], and source/sink pairs often are dynamic (changing from time to time) or
mobile (moving during routing).

In the last several years, many routing protocols have been developed for wireless
sensor networks, including Grid Routing [4], Directed Routing [16], Mint Routing [25],
Backbone Routing [7], and the Constraint-based Routing Framework [28, 31]. Most of
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these routing protocols have been implemented on Berkeley motes [1], a widely used
sensor network platform. We may classify these routing mechanisms into two categories:
structure-based protocols and structure-less protocols. Structure-based protocols generate
a routing tree (e.g., Backbone [7], Mint [25], Grid [4], Adaptive Tree [31, 33]), or one or
more routing paths (e.g., AODV [17], DSR [11], Multipath routing [6]) before sending
data. For dynamic networks, in addition to initialization, periodic or repair-based
maintenance is required to keep the structure up to date. Structure-less protocols, instead
of building and maintaining a routing structure, establish a "potential field". Data from
upstream flows downstream according to the potential field. Similar to structure-based
protocols, however, the maintenance of the potential field is necessary for dynamic
networks. Flooding (e.g., Directed Routing [16], Gradient Broadcast [26], Gradient
Routing [19], Constrained Flooding [30, 31]) and real-time search (e.g., Ant-Routing [3,
34], Q-Routing [2, 13], GEAR [27], LRTA* [29, 31]) protocols belong to this category.

Constrained flooding has been proposed as one of the meta-routing strategies [30, 31]
for constraint-based routing [28]. Constrained flooding consists of a real-time
reinforcement kernel, shared by other meta-routing strategies [31] in constraint-based
routing, and a constrained retransmission policy with differential delays. In this paper, we
will present an in-depth study of the constrained flooding protocols, performance analysis
and comparisons with other peer routing protocols for some real-world applications. We
will show that constrained flooding protocols are not only robust with high success rates
but also, unlike other flooding protocols, energy efficient.

There is not much work on flooding-based routing strategies; most flooding strategies
are associated with route discovery, e.g., [18]. However, flooding was suggested as a
robust multicast approach for highly mobile fast-moving ad-hoc networks since
traditional approaches fail to work in such scenarios [8]. Efficient flooding techniques for
multicast were also proposed via gossip [14, 15] or via multipoint relaying [20]. A couple
of flooding-based routing protocols have been proposed recently, such as GRAD [9],
GRAB [26] and DFRF [16]. GRAD is a basic gradient flooding protocol where all nodes
with smaller cost to the sink retransmit the data. GRAB adds credit control to the basic
gradient routing which effectively reduces the degree of redundancy and energy
consumption. DFRF incorporates priorities and multiple redundant transmissions to
further increase success rates. DFRF has been implemented on Berkeley motes and
applied to Shooter Localization [23], one of the most successful applications in sensor
networks.

The major elements of the constrained flooding (CF) framework are the following:

Real-time learning of potential/cost field: other than most flooding protocols where
the potential field has to be established and maintained, CF incorporates real-time
reinforcement learning techniques to build and update the potential field. No extra
control packets are necessary.

Temperature control for robustness: unlike other gradient routing, where only
nodes with smaller cost retransmit the packet, CF adds an extra variable, temperature,
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with the intent that only nodes with cost difference smaller than the temperature
participate in the relay. The temperature will be cooled down over time to reduce the
number of transmissions and increase energy efficiency.

Delayed transmission according to the gradient descent: instead of adding random
delays to retransmission packets to reduce broadcast collision, CF adds delays according
to the cost difference. The smaller the cost, the sooner is the retransmission.

Probabilistic retransmission based on data frequency: the node will retransmit the
delayed packet based on the number of times the same packet has been heard. The more
times the packets have been heard, the less likely that it will be retransmitted by this node.
This way, packets at nodes with larger cost (with larger delays) are likely to be
suppressed, significantly reducing the number of transmissions.

Note that not all elements are novel and some of them (e.g. delayed, probabilistic and
counter-based retransmission) have been proposed before [24]. CF integrates constraint-
based message specification with reinforcement learning strategies and applies them
effectively to control the broadcast storm. CF can also incorporate credit control from
GRAB and priority management from DFRF in a layered routing architecture.
Furthermore, CF is a meta-routing strategy that can be used with general routing
specifications, of which geographical or energy-aware routings are canonical examples.

The remainder of the paper is organized as follows. Section 2 presents the
constrained flooding framework and its main components. Section 3 analyzes the
protocols in this framework via simulation and compares routing performances with other
protocols for some real-world applications. Section 4 concludes the paper.

2. Constrained Flooding

In this section, we will first present the basic elements of constrained flooding protocols
and then introduce a layered routing architecture with the components for implementing
constrained flooding protocols.

2.1. Constrained Flooding Protocols

The basic elements of constrained flooding include (1) a real-time reinforcement learning
kernel for establishing and maintaining the potential field, (2) a constrained propagation
policy, (3) differential delays based on cost difference, and (4) probabilistic
retransmission based on data frequency.

2.1.1. Potential field generation

The potential field of a network is the mapping from nodes to cost-to-go values. The
definition of the cost-to-go depends on routing objectives. For example, if the shortest
path is the routing objective, cost-to-go is the minimum number of hops from the current
node to the sink node. In general, if the local cost function is o, the cost-to-go at node '’
is min, % o(vi) where p: Woul v lisa path from W to the sink node.
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Most flooding protocols generate the potential field by flooding from the sink node.
Each node maintains the estimated cost-to-go c. The sink has zero cost-to-go and all the
other nodes have infinite initial values. Starting from the sink node, a packet is sent out
advertising its cost-to-go. Whenever a node v receives a packet from a neighbor with
cost-to-go as ¢, it calculates its new cost-to-go as min(c, o(v)+c') and sends a packet with
its cost-to-go. After a complete flooding from the sink node, every node will have a cost-
to-go value and the potential field is established. There are two problems with this
method. First of all, if the network changes, one has to regenerate the potential field by
flooding from the sink. For the sink to recognize the changes in the network, network
performance metrics, e.g., packet loss rate, have to be maintained. If the network is
highly dynamic, this method would have both high energy cost and high loss rates.
Periodic flooding can be performed as well, again, with the extra energy cost. Secondly,
if the sink is not fixed, for example, in the case of geographical routing, one has to locate
the sink first through an initial flooding.

For real-time reinforcement learning, in particular Q-learning, each node maintains
not only its estimated cost-to-go, but also cost-to-go values of its neighbors. Initially all
the cost-to-go values are set to zero, if there is no knowledge about the sink. Every packet
(not just the control packets) has a piggybacked cost-to-go field and all the nodes
(excluding the ones in sleep state) are set to be in promiscuous listening mode. Whenever
a non-sink node v overhears a packet, whether it is the designated receiver or not, it
updates the corresponding cost-to-go value of the neighbor where the packet was sent
from, and re-estimates its own cost-to-go using the formula

¢ (1-a)c+a(o(v)+min, c'(w)) (D
where 0 < a <1 is the learning rate, w is a neighbor of this node, and ¢’ is the neighbor's
cost-to-go. There are two advantages with this method. First of all, initial flooding from
the sink is useful but unnecessary, since packets from any direction help establish the
potential field. Similarly, when the network changes, no flooding from the sink is needed,
ongoing packets in the network will update the potential field. Secondly, if one has
knowledge about the sink, cost-to-go can be estimated initially rather than set to zero
uniformly. For example, in the case of geographical routing with the shortest path
objective, the cost-to-go at any node can be estimated by d/R, where d is the Euclidean
distance between the node and the sink, and R is the maximum radio range. When there
are no network holes, this estimation of the potential field can be accurate enough for
efficient geographical flooding. When there are network holes, the potential field would
be automatically updated during routing.

2.1.2. Constrained propagation

All flooding protocols piggyback the cost-to-go value in each data packet, and most of
them use a simple rule to forward packets: if a node receives a packet with cost-to-go not
lower than its own, it retransmit the packet. This simple strategy works if all the cost-to-
go values are accurate. If the cost-to-go values are not fully learned yet (e.g., there is a
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network hole in geographical routing) or if the network changes, this simple rule causes
the loss of packets.

In constrained flooding, this simple rule is generalized using an extra variable,
temperature 7 if a node with cost-to-go ¢ receives a packet with cost-to-go ¢, and if ¢ - ¢’
< T, it retransmits the packet. This rule is identical to the simple rule when 7" = 0.
However, in this generalized form, T can be changing during routing. For example, T can
be set to large values initially and reduced gradually (cooling down) with the learning of
the potential field.

The temperature cooling-down process may vary in this general framework. For
example, one can reduce T after every packet received:

T « kT [(k+1) 2)

where k = Ty, the initial temperature.

2.1.3. Differential delays

Most flooding protocols add random delays to forwarding packets to avoid collision. In
constrained flooding, delays are added to forwarding packets according to the cost
difference A = ¢' - c: the larger the difference, the smaller the delay. The delay function
has the property that if A; > A,, 8(A;) < 8(A,). For example, the delay function
o(A)y=D/e" (3)

where D is a constant, works quite well.

2.1.4. Probabilistic retransmissions

For most flooding protocols, all the forwarding packets will be transmitted after
random delays. For constrained flooding, after the designated delay time, a probabilistic
policy will be used to decide whether or not to retransmit the packet: the more times the
same packet has been heard, the less possible the packet will be retransmitted. Let p be a
probability function for retransmission and C denote the number of times the packet has
been heard in the past, then p should satisfy (1) p(1) = 1, i.e., if only one such a packet is
heard, it should be transmitted, and (2) p(C)) < p(C,) if C; = C,. An example of such a
function is

p(C)=1/C” “
where y > 0. Here y can be tuned to trade off between robustness and energy cost. The
smaller the vy, the more packets are to be transmitted and the higher the energy cost.

2.1.5. Constrained flooding protocols

Like most flooding protocols, in addition to a data field, constrained flooding protocols
have the cost-to-go field and a unique identifier, which can be a sequence ID or a time
stamp at the source. The cost-to-go is used to generate and update the potential field as
well as to control the direction of flooding, and the unique identifier is used to check
duplicates and to count the number of times such a packet has been heard. Furthermore,
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constrained flooding protocols have each sender's (including relay nodes) address in any
packet, so that neighborhood structure can be maintained.

A flowchart for constrained flooding protocols is shown in Fig. 1. Module 1 updates
the temperature (e.g., using Eq. (2)) and its cost-to-go as per Eq. (1), module 2
determines if the packet shall be forwarded based on the cost difference and the current
temperature at this node, module 3 adds delay to the forward packet (e.g., according to
delay function Eq. (3)), and module 4 makes the final decision (e.g., according to
probabilistic function Eq. (4)) of sending the packet after the designated delay time.
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Fig. 1. Flowchart for constrained flooding protocols.

2.2. Constrained Flooding Components

The constrained flooding framework can also incorporate mechanisms proposed by other
flooding protocols, such as credit control [26], priority management for duplicated
transmissions [16], and packet aggregations [16]. On the other hand, components that are
used in constrained flooding, such as delayed and probabilistic retransmission, can be
applied to any flooding-based routing. In this section, we advocate a layered routing
architecture, then describe the essential components for constrained flooding as well as
other components that can be used within the framework.
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2.2.1. Layered routing architecture

A routing component is a module which handles events (e.g., Packet Received,
Packet Sent, Clock Tick) and executes commands (e.g., Send Packet). A routing
component A is wired to another routing component B, denoted A — B, if A passes
commands to B and B passes events to A. Fig. 2 shows the general architecture. The
minimum configuration of layers includes the MAC layer, a routing layer, and the
application layer, with the MAC layer at the bottom and the application layer at the top.
The MAC layer performs the low-level communication protocol (i.e., GenericComm in
TinyOS). The routing layer forwards the received packet (via broadcast or selectively to
the next hop) or passes the received packet up if it is the destination of that packet. The
application layer generates the application scenarios. Furthermore, one can have a set of
control layers between the routing layer and the application layer, and a set of support
layers between the MAC layer and the routing layer. The control layers are for network
initialization and maintenance, e.g., building and maintaining a routing table or a
spanning tree. The support layers are for adding features such as transmitting and
recelving queues, data aggregation/fragmentation, neighborhood management,
confirming/delaying transmissions, and checking duplications. It is the algorithm
designer's choice to put individual functions into different layers so that common
functions can be shared by different algorithms.

App. Layer

data from source data to destination

Control Layers

Routing Layer

Suppert Layers

MAC Layer

send to radio received from radio

Fig. 2. A general layered routing architecture.
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This layered architecture allows for the sharing of common components by different
algorithms. For example, many algorithms need neighborhood management and
transmission queues, and flooding-based routing may add transmission delays to
forwarding packets to reduce collisions. For a given application scenario, one should
select the right algorithm with a set of control and support routing components.

2.2.2. Constrained flooding layers

The basic constrained flooding protocols have the following layers: application —
constrained_flood —  delay transmit —  neighborhood — MAC, where
constrained_flood is the routing layer, delay transmit and neighborhood are support
layers.

e constrained flood: This layer implements the basic functions of modules 1, 2
and 3 in Fig. 1. It maintains the cost-to-go of this node as well as the cost-to-
go values of its neighbors. The value of cost-to-go at this node will be added
to each packet passing this layer, which will be transmitted with the packet.
Delays are calculated for forwarding packets.

e delay transmit: This layer implements the function of module 4 in Fig. 1. It
maintains a timeout queue and the counts for all the packets it has heard.
After the timeout for each packet, the probabilistic transmission rule is
applied.

e neighborhood: Each packet sent from this layer will piggyback the node's
address, which will be retrieved from the packet received at this layer. A list
of neighbors is maintained.

Using the layered architecture, one can incorporate other routing components into the
constrained flooding framework. These components include initialization, credit _control,
duplicate_transmission, and aggregate queue.

e initialization: Initial flooding from the sink node generates an initial potential
field effectively.

e credit control: Credit control for flooding has been used in GRAB [26] to
control the width of flooding, trading off energy usage and success rates.

* duplicate transmission: Duplicated transmission using priority management
has been implemented in DERF [16] to increase packet success rates.

* aggregate queue: Packet aggregation assembles a number of packets into one
packet before sending and dissembles a packet into individual packets after
receiving. In the shooter localization application [23], maximum four packets
are aggregated into one packet.

3. Performance Evaluations

In this section, we evaluate the routing performance of the constrained flooding
framework. We first describe our simulation environment and routing performance
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metrics, and then study the properties of the algorithm by varying parameters and finally
compare its performance with peer routing protocols using two real-world scenarios.

3.1. Network Model

Our protocol study uses the radio propagation model and the MAC layer communication
model provided by Prowler [22, 36], a probabilistic sensor network simulator.

The simple radio model in Prowler attempts to simulate the probabilistic nature in
wireless sensor communication observed by many [25, 37]. The propagation model
determines the strength of a transmitted signal at a particular point of the space for all
transmitters in the system. Based on this information the signal reception conditions for
the receivers can be evaluated and collisions can be detected. The transmission model is
given by:

1

P () € Py ®
where 2 < y< 4 and

Pois ) ¢ P (d, (A G, )1+ B@) ©)
where Pyomi 1S the signal strength at the transmitter and Prec igeai(d) 1S the ideal received
signal strength at distance d, a and B are random variables with normal distributions N(O,
o,) and N(0O, op), respectively. A network is asymmetric if 6, > 0 or og > 0. In (6), a is
static depending on locations i and j only, and P is dynamic which changes over time. A
node j can receive a packet from node 7 if P.(i, j) > A where A > 0 is the threshold. There
is a collision if two transmissions overlap in time and both could be received successfully.
Furthermore, an additional parameter pey., models the probability of a transmission error
caused for any other reason. The default radio model in Prowler has y =2, 6, =0.45, o =
0.02, A = 0.1 and peror = 0.05. Fig. 3 shows a snapshot of the radio reception curves in
this model.

Signal power [P hans=1)

distance {2l

Fig. 3 Snapshot of radio reception curves for the default model.
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The MAC layer communication is modeled by a simplified event channel that
simulates the Berkeley motes' [1] CSMA MAC protocol. When the application emits the
Send Packet command, after a random Waiting Time interval the MAC layer checks if
the channel is idle. If not, it continues the idle checking until the channel is found idle.
The time between idle checks is a random interval characterized by Backoff Time. When
the channel is idle the transmission begins, and after Transmission Time the application
receives Packet Sent event. After the reception of a packet on the receiver's side, the
application receives a Packet Received or Collided Packet Received event, depending
on the success of the transmission. The data rate is 40Kbits per second and each packet
has 960 bits.

3.2. Performance Metrics

Some routing performance metrics are used in this paper for comparing different routing
protocols, including: latency, success rates, and energy efficiency.

e Latency: The latency of a packet measures the time delay of the packet from
the source to the sink. For any sink, if n packets have arrived, latency for that
sink is given by Z; di/n, where d; is the latency of the ith packet. The latency of
the network is then averaged by the number of sinks. Note that we use latency
rather than the number of hops as the metric since latency is caused by not
just the number of hops, but also the length of transmission queues, the
random delays at the MAC layer, and deliberately added delays in routing
algorithms to avoid collisions.

e Success rates: The success rate of a network measures the total number of
packets received at all the sinks vs. the total number of packets sent from all
the sources.

e FEnergy efficiency: Energy efficiency is defined to be the ratio between the
total number of packets received at the sink(s) vs. the total number of packets
sent in the network.

3.3. Properties of Constrained Flooding

We study some properties of constrained flooding using a network of 100 nodes,
placed in a 10x10 grid with small random offsets. The average number of neighbors is
around 6. The number of hops from the source to the destination is around 10. The
default radio model in Prowler is used. The source sends 50 packets, one per second, to
the destination. The basic constrained flooding layers are used. In all of our tests, learning
rate o, is set to 1. Following is a set of results, averaged over 10 random runs.

3.3.1. Efficiency vs. temperature over time

One property of this algorithm is that with the cooling of temperatures, the overall
efficiency increases. Fig. 4 shows a scenario with initial temperature T, = 20, probability
function parameter y = 1 and delay constant D = 0.025 second.
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Fig. 4. Efficiency vs. temperature over time.

3.3.2. Efficiency vs. latency with different delay constant

By reducing delay constant D, one can decrease latency, but at the same time reduce
efficiency, since less packets would be filtered out. Fig. 5 shows a scenario with T, = 15

andy=1.

Efficiency
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L 8.3

0.025 0.05
Delay constant D (seconds)

Fig. 5. Efficiency vs. latency with different delay constant.
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3.3.3. Performance with varying Ty and y

Fixing D=0.025, we study the effects of T, and y on efficiency and success rates. Fig.
6 shows that by increasing initial temperature, efficiency decreases. However, y affects
efficiency in a different way for different 7, When T, = 20, the increase of y increases
efficiency. Fig. 7 shows that by increasing initial temperature, success rates increase.
Again, v affects success rates in a different way for different 7, When T, = 20, the
increase of y increases success rates.

Efficiency

Initial temperature TO

Fig. 6. Efficiency with varying Toand y

1 T T T
Il -0 o
0'9_Y=1 . T . e i
el =2

Success rate

15
Initial temperature TO

Fig. 7. Success rate with varying Toand y
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3.4. Pursuer Evader Games

The Pursuer Evader Game (PEG) has been a standard testbed for sensor networks. In this
testbed, sensors are deployed in a regular grid with random offsets. An evader is a tank or
a car whose movement can be detected by the sensor nodes. A pursuer is another vehicle
that is going to track the evader down. The communication problem in this task is to
route packets sent out by sensor nodes who detected the evader to the mobile pursuer.

In our test, the network is a 7x7 sensor grid with small random offsets. The transmit
signal strength is set to 1, and the maximum radio range is about 3d (a dense network),
where d is the standard distance between two neighbor nodes in the grid.

Fig. 8 shows an instance of the connectivity of such a network.

Fig. 8. Instance of radio connectivity in PEG.

In this simulation, the source is dynamic, changing from node to node, following the
movement of the evader, and the sink is mobile. The average speed of both the evader
and the pursuer is set to 0.2d/s. The source starts at the center and the sink starts at a
corner.

Two peer routing algorithms are tested in this application to compare the routing
performance with CE:

e Directed Routing (DFRF) [16] -- directional flooding using a "potential field"
established in initialization, and sending a packet possibly a couple of times
for extra high success rates;

e Grid Routing (Grid) [4] -- a spanning-tree based routing with "grid"
information;
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o Grid Routing with Duplication (Grid+Dup) -- grid routing used with the
duplication module to increase success rates;

o Constrained Flooding (CF) -- basic CF with initialization, where, just like
DFREF, the potential field is established in initialization but are continuously
improving by learning.

Figs. 9, 10, and 11 show the latency, success rates, and energy efficiency, respectively.
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From the performance results we see that both DFRF and CF have high success rates.
However DERF has lower energy efficiency than CF, grid routing improves success rates
with the duplication component but also decreases the energy efficiency significantly.
Both CF and grid routing without duplication have low latency. Note that we have also
tested AODV [17] for this application scenario, which has near-zero success rates, due
the fast moving target.

3.5. Shooter Localization

Shooter localization [23] is a successful sensor network application. For this application,
all the acoustic data that are above certain threshold have to be sent to the base station, so
that the source of the sound can be located. The communication problem in shooter
localization is a typical convergecast [9, 12]. In this experiment, the sensor distribution,
the sink location and the event trace data are obtained from the actual experiments on the
hardware platform. The network is about 10 hops (Fig. 12).
Three algorithms are compared for this scenario:
* Directed Routing (DFRF) [16] -- this algorithm is actually used in the shooter
localization application, implemented in TinyOS/NesC; DFRF integrates both
duplicate transmissions (up to 3 times) and packet aggregations (up to 4
packets).
® Backbone tree (Backbone) [7] -- this algorithm uses directed diffusion [10] to
create a backbone tree in the initialization phase and passes packets to parents
during routing. To handle the problem of asymmetric links, it establishes a
symmetric link neighborhood in the initialization;
o (Constrained Flooding (CF) -- basic CF with initialization;
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o Constrained Flooding with Aggregation and Duplication (CF+Agg+Dup) --
basic CF with initialization, aggregation and duplication components.

base

Fig. 12. Node distribution in the shooter localization experiment

Figs. 13, 14 and 15 show latency, success rates and energy efficiency, respectively.
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We see that DFRF has the highest success rates. CF+Agg+Dup increases the success
rates and has the highest energy efficiency. We have also tried the augmentation of
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aggregation and duplication to the Backbone layers but it does not seem to increase
success rates either.

4. Conclusions

We have presented in this paper the framework of constrained flooding (CF), its basic
elements and its augmented utilities in a layered routing architecture. We have shown in
our experiments that CF can be both robust and energy efficient, and our framework is
flexible to incorporate additional components, such as initialization, credit control,
aggregation and duplication.

CF is a type of meta-routing strategy for the constraint-based routing, that can be used
with different routing specifications, e.g., geographical or energy-aware routing.
Experiments with routing objectives other than shortest paths are considered as future
work.
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