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Abstract

In this paper we investigate efficient strategies for supporting on-demand informa-
tion dissemination and gathering in large-scale wireless sensor networks. In particular,
we propose a “comb-needle” discovery support model resembling an ancient method:
use a comb to help find a needle in sands or a haystack. The model combines push
and pull for information dissemination and gathering. The push component features
data duplication in a linear neighborhood of each node. The pull component fea-
tures a dynamic formation of an on-demand routing structure resembling a comb. The

comb-needle model enables us to investigate the cost of a spectrum of push and pull



combinations for supporting discovery and query in large scale sensor networks. Our
result shows that the optimal routing structure depends on the frequency of query
occurrence and the spatial-temporal frequency of related events in the network. The
benefit of balancing push and pull for discovery in large scale geometric networks is

demonstrated.

1 Introduction

Many emerging sensor network applications involve dissemination of observed information
to interested clients and thus demand efficient dissemination mechanisms due to resource
limitations. For instance, a sensor network might be deployed for enhancing soldiers’ battle
field situation awareness when visibility is low (either at night or due to smoke). A soldier
might be interested in where the tanks are in the battlefield. The nodes detecting the tanks
can periodically push (broadcast) the information throughout the network in anticipation of
soldier’s needs. This push-based information dissemination strategy is efficient when there
are many solders in the network constantly in need of the information. However, a lot of
broadcast bandwidth is wasted when the demand for the information is low. Alternatively,
the system may choose a pull-based information dissemination strategy. The soldier broad-
casts a query when the information is needed. When nodes with requested information
receive the query, they send the information to the soldier. This pull-based strategy is more
efficient than the push-based strategy when the query frequency is relatively low compared
to the frequency of the interested events. A natural question is: can we combine the advan-

tages of both push and pull strategies and build an efficient query-support mechanism that



adapts to the frequencies of queries and events?

In this paper, we propose a “comb-needle” query support mechanism that integrates
both push and pull data dissemination, and analyze its performance in large scale wireless
sensor networks. In the comb-needle model, each sensor node pushes its data to a certain
neighborhood (resembling a needle) and the query is disseminated only to a subset of the

network (resembling a comb), as illustrated in Figure 1. One can view this query process as

Figure 1: A Comb-Needle Example

combing for needles in the sands or haystack.

The most desirable property of this mechanism is that the combing structure is dynamic.
Its granularity adjusts dynamically based on query and event frequencies to minimize com-
munication cost. This property differs our scheme from the state-of-the art information
gathering schemes in the literature. To elaborate, combs are finer and needles shorter when
the query frequency is relatively low compared with the event frequency, and vice versa.

Using this model, we are able to explore a whole spectrum of push and pull strategies.



The comb-needle strategy is in general more efficient than both pure push and pure pull
strategies, which can be consider as the extremes of the combing strategy.

The remainder of the paper is organized as follows: We first discuss related work in
Section 2. In Section 3, we describe and analyze the comb-needle mechanism. We also
discuss adaptive comb-needle strategy, reverse comb, fixed node query, and sequential query.
In Section 4, we present simulation results for supporting queries on both regular and random

networks. The paper is concluded in Section 5.

2 Related Work

Many schemes have recently been proposed to reduce the cost of discovery and query in
large-scale wireless networks. The following approaches are the most relevant to this work.

The first approach is to improve flooding efficiency by reducing the number of potentially
redundant forwardings in the flooding process using neighborhood topological information
[1, 2] or via probabilistic re-transmissions [3]. The goal of this approach can be viewed as to
reduce the constant implicitly used in O(N), where N is the number of nodes in the network.
In contrast, the comb-needle scheme achieves O(\/N ) in the best case by balancing push and
pull. In another related work [4], Braginsky and Estrin propose the interesting idea of rumor
routing in which the query information and the event information are propagated in the
network independently via random walk with a time-to-live parameter. A query “discovers”
a relevant event when it meets the path traversed by the respective event agent. The comb-
needle scheme could be regarded as a structured way to achieve the goal of rumor routing,

in situations where node location information is available. Furthermore, in [5], Shakkottai



t=o8/8 where t is the

shows that the query failure probability of rumor routing decays as
average “propagation depth” of the query and event, and £ is the number of rumor routing
agents for each query and event.

The second approach in the literature is to reduce discovery/query cost by taking into
account application semantics [6, 7]. For instance, discovery queries like “is there a tank in
the field?” is potentially resolvable by only traversing part of the network in many cases.
For this kind of queries, expanding-ring search and ACQUIRE [8] are shown to be more
efficient than flooding. ACQUIRE considers a query as an active entity that is forwarded
through the network either randomly or in some directed manner in search of a solution:
nodes on the path that handle the active query use information from all nodes within d-hops
in order to partially resolve the query. When the active query is fully resolved, the query
forwarding process stops and a complete response is sent back to the querying node. This
type of scheme limits the scope of necessary flooding by recognizing the specific nature of
the query. Another outstanding example in this category is the Information-Driven Query
Routing (IDSQ) scheme [9]. For instance, when tracking mobile entities, sensor nodes can
keep a certain memory. Therefore, when a query like “where are the tanks?” comes in, the
underlying system can quickly route the query to the nodes with the most current information
by following the trace of information existing in the network. This again eliminates the need
for flooding in many cases. In [6], the authors investigate the relative benefit of push and
pull diffusion for queries of continuous type and arrive the conclusion of a need for a family
of protocols catering to different application requirements. This paper investigates and

demonstrates the benefit of taking into account both the application and the environmental

characteristics in designing efficient data discovery and dissemination protocols.



The third type of approach is to reduce the cost of search via efficient distributed indexing
schemes. For instance, the authors present a distributed indexing scheme called Semantic
Routing Tree (SRT) in [10]. SRT only supports query from a fixed node. It constructs a
routing tree based on historical data, and thus applies well to slow changing sensor readings.
In [11], the authors propose a distributed index for multi-dimensional data (DIM) which
allows queries to be issued from any node. DIM achieves an average event insertion cost of
O(v/N) and an average query cost of O(v/N) in most cases. It is also mentioned in [11] that
DIM out-performs flooding as long as the ratio of the number of insertions to the number
of queries is less than v/N. Earlier exploration in this direction includes GHT [12] and
DIMENSIONS [13]. The push component in our comb-needle scheme is similar in spirit to
DIM in the sense that the data generated at a node is hashed /pushed to different locations.
In comparison, our scheme is simpler and achieves similar cost savings. Qingfeng and Ying,
is it true that our scheme is more adaptive and adjusts based on demand? Furthermore, we
investigate how the query support structure performs when links are unreliable, an important
issue which is largely neglected in earlier works.

Trajectory-based routing has been studied in the literature, e.g., in [14, 15, 16, 17, 18].
The main idea is to develop a cross-shaped trajectories to disseminate service information in
the network. In [15], the authors propose to intersect horizontal and vertical lines for location
service. A main routing structure (named spine/curve) is built in the network where other
nodes initiate routes to intersect with the main structure for routing [14, 17]. In [16, 18],
schemes are developed to realize various cross-shaped trajectories in a randomly-deployed
network and the scalability issue is addressed in [18] by merging messages of duplicated

sources. Our work can be considered as one attempt to develop cross-shaped trajectories.



Our focus is on adjusting the coarseness of the trajectory (e.g., through the needle length and
comb width) based on the query and event frequencies. Thus, our work is complementary to
the existing schemes. For instance, the schemes developed in [18] can be used to realize the
comb-needle structure in a random network based on the adaptation studied in this paper.
Last, our main focus is on discovering all related information in a sensor network while the
objectives is to reach one of the (closest) servers in [16, 18], and to build a routing structure

in [14, 17).

3 Balancing Push and Pull

3.1 System Assumptions and Performance Metrics

There are many types of sensor network applications. In some applications, sensor nodes
continuously gather information and report to one or more sink nodes. In this case, directed
diffusion type of schemes work sufficiently well since the initial flooding cost can be amor-
tized over the duration of the continuous information flow from the sensor nodes to the sink
node(s). In other applications, a sensor network is considered as a distributed data-base
where information can be extracted only when needed. We focus on the latter case in this
paper. We emphasize that in this case, not all information is needed or useful. Communica-
tions of information that is not needed result in waste of resource and should be minimized
when possible.

An event is a pre-defined constellation of low-level detections and information processing

[12]. Examples of events include “a tank is detected” and “temperature exceeds 100 degree”.



A sensor network may be designed and deployed to detect a few types of events. Events may
not be periodic or predictable, i.e., an event can happen anywhere anytime.

We consider the global discovery type query such as “where are all the tanks?”, and
“what locations have a temperature exceeding 90 degrees?”. For such queries, the whole
network need to be traversed by the underlying query resolution mechanism in order to get
a complete response. Note that not all queries require a global discovery. Queries like “is
there a tank in the region?” could only traverse part of the network (up to the point where
the answer is positive, which we will discuss in Section 3.7). Furthermore, a query such
as “what is the temperature in Room 123" can be directly sent to sensor(s) in the related
location.

The proposed scheme is most suitable in the case where a query entry point can be any-
where in the network and occur any time. The main application of such query generation
mode is to support mobile information-gathering agents (mobile sinks) or hierarchical net-
works where higher hierarchies are more intelligent and may demand information. Examples
of mobile sinks include fire-fighters gathering information about dangerous spots and soldiers
querying locations of tanks. We assume the delay between a query and its reply is small
enough in comparison to the mobility of the mobile agent so that the agent inserts a query
and obtains an answer from a same sensor node. For example, a fire-fighter moves at a speed
of 5m/s and a query process takes 100ms. The fire-fighter moves about 0.5m during the
query process and thus can still communicate with the query entry point.

We assume all nodes in the network have information on their own locations as in [12]. In
many sensor network applications, such as target tracking, intrusion detection, and monitor-

ing, data is useful only when the location of the events is known. For example, the locations



of dangerous spots are more important to fire-fighters than the mere information of the ex-
istence of dangerous spots. Such information can be obtained from either GPS devices or
other localization techniques being developed for sensor network applications.

In most wireless sensor network applications, wireless communication is the bottleneck
due to both energy and capacity constraints. Therefore, the objective of the paper is to
reduce communication cost of the information dissemination and discovery process. We
understand that the precise correlation between communication and energy cost is a com-
plicated issue that involves sleep-awake patterns, signal processing, storage, leak current,
battery dynamics, etc. In this paper, we use the total number of packets sent as a metric
to measure communication efficiency and thus an indication of energy consumption. Our
comb-needle structure requires uni-cast-based routing. On the other hand, we do explore
the broadcast nature of the wireless media to improve reliability. Ying, is this a right state-
ment? For simplicity, we assume that the size of a query packet is the same as that of a
data-duplication packet. This is a valid assumption when the actual information bit is small
and the physical layer overhead dominates. Such an assumption can be easily generalized
by including a weight in the corresponding communication cost. We also ignore the energy
consumption of query processing and data storage.

We assume that the network is ad hoc and uniform in the sense that all nodes are
equivalent and the network does not have built-in hierarchy. We also assume sensor nodes
are stationary. We start our discussion using a regular grid network with reliable links for
easy illustration and analysis. We discuss the scheme in the cases of random networks and

unreliably links in Section 3.8. We also present simulation results of such cases in Section 4.



3.2 Building Comb-Needle

The push-pull query support scheme we propose resembles the action of combing for needles
in a haystack or in a pool of sand, and is thus dubbed as “comb-needle”. The comb-needle
query support model combines both push and pull in the following way: a sensor node that
detects an event of potential interests pushes its data or data pointer of the event to a certain
neighborhood (resembling a needle) and a query node disseminates its request to a subset
of the network (resembling a comb), as shown in Figure 1.

To elaborate, we consider a grid network with n? nodes located at (7, ) where 0 < i,j < n.
We assume each node can communicate with 4 nearest neighbors. When a sensor node detects
an event, the sensor node sends its update (on the event) to (I — 1) of its vertical neighbors
and thus build a vertical needle of length [. For instance, node (i, j) will send its state update
to nodes (i,j + 1), (4,5 +2), ..., (4,5 +1/2) and (¢,5 — 1), (i, —2), ..., (¢, —1/2+1). An
example is shown in Fig. 2 where the node in the middle duplicates its data to four neighbors
(i.e, [ =D5).

On the other hand, when a query is generated, a comb query structure is built. Assume
a query is generated at node (7, 7). The query is sent vertically from (7, 7) to (n,j) and to
(0, 7). Then the query is also fanned out horizontally from nodes (i, j), (its, ), (i£2s,7),...,
(n —1,7), and (0,7), where s is the inter-spike spacing or combing degree. The resulting
routing structure looks like a comb. The scheme is illustrated in Figure 2.

We note that each event generates one needle and each query one comb. Combs and
needles are generated independently. Furthermore, multiple events (queries) will generate

multiple needles (combs) independently. For instance, a mobile agent may generate a series
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Figure 2: Combing

of queries at different time instances and thus a series of comb structures along its moving
trajectory. A comb may discover zero or one or multiple needles that matches its query.
Similarly, multiple combs with the same query can discover the same set of needles (e.g.,
two soldiers are asking for tank locations at the same time). The data discovered by the
comb is reported back to the query node. Nodes on the comb structure do not need to store
these packets. Although it is possible to consolidate multiple simultaneous combs at the cost
of additional signaling overhead, we do not consider it here in the paper for simplicity of

analysis and robustness of the scheme.

3.3 Analysis of the Combing Strategy

We analyze the performance of the comb-needle structure using a regular grid in this section.
We assume that events occur uniformly in space and time across the sensor network. The

query entry point can be any node in the network with the same probability. We consider a
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grid of n x n. We define the following parameters:

fq: the arrival frequency of discovery queries;
fe: the arrival frequency of relevant events;

fa: fa= f./n?, the arrival frequency of relevant events per sensor node.

A life-time parameter, 7, can be included in the query message to indicate whether it is
interested in the events happened in the past two hours or 1 seconds. A small value of
the life-time implies that the query is interested in “current” events. The value of the
life-time parameter depends on application scenarios. A fire-fighter may only be interested
in knowing the current dangerous spots. A maintenance crew may be interested in any
potential signs of mal-functions in the last two hours (e.g., temperature over 100 degree in
the past two hours). We assume that the memory space is sufficient to support the desired
application. In addition, if memory is scarce, data duplication can be reduced to data pointer
duplication. In other words, each node only needs to store a pointer to the actual location of
the information (the node that detects the event) instead of whole information on the event.

We next analyze the communication cost for each query. Each data duplication builds a

needle of length [ and thus incurs cost
Cr=1-1, (1)

On the other hand, the query dissemination cost Cyq is

qu:n—1+(n—1)(LnT—1J~l—1). (2)

This is the cost to build one vertical query line and multiple horizontal query lines. Note
that if s = [, the query dissemination reaches its finest level, in the sense that it can collect

12



event information from all nodes; i.e., every needle will be discovered by the comb. The
values of s and [ are determined in the comb-needle structure.

The cost of query response depends on the reply scheme including data aggregation
strategies used, if any. We consider the simplest reply scheme without data aggregation,
which makes the results more conservative. Each node on the comb replies immediately if
it has the matching data, including data on its own detected events and those pushed to it
from neighboring nodes. The reply paths are the reverses of the comb growing paths for the
simplicity of analysis. In reality, the reply path could be a different one generated by any ad
hoc geometric routing algorithm, since the location of the destination is known.

The average query reply cost for each event is an, where 0.5 < o < 1 is the distance
factor reflecting the positions of the query node. For instance, if the query node is at the
corner (e.g., node (0,0)), then a = 1. To elaborate, the distance from a node (7, j) to query
node (0,0) is (¢ + j). The average distance (average over all locations of events) to node

(0,0) is thus

i XS (i+j)  2nnny

n?—1 n?—1

A~ n. (3)

On the other hand, if the query node is in the middle (e.g., node (n/2,n/2)), then o = 0.5.
In general, if the query node is close to the center of the network, the value of « is small,
and vice versa. When the query node is moving and /or there are multiple query nodes, then
the value of @ depends on the mobility pattern and the distribution of the query nodes. In

all cases, 0.5 < a < 1.
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On average, there are f.7 events to be replied, each with an average cost of an. Therefore,
the total expected reply cost is

Cqr ~ anf,r, (4)

We consider this query reply cost “inherent”. Consider the case where a genie knows
exactly where to send all needed information. Then C, will be the total communication
cost. We cannot reduce it because these packets contain required information to the query
nodes. On the other hand, we can consider C; and Cy; as the join cost to find out where
the required information is (e.g., what the gene knows and we do not). Our objective is to
minimize this part of the communication cost as follows.

In summary, the total cost per query consists of data duplication cost, comb-building

cost, and reply cost. Combining Egs. (1), (2), and (4), the total communication cost per

query is
_ fe
C = qu+qu+le— (5)
q
—1)?
A anfeT—l—Q(n—l)—l—u—l—st (6)
s fq

Therefore, s and [ are the control parameters of the comb-needle structure. As discussed
earlier, [ = s is required to guarantee that a query meets all relevant events. Substitute it

into Eq. (6) and take a derivative over s. We have

Soptimal ~ (n - 1)\/% ~ \/%7 (7)

where f, < f.. The minimum communication cost of comb-needle is
Coptimar = an fem +2(n — 1) +2(n — 1), | % = O(n). (8)
q

14



The result indicates that if the data frequency is relatively high compared to the query
frequency, the comb should be finer, i.e., with smaller inter-spike spacing, s. On the other
hand, when we have more queries and less events/data, the “combing degree” s and the
“push degree” [ should be larger, i.e., more push and less pull is better in such scenarios.

A frequently used query dissemination is the flooding-based querying (FBQ)[8]. In FBQ,
the underlying query support mechanism floods the request to the whole network. It is thus
a pull-based strategy. The baseline query cost (using FBQ) per query is O(n?) because each
query is sent to all n? nodes. FBQ does not have a data duplication cost. The query response
cost is the same as in comb-needle. So, comparing to the naive flooding based approach, this
comb-needle scheme dramatically reduces query cost to O(n). Note that the possibility of
achieving this cost reduction partly relies on some knowledge about the expected data and
query frequency.

We note that some approximations are involved in the analysis. We ignore boundary
effects, e.g., whether there are [n/s| or |[n/s] 4+ 1 comb spikes. We also approximate n — 1
as n in certain cases. Both approximations have little overall impact when n is relatively

large.

3.4 Reverse Comb

Note that the scenario shown in Figure 2 is a global-pull-local-push one. If f. > (n — 1)2f,,
then s = 1, which is equivalent to the pure pull strategy that flooding the query message in
the network. On the other hand, from Eq. (7) we can see that when f, > fe, Soptimar > 7.

What it really means is that when f, > f., the global-pull-local-push model is no longer an
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Figure 3: Reverse comb

optimal one, but rather, local-pull-global-push scenarios become more economic, as the one
shown in Figure 3. The extreme of the reverse comb is the pure push-based strategy where
each data node broadcasts its event to all other nodes. The analysis of the reverse comb is

similar. The per query communication cost is about

fers —1
fo 27

E(M

7 " +n—1>+s’—1+
q

where s is the comb-width of the data duplication structure. In the equation, the first term,

}c—: (—(”;,1)2 +n— 1), is the data duplication cost, where (M +n— 1) is the data comb

S/

construction cost. The second term (s’ —1) is the query cost for a query of length s’. The last

term, L7 5=1 is the data reply cost, where f.7 / f, is the average number of events per query.

fo 2

The distance between the query node and the location of a spike of an event is uniformly

distributed from 0 to s’ — 1. Therefore, the average distance is (s’ — 1)/2. Take a derivative

ey VA

optimal ™’ )
feT
(1 + F)

over s’ , we have

S
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which is similar to Eq. (7).
In summary, combined with the reverse comb, the comb strategy covers the whole spec-

trum of the push and pull strategies, as shown in Fig. 4. This highlights the principle of the

Global pull Global push
+Local push +Local pull

Pull Push & Pull Push

Figure 4: A Spectrum of Push-Pull Strategies

comb-needle structure: adjust the communication strategy based on the frequency of the
query and events. In particular, the lower the (relative) frequency of the query/event, the
larger the number of nodes it propagates to. When the query frequency is low, global pull
(query) plus local push (data) is more efficient. As query frequency increases, combs become
coarser. After a certain point (f. = f,), global push (data) combined local pull (query)
becomes more efficient.

In Figure 5, we compare the performance of the comb (combined with reverse comb)
strategy with pure pull-based and push-based strategies. In the figure, we have f, = 1,
a = 0.7, n =10, and 7 = 0.5. The x-axis is f; where f; = f./n? and the y-axis is the
communication cost. As expected, when f; is small, pure push-based query performs better
than that of the pull-based. The communication cost for push-based query increases linearly
with the increase of f;. For a large value of f;, pull-based query outperforms. The comb
query combines the benefit of push-based and pull-based strategy. When f; = 0.01, i.e.,

fe = fq, the lines of push and pull intersect. At the same time, reverse comb is traversed to
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comb.

3.5 Adaptive Comb-needle Strategy

The basic comb-needle strategy assumes the knowledge of the query and event frequencies
and analyzes the performance in a snap shot. In practice, the query and event frequencies
may be time-varying and unknown a priori. Thus, a good query strategy should adapt to
such changes. In [19], we developed an adaptive comb-needle scheme. We summarize the
basic idea of the adaptive scheme in the following and refer readers to [19] for details.
Recall that the optimal inter-spike interval (s) and the needle length (1) can be calculated
using Eq. (7). Thus, a node only needs to estimate f; and f; to calculate s and/or I. Query
and data nodes proceed as follows. If initiation information is available, s and [ can be
calculated using Eq. (7). If not, we set s = [ = 1 to be conservative. After the initial
stage, nodes will continuously estimate f; and f,. The larger the number of queries a node

performs, the better the estimate of f; and f, are. The value of f, is estimated based on

18



counting the number of queries observed in a time window. A query node can estimate the
value of f; based on the number of replies it obtains. Based on the estimate, the query node
calculates s.

Data nodes take a different approach for the following reason. The estimates of f; at
a data node may be poor and so does the value of [ calculated based on the estimates,

2 samples of f; based on

especially when f; is small. Note that a query node will have n
feedbacks while a data node can only observe itself. On the other hand, the important factor
to guarantee high query success probability is that the needle length of data nodes should
synchronize with the inter-spike interval. Based on these observations, we conclude that the
values of s obtained from previous queries are important and should be used to estimate [.
Furthermore, we should facilitate nodes to learn about the current values of s. A node learns
about the value of s in two cases. First, a node may obtain information when it is being
successfully queried. Second, we enhance the possibility that a node learns about the query
by implementing a rotation of the query horizontal duplications. Suppose that the current
horizontal query is broadcast to lines 0, s,2s,---,[(n — 1)/s] % s, then the next query will
be on lines 1,1+ 5,1+ 2s,---, 1+ |[(n —1)/s] * s, and so on. A query node without the
knowledge of current offset value can also randomly choose an offset between (0, s). When
a node is on a spike of the comb, it obtains the query information s. A data node uses its
most recent information on s to synchronize the needle length [ with the inter-spike interval
s. The rotation scheme does not trigger additional communication cost, although it requires
minor additional memory space. Simulation results show that our adaptive scheme can track
the changes well and keep a high success rate while maintaining a low communication cost
[19].
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3.6 Fixed-node Query

There are different application scenarios that require different communication models. We
have considered the applications where a query can be initiated from any nodes in the
network. On the other and, many applications may have a fixed sink node and information
query is only generated by the sink node. The location of the sink node is fixed and known
by all sensors. In such a case, the pure push-based strategy can be degenerated as follows: a
sensor node sends the data to the sink node through a shortest path spanning tree rooted at
the sink instead of broadcasting the information to the whole network. We assume the tree
is established during initialization. We call this fixed-node query, the communication cost of
the pure push-based strategy is significantly reduced. In such a scenario, the proposed comb-
needle structure can still be applied to reduce communication costs under certain conditions,
discussed as follows.

We first analyze the communication cost for the fixed-node query. We assume that all
nodes in the network are aware of the location of the fusion center. Such information can be
obtained through broadcast in the bootstrap phase. Note that in the reverse-comb case, i.e.,
when f;, > f., instead of building a comb-structure to spread the data to the whole network,
the reverse comb can send the data directly to the fusion center, which is the same as the
pure-push based scheme. Thus, we focus on the case where f, < f.. The communication
cost of pure push-based strategy is independent of the frequency of the query process. The

communication cost per unit time is

Cq ~ fena. (9)

Again, the value of « reflects the location of the fusion node, an is the average cost to report
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the event to the fusion center, and f, is the event frequency. Recall that the per query cost
Coptimar 1 given in Eq. 8. The comb-needle is more efficient when f,Coptimar < cq. Thus, we

have the following conclusion. If

Jq fo _al—fi7)
ﬁ*\/%S > (10)

then the comb-needle structure is more efficient than the pure push-based fixed-node query.
The intuition here is clear: if f, is small enough, the comb structure is desirable because
it reduces unnecessary reporting. Otherwise, we should use pure push-based scheme in the
case of fixed-node query. Similar analysis can be extended to the cases where there are a
few fixed query entry points and their locations are known by all sensors in the network.

In Figure 6, we compare the performance of the comb with that of the fixed-node query.
We focus on the case where f;, < f. because the (reversed) comb and the fixed-node query
are the same when f, > f.. We have f, =1, a = 0.5, n = 10, and 7 = 0.1, 0.3. In the figure,
the straight dash-line is the performance of the fixed-node query. It is not surprising that
the communication cost is linearly proportional to the event frequency. The other two lines
are the performance of the comb with 7 = 0.1 and 7 = 0.3, respectively, where the lower one
corresponds to 7 = 0.1. It shows that when the event frequency is relatively high, comb is
more energy efficient, especially when 7 is relatively small.

Fixed-node query approach can also be extended to the case where the entry points of
queries can be any sensors. We can assume that there is an elected head (e.g., virtual fusion
center) in the field. All information is reported to the head and all queries are directly
reported to the head. This approach is usually more efficient than broadcasting information

to the whole network. The disadvantage is that the “head” is a single point of failure.
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Furthermore, nodes close to the head consumes more energy and may die quickly. The
second problem can be partially solved by rotations where each sensor node takes turns to
be the head. However, this remedy requires global synchronization and update which indeed

incur a large amount of signaling cost and complexity.

3.7 Binary Query

We have focused on the queries where the objective is to find all the relevant data. There
exist queries that only demand a binary “Yes-or-No” type of answers. An example of such
a query can be whether or not there are tanks in the field. Consider a situation where delay
is not important. To obtain the information, we can perform a sequential comb query. We
query the first horizontal line. If the answer is Yes, then the query stops. If the answer is
No, we continue to query the second horizontal line, and so on.

The communication cost for the sequential comb query is calculated as follows. Let comb

width be s. Let ps be the probability that there is an event in an area of size n x s. For
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simplicity, we set 7 = 1. We have ps; = 1—(1—pg)™*, where py = fZZQ, which is the probability

that an event happens at a node during the query interval.

Thus, the average query cost per query is

n/s—1 n2 1— (1 _p0>n2
C, ~ ps(1 —p) lin+ (1 —p)V°— =" 2 p 11
q ; ( ) ( ) s T (1= po™ (11)

In the equation, ps(1—p,)*~! is the probability that an event is not discovered by the i — 1th
spike, but by the i — 1th spike on the comb, and (1 — p,)™/® is the probability that no even
is discovered. In the equation, the cost of the vertical line is ignored.

The data duplication cost per query is cq = %3. We have
q

C(total = (4 + cq + ¢,

where ¢, is the event report cost which is independent of s, as discussed in Section 3.3. Take

a derivative with respect to s and set it to zero, we have

a/nS _ fd
(1—an)?2  f,In é(l —am)’

wherea = 1— % The optimal value of s is the solution to the above equation. It is interesting
that the optimal value of s in the sequential comb is actually smaller than that of the regular
comb as shown in Figure 7. The intuition is that in a sequential comb, the query might stop
earlier than traversing the whole network. In other words, sequential-comb rewards early
information discovery.

Depending on applications, delay may be a concern in the sequential comb. When delay
is important to the query process, we might need to be more aggressive. For example, one
or more sequential query lines can progress at the same time. In fact, the regular comb
structure also encounters longer delay than push-based strategy due to the delay caused by
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querying the network. In summary, push-based strategy results in the lowest query delay. It

is followed by comb and pull-based strategy. Sequential comb results in the longest delay.

3.8 Discussion

While in the paper we only discussed supporting discovery and query in a whole network,
the application of comb-needle model is not limited to that. The idea is applicable for
supporting geographic queries like “how many tanks are there in region x?”. For supporting
such geographic queries, one traditional strategy is to geocast the query to the region, i.e.,
unicast the query to the region, and then broadcast the query in the region. Similarly, we can
choose to unicast the query to the region, then “comb” the region with desired granularity.

We have presented and analyzed the comb-needle structure in a regular grid network.
The main ideas are 1) the trajectory of query and event duplications should cross each other

to guarantee event discovery; and 2) the structure should adapt based on query and event
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frequencies. In a network with a random topology, we can build approximations of the
combs and needles using a Constrained Geographical Flooding (CGF) method, similar to
the illustration in Figure 1(b). The “needles” and the spikes on the “comb” has a width,
as discussed in detail in Section 4. We can use trajectory-based routing schemes, such as in
(14, 17, 16, 18], to develop trajectories for query and data duplication.

Query reliability is an important issue and is inherent in all wireless sensor systems.
There are many proposed schemes to improve reliability of communications in wireless sensor
networks by exploring local reinforcement (such as retransmission and mesh-based transmis-
sion) and spatial diversity (such as disjoint path). They can be applied to the comb-needle
structure. We can also explore the broadcasting nature of wireless media to enhance the
reliability. For instance, in the simulation, the radio range can normally cover two to three
nodes in any direction. We can also vary width of spikes to make it more robust to failures.
In addition, we also note that the push component not only helps to reduce the query cost in
the comb-needle scheme, but also comes with the benefit of data redundancy which is desir-
able in an unreliable network. We have considered the issue of query coverage in unreliable
networks and investigated how redundancy can improve the coverage via both theoretical
analysis and simulation in [19].

Data aggregation can be easily applied to the comb-needle structure due to the “synchro-
nization” effect of the query process. In other words, when a query is sent to the network,
nodes on the query path are awake and expecting (multiple) replies in a short period of time.
Such replies can be aggregated and compressed to further reduce communication costs.

In this paper, we simply count the number of hops as an indication of the communication

cost. We assume certain sleep-awake patterns are being applied in the underlining layer.
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Most nodes are asleep most of the time. The query process will wake up the nodes in the
query path and wait for replies, in a similar process as the one described in [20]. In addition,
data push will also wake up certain nodes, but these nodes can go back to the sleep state
as soon as the data duplication process is completed locally. Because of this structured
process, the comb-needle structure can fully exploit the benefit of low-duty cycle provided
by sleep-awake patterns.

When the entry points of the query vary, vertical and horizontal lines in the comb-
structure vary, which balances the power consumption of different nodes. In the case of a fixed
entry point, when the comb structure is desired (based on Eq.( 10)), vertical and horizontal
shift /rotations can be performed to balance the load /power consumptions at different nodes.

We should note that comb-needle is not the only possible structure and we cannot prove
that comb-needle is an optimal one. It is of great theoretical interest to discover the optimal
structure for information dissemination and discovery, in particular in random networks.

The shape of the optimal structure may be determined by the particular network topology.

4 Simulation

In this section, we verify the theoretical result given in the previous section via simulations.
While in the previous section we make simplified assumption about the network model, in

the simulation we adopt a more realistic one, including unreliable links and irregular grids.
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4.1 Radio Propagation Model

The radio propagation model determines the strength of a transmitted signal at a particular
point of the space for all transmitters in the system. Based on this information the signal
reception conditions for the receivers can be evaluated and collisions can be detected. The

transmission model is given by:

Prec,ideal(d) — Ptransmit where 2 S Y S 4 (12)

1+d’

PTeC(iaj) — rec,ideal(di,j)(l + O‘(ivj>>(1 + ﬁ(t)) (13)

where Piansmit 1S the signal strength at the transmitter and Precigea(d) is the ideal re-
ceived signal strength at distance d, o and 3 are random variables with normal distributions
N(0,0,) and N(0,0p), respectively. A network is asymmetric if o, > 0 or o3 > 0. A node j
can receive a packet from node i if Pe.(7,j) > A where A is the threshold. Furthermore, an
additional parameter p,,.., models the probability of a transmission error by any unmodeled

effects.

4.2 Topology Model

While our analysis in the previous section is based on a regular grid network, in simulation
we use a random grid topology model which is more realistic in some deployment scenarios.
An instance of the random grid network is generated as follows, first the nodes are put on
a regular grid, then the x and y coordinates of each nodes is shifted independently via a

random offset generated from a uniform distribution.
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4.3 Routing Protocol

Unlike in a regular grid network, building the comb-needle querying in a random grid net-
work needs extra attention, since the “left-right-up-down” in the random network is no longer
well-defined, and the “combs” and the “needles” can no longer be straight lines. To overcome
this problem, we build approximations of the combs and needles using a Constrained Geo-
graphical Flooding (CGF) method, similar to the illustration in Figure 1(b). The “needles”
and the spikes on the “comb” has a width of W, besides their lengths.

Schemes to build trajectories based on location-information have been discussed in the
literature, e.g., [14, 17, 18]. Such schemes can be adopted to build the comb and needles. The
CGF discussed here is an alternative which is simple to implement at the cost of reliability
and communication overhead.

CGF is robust and easy to implement. In CGF, whenever a new packet arrives, each
node will decide if it should rebroadcast the packet according to the geographical constraints
for the type of packet. More specifically, for a query packet, a node will broadcast only if it is
at the comb branch, for an event packet, a node will broadcast only if it is vertically within
the duplication distance to the source; for a report packet, a node will broadcast only if it is
at the comb branch and closer to the query node. If the radio range is larger than the grid
distance, duplicated number of packets are received at each node while the total number of
packets are still bounded by the size of comb or needle. This increases the coverage and thus

the robustness. The pseudo code of the protocol is provided as follows.
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received query g at w do

if new(q) and atComb(q.z,q.y, w.z,w.y, S, W) then
broadcast g;
events = get Events(q);
if events # 0 then

broadcast r(events, q.x, q.y, w.z, w.y);

end

end

end

received event e at w do
if new(e) and atNeedle(e.x,e.y,w.z,w.y,l, W) then
copy e to memory
broadcast e;
end

end

received report r(events, ¢z, gy, Sz, Sy) at w do
if new(r) and ¢, = w.z and ¢y = w.y do
return events;
end
if new(r) and atPath(qz, gy, Sz, Sy, w.x, w.y, W) then
broadcast r;
end

end

function out = atComb(qz, gy, We, Wy, S, W)
d= mod (|gy — wyl,S);

out = |qz — wz| < W or min(d, S — d) < W;

function out = atNeedle(es, ey, Wz, Wy, L, W)

out = |ez —wg| < W and |ey —wy| < L+ W;

function out = atPath(qs, gy, Sz, Sy, Wa, Wy, W)
out = |sy —wy| < W and (wg — $z)(gz — wz) > 0 or

lgz — wz| < W and (wy — sy)(gy —wy) >0 29



4.4 The Simulation Environment

Prowler [21] is used for the simulation of comb-needle query model. Prowler [21] is a proba-
bilistic wireless network simulator based on the event-driven structure. It can be set to oper-
ate in either deterministic mode (to produce replicable results while testing the application)
or in probabilistic mode that simulates the nondeterministic nature of the communication
channel and the low-level communication protocol. In particular, Prowler provides the radio
model in Egs. (12) and (13) and a MAC layer that simulates the Berkeley motes’” CSMA
protocol, including random waiting and back offs.

A topology model, an application model, and a performance model are developed on the
top of Prowler. The topology model is used to generate networks with grid or random topolo-
gies, the application model is to specify properties and locations of sources and destinations,
source/event rate and query rate, etc. The performance model provides performance metrics
such as latency, success rate/loss rate, throughput, and energy consumption (for simplicity,

we assume each transmission cost one unit of energy).

4.5 Performance Evaluations

Our simulations are all performed on a 10x10 network using Prowler’s default radio model,
with 0, = 0.45, 03 = 0.02, perror = 0.05 and A = 0.1. Each test is performed for 10 runs
and then the results are averaged (with query and event locations randomly selected). The
transmit signal strength is set to 1, so that the maximum radio range is about 3d, where
d is the distance between two neighbor nodes in the grid. Figure 9 shows an instance of

the network connectivity of this radio model for a grid network with small random offset.
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Two separate tests are done in this environment. The first test is to discover what is the
best spacing for the comb, given query rate and event rate, in order to verify the theoretical
result in the paper. The second test is to show the robustness of the protocol with a varying
query width for a grid network with large random offset (Figure 10).

The first test was run on the network shown in Figure 9. We first let event rate be 1
packet per second (p/s), and query rate be 0.1 p/s (f;/fe = 0.1). Let the comb spacing s
be 1, 3, 5, 7, respectively. Let [ = s. The simulation runs 100 seconds. Figure 11 shows the
energy consumption in the simulation. In this case, {s = 3} results in the minimum energy
consumption. This result matches well with the predication in Eq. (7). We then reduce the
event rate to 0.1 (f,/f. = 1). Figure 12 shows the energy consumption. In this case, s =5
and s = 7 are close (with s = 5 slightly better), which consume the minimum amount of
energy. It is partly due to the boundary effect, since both s = 5 and s = 7 have the same
number of nodes in the comb (|2] = [2]), while s = 5 has shorter needles.

The second test was run on the network shown in Figure 10. In this case, we let f, = 0.1,
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fe=1,1=s =3, and the query width W be 0.5, 0.6, 0.7, 0.8, and 0.9. Figure 13 shows the
success rate with respect to different CGF width. We can see that the wider the W is, the
higher the success rate. Figure 14 shows corresponding the energy consumption; the wider
the cost is higher. Clearly there is a trade-off between the success rate and the communication
cost. Note that when W goes to 1.5, the combing is similar to flooding. These simulation
results also raise the issue of reliability in the query support routing mechanism. Due to the
nature of wireless communication in distributed networks, the link between the nodes are
not totally reliable. For instance, there is certain probability that collisions may occur and
data transmission is not successful. This led us to investigate the impact of link failures on

the routing structure and the issue of query support reliability.
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5 Conclusion

In this paper we proposed the comb-needle model, a simple yet efficient data discovery
scheme for supporting queries in large-scale sensor networks. We also used the comb-needle
model as a substrate for study the benefit of balancing push and pull in data gathering
and dissemination in large-scale wireless networks. The comb-needle scheme (including the
reverse one) covers a spectrum of the push and pull strategies, with the pure push-based and
pure pull-based schemes in two extremes. We have demonstrated that in general, the comb-
needle scheme performs better than both pure push-based and pure pull-based schemes.
Furthermore, we proposed and studied an adaptive comb-needle strategy for cases where
the utilization patterns and environmental activity frequency are time-varying. The con-
tribution is highlighted not only by the theoretical analysis of the problems studied, but
also by the confirmation of the theoretical observations via simulations. We note that the

proposed scheme can be used in the hierarchical structure as well. Further, data aggrega-
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tion and compression can be integrated into the comb-needle strategy to further reduce the

communication cost. These are all interesting future work to explore. We also look forward

to further validating this work in actual large-scale sensor network test-beds in the future

and exploring new issues that might arise in the real world.

References

1]

W. Peng and X. Lu, “On the reduction of broadcast redundancy in mobile ad hoc networks,”
in Proceedings of the ACM Symposium on Mobile Ad Hoc Networking and Computing (MO-

BIHOC), 2000.

A. Qayyum, L. Viennot, and A. Laouiti, “Multipoint relaying: An efficient technique for
flooding in mobile wireless networks,” INRIA, Tech. Rep. Research Report RR-3898, Feb.

2000. [Online]. Available: citeseer.nj.nec.com/qayyum00multipoint.html

S.-Y. Ni, Y.-C. Tseng, Y.-S. Chen, and J.-P. Sheu, “The broadcast storm problem in a mobile
ad hoc network,” in Proceedings of the Fifth Annual ACM/IEEE International Conference on

Mobile Computing and Networking, August 1999, pp. 152-162.

D. Braginsky and D. Estrin, “Rumor routing algorithm for sensor networks,” in Proceedings
of the First Workshop on Sensor Networks and Applications (WSNA), Atlanta, GA, October

2002.

S. Shakkottai, “Asymptotics of query strategies over a sensor network,” in Proceedings of the

IEEE INFOCOM, Hongkong, China, March 2004.

J. Heidemann, F. Silva, and D. Estrin, “Matching data dissemination algorithms to application
requirements,” in Proceedings of the first international conference on Embedded networked

sensor systems. ACM Press, 2003, pp. 218-229.

35



[7]

[11]

[12]

[13]

[14]

B. Krishnamachari and J. Heidemann, “Application-specific modelling of information routing
in sensor networks,” in Proceedings of the IEEE International on Performance, Computing,

and Communications Conference. Phoenix, Arizona, USA: IEEE, April 2004, pp. 717-722.

N. Sadagopan, B. Krishnamachari, and A. Helmy, “Active query forwarding in sensor net-

works,” Elsevier Journal of Ad Hoc Networks, 2003.

M. Chu, H. Haussecker, and F. Zhao, “Scalable information-driven sensor querying and rout-
ing for ad hoc heterogeneous sensor networks,” International Journal of High Performance

Computing Applications, vol. 16, no. 3, 2002.

S. Madden, M. J. Franklin, J. M. Hellerstein, and W. Hong, “The design of an acquisitional
query processor for sensor networks,” in Proceedings of the 2008 ACM SIGMOD international

conference on on Management of data. ACM Press, 2003, pp. 491-502.

X. Li, Y. J. Kim, R. Govindan, and W. Hong, “Multi-dimensional range queries in sensor
networks,” in Proceedings of the first international conference on Embedded networked sensor

systems. ACM Press, 2003, pp. 63-75.

S. Ratnasamy, B. Karp, S. Shenker, D. Estrin, R. Govindan, L. Yin, and F. Yu, “Data-centric
storage in sensornets with GHT, a geographic hash table,” Mob. Netw. Appl., vol. 8, no. 4,

pp- 427442, 2003.

D. Ganesan, D. Estrin, and J. Heidemann, “DIMENSIONS: Why do we need a new data
handling architecture for sensor networks?” in Proceedings of the First Workshop on Hot

Topics In Networks (HotNets-I), Princeton, NJ, October 2002.

R. Sivakumar, B. Das, and V. Bharghavan, “Spine routing in ad hoc networks,” CM/Baltzer

Publications Cluster Computing Journal, Special Issue on Mobile Computing, 1998.

36



[15]

[16]

[17]

[18]

[20]

I. Stojmenovic, P. Eduardo, and V. Pena, “A scalable quorum based location update scheme

for routing in ad hoc wireless networks,” SITE, University of Ottawa, Tech. Rep., 1999.

I. Aydin and C.-C. Shen, “Facilitating Match-Making Service in Ad hoc and Sensor Networks
Using Pseudo Quorum,” in 11th International Conference on Computer Communications and

Networks (ICCCN 2002), Miami, Florida, October 14-16 2002.

B. Nath and D. Niculescu, “Routing on a curve,” SIGCOMM Comput. Commun. Rev., vol. 33,

no. 1, pp. 155-160, 2003.

J. Tchakarov and N. Vaidya, “Efficient content location in wireless ad hoc networks,” in IEFE

International Conference on Mobile Data Management (MDM). IEEE, January 2004.

X. Liu, Q. Huang, and Y. Zhang, “Combs, needles, haystacks: Balancing push and pull for
discovery in large-scale sensor networks,” in ACM Sensys 2004. Baltimore, MD: ACM,

November 3-5 2004.

C. Gui and P. Mohapatra, “Power conservation and quality of surveillance in target tracking

sensor networks,” in ACM International Conference on Mobile Computing and Networking

(MOBICOM). ACM, 2004.

G. Simon, “Probabilistic wireless network simulator,” 2003,

http://www.isis.vanderbilt.edu/projects/nest/prowler/.

37



