SDIP3: Structured and Dynamic Information
Push and Pull Protocols for
Distributed Sensor Networks

Ying Zhang and Qingfeng Huang

Palo Alto Research Center Inc.,
3333 Coyote Hill Rd,
Palo Alto, CA 94304, USA
{yzhang,qhuang}@parc.com
http://www.parc.com/yzhang and http://www.parc.com/ghuang

Abstract. We propose and study a class of structured and dynamic
information push and pull protocols for wireless sensor networks. For
structured information dissemination, our study focuses on the impact
of various information demand characteristics on dissemination along
some type of backbone structures. Our exploration of dynamic informa-
tion push and pull focuses on finding optimal strategies in a distributed
manner without prior knowledge of information demand characteristics
and/or with heterogeneous query distributions. Our theoretical analysis
uses a simple grid structure, but the protocol is applicable to arbitrary
network topologies. A distributed traffic information system is used as
the context of study and the simulation study uses a microscopic traffic
simulator to demonstrate some of the ideas discussed in the paper.
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1 Introduction

The goal of this work is to advance the understanding of optimal information
push and pull strategies for wireless sensor networks, with and without the
knowledge about the spatial and temporal characteristics of information demand.
Since data gathering and provision are sensor networks’ main functions, efficient
information gathering protocols and information dissemination/query/discovery
protocols ([1] [2] [3] [4] [5]) are essential in building efficient sensor network ap-
plications. In this paper we focus on distributed information dissemination and
discovery protocols.
This work is directly motivated by the following work and observations:

— Oftentimes query interest and frequency of an application exhibits location-
varying characteristics. For instance, in an intelligent transportation system
scenario, a vehicle could be more interested in traffic information on its
potential paths to the destination and a piece of information about traffic
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jam could be queried more frequently from those roads closer by than those
further away.

— Previous work [2][6] have shown that knowledge about query frequency and
data event frequency can be used to create efficient push-pull balanced in-
formation discovery and dissemination protocols. However, in these earlier
work, query frequency is uniform or homogeneous across nodes/space;

— If the non-uniform spatial distribution of information demand is known, one
maybe able to further optimize push-pull strategies;

— When good estimation about spatial distribution of query frequency does
not exist a priori, information dissemination structure should try to adapt
to ongoing event and query distribution patterns for improved efficiency.

As a result, our investigation starts from exploring how to use potential knowl-
edge about spatial distribution of information demand, and investigating what
to do when such information is not available.

The contributions of this paper include:

— A class of structured information push-pull protocols for applications that
have spatially non-uniform information demand;

— Theoretical results for the performance of these protocols regarding optimal
push-pull balance, given a variety of spatial distribution of query frequencies;

— A distributed dynamic push-and-pull protocol for scenarios where good es-
timation about spatial distribution of query frequency is not known a priori,
and/or the query distribution is heterogeneous.

Comparing to related work in information dissemination area, we address
the optimization perspective with the consideration of query frequency and dis-
tribution which is rather unique to our knowledge. Much related research on
distributed query efficiency [6] [7] has been done in the last couple of years, in-
cluding “comb-needle” [2], DIM [3], GHT [4] and DIMENSIONS [8]. However, all
these related work only explicitly or implicitly focused spatially uniform queries.
The same if true for another related line of work points to potential of reduc-
ing dissemination/query cost by taking into account application semantics [5, 9,
10] and the study of fundamental scaling laws on energy-efficient storage and
querying such as [11]. Moreover, related work on tracking (STALK [12], LLS
[13]) explored multi-resolution structures; and recent work on distance-sensitive
information services ([14], Trail [15], Glance [16]) studied optimal structures for
information dissemination. However, none of them has considered query distri-
bution or frequencies either.

The rest of this paper is organized as follows. Section 2 provides the prob-
lem formulation. Section 3 presents some theoretical results on a grid structure.
Section 4 describes the dynamic information push and pull protocols. Section 5
focuses on the traffic network application with simulation validation, followed
by conclusions in Section 6.
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2 Problem Formulation

Systematic analysis of the push-pull strategies relies on the underlying system,
protocol, event generation and demand distribution models. In this section we
define these models in our study.

2.1 System Model

We consider two topologies in our model of the distributed information system: a
information relevance network topology and a communication network topology.
In the example of distributed traffic information system, we represent each road
segment as a node in the information relevance network, node X has a directed
link to node Y if and only if the segment represented by Y is connected to the
segment represented by X in the road traffic topology. Each node in the commu-
nication network represent a communication interface node and a link between
two nodes represent their ability to communicate directly. Fig. 1 shows an ex-
ample of a road configuration with traffic sensors distributed on road segments.
Fig. 2 only shows one intersection in Fig. 1 with detailed road connectivity, which
determines the connectivity in the corresponding information relevance network.
L(i,7) is a notation for a node in the information network, representing the road
segment from point ¢ to point j. L(i,5) — L(j, k) if there is legal turn at j.

Fig. 1. A traffic information network, circles indicate locations of sensor nodes.

The example of communication network is shown on the right of Fig. 1 where an
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1(49,13) L(13,49)

Fig. 2. Left: Traffic/road network abstraction; Right: Communication structure.

arrow from node i to node j indicates that node j can hear from node 7. Note
that although node 33 has no road connection to node 47, it can communicate
with it.

For simplicity, in this paper we assume both the information network and
the communication network are fixed.

2.2 Push and Pull Model

Our structured information dissemination strategy combines pro-active push and
reactive pull. The push and pull model is formally defined as follows.

Push The structured information push model is specified by: (m, R) where
topological constraint R defines the recipient set of the pro-active information
push, m is a message that can be further defined as a 4-tuple: m = (s;,4,¢,7)
where

— s; is the ID of the information source,

— 1 is the information of that source,

— t is the time that the information is obtained,

T is the expiration time. When 7 = oo, it is event driven, i.e., it will not be
expired until the next publication.

One simple example constraint of R is the maximum “distance” the information
should be pushed. Interestingly, for a traffic network, a meaningful distance may
be represented by time, e.g., T seconds away (given current, historical or nominal
vehicle speed information on relevant roads) to the source road segment.

More complicated constraint for R could represent fine grain topological
structures that we may call “push backbone”. Fig. 3 is an example of such push
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Fig. 3. A multi-resolution diamond structure

backbones. In this example, the source of information is located at the center,
the structure is sparser when further away from the source. As one can see later,
this kind of multi-resolution push structure would help increase the efficiency
of information dissemination when information demand density have a distance
varying distribution.

A push process can be carried out as follows. For simplicity in description,
let us assume that the nodes within constraint R of a source are directly or
transitively connected to the source. Each node use a list to keep track of the
most recent updates it has heard about. When a node n receives a new piece of
information (s;,i,t,7, R), it checks its constraints in R: if R is not satisfied, or
it is expired (i.e., t + 7 is smaller than the current time), then the message is
dropped, otherwise rebroadcast (s;,,t, 7, R) and:

— if s; does not exist in the list, add the entry with (s;,7,¢, 7),
— if s; exists in the list with smaller ¢, update the entry with (s;,4,¢, 7).

Note that as we assume the recipient set R and the source are self-connected
without other relay nodes, this simple implementation guarantees that all re-
cipients within the expiration time bound will receive the information. If the
communication links are not reliable, one can increase the thickness of the lines
in the structure [2] to achieve the desired level of reliability. Note that in this
implementation, nodes not in R may also overhear the information, in that case
they shall stored the information in their lists as well if memory is less expensive
than communication cost.

In our cost model, we assume each transmission costs one unit. When R is
connected, the cost of dissemination is bounded by the number of nodes in R,
i.e., each node in R transmits at most once. If a routing tree such as a connected
minimum dominating set tree is built a priori, the number of transmissions can
be less than the number of nodes in R, since leaf nodes do not need to transmit.
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For simplicity in our analysis, we assume the cost of dissemination be the number
of nodes in R.

Pull The query we are concerned with is specified by a triple: (ng, s;, c) where

— ng is the ID of the node generating the query,

— s; is the source of the information that is queried,

— c¢is a constraint on the information of interest on the respective source, (e.g,
how “fresh” the information needs to be).

If we assume every node has the knowledge of the dissemination structure R,
the most efficient way is to passing the query along the shortest hop-count to
the structure. In this case, the cost of a query is twice of that hop-count since
a query goes a round trip from the node to the structure. If the structure is
not completely known, one may pass a query along a "needle” that may hit
the structure within certain hop-counts, and the cost of a query is proportional
to the length of the needle. If the structure is completely unknown, a limited
broadcast within certain distance is another choice. In this case, the cost of a
query is the total number of nodes in the broadcast region. In this paper, we
focus on the first case, however, similar analysis can be easily carried out for
other cases.

The in-network query processing is carried out as follows. When a network
node receives a query (n,s;,c), it checks to see if it has relevant data about
source s; that satisfies the constraint ¢ in the source list. If the information
does not exist locally, the query will be forwarded towards the backbone. Along
the way to its destination, as soon as the query hits a node that has the piece
of information, a reply (s;,i, min(t,t + 7),0), where t is the current time, is
generated and propagated along the shortest path from this node to the origin
of the query. Each node that receives or overhears the reply will update its source
list with the information.

2.3 Event and Demand Distribution Models

We assume source s; have event generation frequency f;. The information de-
mand frequency for s; may be specified by a function fy : X — R™, where X is
a set of locations relative to the source of information s;, R is the set of non-
negative real numbers, and the value f,(Z) represents query frequency about
information s; from location Z. For simplicity, we start from a omni-directional
version where query frequency is only related to the information distance from
the query node to the source, i.e., fq = fq(|Z]|). We will use three types of fre-
quency models:

— uniform: the frequencies at every location are a constant, i.e., fq(d) = fy;

— linear: the frequencies are decreasing linearly with respect to the distance,
ie., fq(d) = f4(1 — kd) where k > 0 is a constant;

— power: the frequencies are inversely related to the distance, i.e., fq(d) =
fq/d%, where a > 0 is a constant.
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All three forms can be written as fq(d) = f,q(d) where f, is a constant, and ¢(d)
is a function of d.

2.4 Formulation of the Optimization Problem

Our objective is, given the knowledge about the demand distribution and event
generation frequency, find a push backbone structure R that minimize the overall
communication cost. Let Cpysn(R) be the cost of propagating one data packet
from the source node on R; let Cpyy (R, Z) be the query cost for a node located
at T to find out the information from R. Note that this query cost depends on
the push backbone structure R. The denser the push structure, the smaller the
average query cost. With these definitions, the total push-pull cost rate (number
of data packet per second) related to information s; can be expressed as follows:

Cost(R) = fiCpusn(R) + /X Cput (R, 7)fq(7)dz (1)

The optimization problem can be formally expressed as: find an optimal push
structure R,p; which minimizes the cost Cost(R), i.e.

Ropt = minargrCost(R) (2)

Since there is no obvious way to express in analytical form for the “structure” R,
in this paper, we take the approach of exploring the optimal parameters within
a specific class of structures.

3 Theoretical Analysis

In this section, we will do some preliminary analysis of the structures described
in the previous section, and find out the closed-form solutions of the optimal
parameters for the structures, with respect to three different demand distribution
models: uniform, linear and power, using the following two structures. Let

T =(z,y):

— disk: the only constraint of this structure is the push scope R;, i.e., d < R;
where d = |z| + |y| for a grid network;

— diamond (Fig. 3): let r be the size of the base diamond, b, = sign(z +
Y) [rLlogr |w+y|ﬂ7 b_ = sign(z —v) (TLlongw—le]7 cp = [,«Llogr |w+y|J+117 and
c_ = [rlosrl#=vll+17 "the diamond structure can be represented by:

by — @+ y) <TAle+yl ey Vb — (@ —y)| <1AJe—y <c-.

Let the information generation and query frequencies be f; and fq, respec-
tively. Let fq(d) = fyq(d). Let R; and R, be the push and pull scopes, respec-
tively. Cpush is equal to the total number of nodes in R. Cp,yi (R, %) is the number
of transmissions of a query at Z, which is twice of the distance from = to the
structure R. Given R is omni-directional, we have Cpy (R, Z) = Cpuu(d) where
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d = |Z|. The total cost for information push is Cpysn = fiCpush and the total
cost of information pull is Cpuy = f;Cp where C), = Zfzqoq(d)cpu”(dﬂd. Here
4d is the number of nodes at distance d for a grid network. For each case, we es-

timate Cpysp and Cpyy and then find the optimal parameter by solving equation

A(Cputi+Cpush)

ap = 0 where p is a parameter of the structure R.

3.1 Optimal Push Scopes for Disk Structures

For a disk structure with push scope R;, it is easy to see that the total number
of nodes in R is about Cpysn = 2R?, and Cpun(d) =0 if d < R; and Cpup(d) =
2(d — R;) otherwise, where the factor 2 comes from the fact that query is a
process involving a round trip.

Uniform (g(d) = 1)

R, R,
Cp= > 2(d-R)ad=8 Y d(d— R;)~8((R:— R})/3— R;(R2 — R?)/2)
d=R; d=R;

Let % 0, we have an optimal push and pull balance scope condition,

by fiR; = fq(R2 R?) We can see that if f, or f,/f; approaches 0, R; should
approach 0, i.e., no push is needed. On the other hand, if f; or f;/f, approaches
0, R; — Rg, i.e., push as far as the query scope.

Linear (q(d) =1 — d/Ry)

Ry Rq Rq
Z (d—R)4d(1—d/Ry) =8 > d(d—R;))— Y d*(d—R:)/R,
d=R d=R; d=R;

i

~8((Rg — R))/3 = Ri(R] — RY)/2) = 8((Rg — R)/4 — Ri(Rg — R})/3)/ R,

Let w = 0, we have an optimal push and pull balance scope condition,

by fiRi = fq(RZ —R?) qu (R3 R3) It is easy to see that R“”e‘” < R’””f‘"’m

Power (g(d) =1/d)

Rq R‘I
C, = 2(d — Ri)4d/d =8 Y (d— R;) ~ 8((R2+ R})/2 — R;R,)
d:Ri d:Ri

= 0, we have an optimal push and pull balance scope condition,
by szz = 2fq(Rq — Rl) ie. R, = <
Ryniform )

(2

O(Cputi+Cpush)
Let ~ 9R;

Ry ‘a . ) power
TENATCTAR It is easy to see that R;
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3.2 Optimal Diamond Size

In this case, we assume the push scope is as far as the query scope, i.e., R =
R; = Ry, and find out the optimal spacing parameter given a diamond structure
(Fig. 3). Note that the line thickness can vary; in most cases, it has to be at
least 2 for guarantee the connectivity of the structure. In the analysis below, we
use (3 for the line thickness in the structure. Given the the base diamond size r,
the cost of push for each dissemination is

Llog,R]

Cpush = ﬁ Z 4rk ~ 54R/(’I‘ - 1)

k=0

Here we use rl9"El ~ R to simplify the analysis. The spacing between two lines
at distance d is rllogrdl+1 _ pllogrdl (r —1)d. The average pull cost for a query
Cpuir(d) is about 2(L/4) = L/2 where L = (r — 1)d. Note that for this structure
the pull cost is increasing with respect to the distance.

Uniform (g(d) = 1)

d=R

Z (r—1) d/2~3R3(r—1)

d=0

W = 0, yields an optimal diamond size, by 64f; = f,R*(r — 1), i.e

1= \V6B8fi/fq
=X -,

Linear (¢(d) =1 —d/R)

i 2d*(r = 1)(1 = d/R) ~ R3(r—1)—%R3(r—1)~%33(r_1)

U

1o] Cpu Cpusl _ . B . B a1 fq
W =0, yields 243f; = f,R*(r —1)%,ie., r —1 = Qq_

Power (g(d) = 1/d)

ﬁ“
=

C,= 2d*(r —1)/d ~ R*(r — 1)

.
Il
=]

AlopitCpumn) — 0, yields 46f; = foR(r —1)% ie., v — 1 =2,/ gL,

It is easy to see that rlinear ~ gpuniform anq ppower \/%rlmc‘”.
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3.3 Push Scope Verification

We use load factor as a performance metric, which is the total amount of pushes
and pulls for a piece of information, normalized by n(f, + f;) where n is the
number of nodes involved.

In the study, we assume the pull scope to be 150 hop-count to a source in
a grid network. Let f; = 1 without lose of generality, and set f, 0.01 and 0.05
for uniform, and 0.05 and 0.1 for linear, and 0.1 and 0.2 for power models,
respectively.

The load factor is computed using Eq. 1, where Cpysp(R) is the number of
nodes in R and Cpyy(R, ) is 2h where h is the minimum hop-count from Z to
structure R.

Fig. 4 show the load factors using the disk structure, for uniform and power
query models, respectively.

distribution = uniform distribution = power

--.fq=0.1
— f =02
qa
’
,

Load factor

o 50 100 150 o 50 100 150
Push scope Push scope

Fig. 4. Load factors for (Left) the uniform and (Right) the power query models

From the theoretical analysis, we know f;R; = fo(R2 — R7) for the uniform
query model. Given f; =1 and f, = 0.05, and R, = 150, we obtain R; = 108
which is consistent to the left curve in Fig. 4. Similarly, for f, = 0.2, we have
optimal R; = R,/(1 + fi/(2f,)) = 43 for the power model, which is consistent
to the right curve in Fig. 4.

4 Dynamic Balancing of Push and Pull

In the previous section, we see that the average-case optimal values of a in-
formation push structure depends on two key factors: the rate of information
generation and the rate of request for the information. Once one collects the
historical information regarding these two rates in the information network, one
can determine the average-case optimal push parameters for expected rates of
information generation and request.

This average-case optimality can be further improved by capturing and re-
sponding to the fluctuations in the information generation and request rates in
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real-time. We propose a distributed dynamic optimization scheme called micro-
balancing to achieve this goal. Given the recipient set R, the micro-balancing
scheme reactively changes R to minimize the total cost of information sharing.
The rest of this section describes this mechanism. Such a scheme can be also ap-
plied to cases where the query distribution is not omni-directional or unknown
at all.

4.1 Boundary states

We use two boolean values to denote the boundary of push dissemination. As-
sume the push structure forms a spanning tree rooted at the source. A node in
the structure is in state 1 if it needs to forward the information and in state 0 if
it does not need to forward the information. The set of nodes in state 1 is called
active nodes. A node in the structure is in boundary state 0 if it is in 0 but its
parent is 1. A node in the structure is in boundary state 1 if it is in 1 but all its
children in the structure are in 0.

For micro-balancing, the push boundary can be changed dynamically accord-
ing to the push and pull rates. To obtain the push and pull rates, nodes in both
boundary states count the number of push events and the number of queries. Let
N, be the number of different queries a node receives, and N,, be the number of
different “pushed” information a node receives. It is called information-dominate
if % > 2+0 and query-dominate if x—z < 2—0 where o is a small value parame-
ter for the purpose of reducing the oscillation in state-change condition boundary
to reduce potential protocol overhead. The insight that leads to the inequality
is a simple one: a query and a reply need two uses of the wireless medium and
a push only need one local broadcast. To make the switch between these two
conditions more stable for small N, and N, we compute the inequalities only
after Ny + N, > A for some constant A.

4.2 Boundary state transition
The rules for state transition are as follows:

— 0 — 1:if it becomes query-dominate,
— 1 — 0: if it becomes information-dominate

Whenever a node in the boundary state changes its state, its neighbor’s state
will be changed. For example, if a node changes to state 1, all its children become
boundary state 0; if a node changes to 0, its parent may be a boundary node 1.
When a node enters the boundary state, both N, and N, are reset to 0. It is
easy to see that the state transition guarantees that the set of active nodes are
connected.

Note that micro-balancing will not change the push structure, but it changes
the active nodes in the structure, forming a more efficient push structure that is
optimal for an unpredictable query model.

The push operation is the same as before except each node at the structure
need to check if it is active or not. Only active nodes participate in the push.
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5 Application: Distributed Traffic Information Networks

5.1 Traffic Network Simulations

We have implemented and simulated the push-pull protocols using a commercial
on-the-shelf microscopic traffic simulator Paramics [17]. Fig. 1 shows a traffic
network in Paramics Simulator (demo5 in Paramics software distribution) that
we use for testing our protocol. The area of the network is 1466.6m x 1102.3m.
This network has 58 intersections and 118 road segments. Our protocol and
event/query generations model are implemented as a plug-in to the simulator.
We assume each road segment generate some events with probability p. at every
second, and each car at a road segment with a probability p, queries another road
segment that it may travel within a time bound 7j,. Parameters p. and p, are
used to control the event and query frequencies. The communication range is set
to be 300m. The simulation data are collected within a time window [10s, 1010s].
We record the total number of transmissions for pull and push at each node. The
performance metrics is the total number of transmissions, i.e., the sum of pushes
and pulls over the whole network.

A shortest path routing table is built up at the initialization stage for query
propagation. For the static push protocol, any piece of new information will
travel up to nodes that are within 7; seconds away from the source along the
road network, where T; is a parameter set at initialization. For the dynamic push,
we set o be 0.1 and A be 5. Since the network is small, we set T;, = 100 which
effectively includes all the links when querying at any node. We also assume
information to be event-driven, i.e., 7 = co. And query constraint c is a timeout
that equals to the travel time to the location of the information. Note that in
this simulation, we did not use linear or power query models since the size of
the traffic network is too small. A larger size simulation will be conducted in the
future.

Our implementation also includes visualization of communication. In Fig. 1,
for example, colors of circles indicate push/pull ratios, where red is pull domi-
nated and blue is push dominated.

5.2 Simulation Results

The purpose of the simulation is to verify our theoretical analysis about push
and pull scope, and show the effectiveness of the dynamic push and pull protocol.
Three cases are studied:

I. Information dominate (p. = 0.01, p, = 0.03): in this case push scope should
be small;
II. Query dominate (p. = 0.001,p, = 0.3): in this case push scope should be as
large as pull scope;
III. Neither (pe = 0.01, p, = 0.3): in this case push scope should be somewhere
in the middle.
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Fig. 5. Left: Number of transmissions for three cases and three push scope settings,
Right: Static vs. dynamic push strategies.

First we test the optimal scopes for the static push protocol. We set the push
scope to be small T; = 5, median T; = 15, and large T; = 30, for each case.
A total of nine sets of data are collected and compared. Figure 5 Left shows
the results. We observe that number of pushes increases and number of pulls
decreases with the increase of the push scope, and for case I, push scope small
is most effective, for case II, push scope large is most effective, and for case III
the ideal push scope is somewhere in the middle.

We also tested the effectiveness of the dynamic push protocol. We set the
initial push scope T; = 15 for each case, then collect data for both static and
dynamic push strategies. A total of six sets of data are collected and compared.
Figure 5 Right shows the results. Note that in addition to pushes and pulls, the
dynamic protocol introduces the extra state change cost, each of which costs one
transmission.

We observe that in all these cases the dynamic protocol reduces the total cost
by about 50%. There are two reasons that the dynamic protocol outperforms the
static one: (1) when the pull frequencies are unknown, the dynamic protocol can
adjust to the push scope to balance the demands and changes, and (2) when the
pull frequencies are not uniformly distributed over all directions, the dynamic
protocol can adjust the push scope locally at different directions.

6 Conclusions

In this paper we proposed a class of the structured information push and pull
protocols. We first analyzed these protocols using various query models and
then presented dynamic micro-balancing strategies when the query models are
unknown. We also applied this class of protocols to the distributed traffic infor-
mation system and demonstrated the benefit of push-pull micro-balancing.
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