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Abstract

DARN is a plan-based knowledge system designed to aid an inex-
perienced technician in a diagnosis and repair task. Our approach to
building this knowledge system is contrasted with theory-based systems
such as Sophie, or a classification-based system such as MDX, using a
characterization of the tasks, and the leverage for the different ap-
proaches. DARN provides a compact and convenient representation for
capturing knowledge available in the community of experts for this task.
Graphic interfaces are used to guide rookie technicians in the repair task.
DARN also provides an “expert’s interface” that allows members of the
community to extend and modify the knowledge base without interven-
tion of “knowledge engineers.”

I. Introduction
DARN is a knowledge-based system to aid in a diagnosis and repair
task. In this task, the problem is to localize the cause of a malfunction

sufficiently to allow an action that will repair the faulty artifact. Tradi-
tional approaches to the development of knowledge-based trou-
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bleshooting systems have been based on deep models of the artifact or
on a classification of ways in which the artifact can malfunction. In this
chapter we identify a third approach, called plan-based, which may be
more suitable for some systems. The plan-based approach derives its
power from plans for debugging developed by a set of experts, and
allowing them to formalize, extend, and propagate their community
knowledge base. We have focused on the development of a representa-
tion to express this diagnostic and repair experience. We support the
use of this representation with an interface to enable experts to create
and modify the knowledge bases without the mediation of a knowledge
engineer.

A spectrum of approaches are possible for the debugging task de-
pending on characteristics of the artifact being debugged. To under-
stand when a plan-based approach is useful, we look at sources of
leverage in the computer programs based on existing approaches, and
the assumptions made by these approaches about the nature of the
artifact being debugged.

Theory-based systems derive their leverage from use of a number of
domain-independent reasoning mechanisms operating on large
amounts of domain-specific knowledge. For these systems, one must
build models of their structure and function. It is then possible to
reason from differences between their modeled and actual behavior to
locate the cause of the malfunction. SOPHIE (Brown, Burton, & de
Kleer, 1982) and DART (Genesereth, 1982) are programs that typify this
approach. These programs derive their power from general-purpose
reasoning methods that include dependency-directed backtracking (de
Kleer et al., 1979; Sussman & Stallman, 1975) and envisioning (de
Kleer, 1984). These programs can reason about behavior based on de-
scriptions of the artifact. In order for this approach to succeed, one
must assume, of course, that the artifact can be completely described.
This is true for circuits analyzed by SOPHIE but is often not true for
electro-mechanical systems or hardware-software systems.

Classification-based systems derive their leverage by classifying
malfunctions in equivalence classes based on effective actions to ame-
liorate the malfunction. Medicine is a typical domain in which this
approach is used; although they may wish to know more, it is often
sufficient for doctors to find differential diagnosis on which suitable
therapeutic measures can be devised. MDX (Chandrasekaran & Mittal,
1982), a computer program for medical diagnosis, organized knowledge
about liver disorders as a hierarchy of diagnostic states. Szolovits and
Pauker (1978) have argued that even rule-based diagnostic systems
such as MYCIN are really performing such classification. These sys-
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tems derive their power from appropriately structured diagnostic hier-
archies and emplov a more special purpose problem-solving technique
called heuristic classification (Chandrasekaran, 1984; Clancey, 1985).

A major cost in the development of classification-based diagnostic
programs is the creation and maintenance of suitable hierarchies. One
reason for this is that such hierarchies have often not been made ex-
plicit by practitioners, though the practitioner’s behaviors may be de-
scribed that way. Even in medicine, where there are many extant ways
to classify any given set of diseases, it is clear that none of the existing
classifications are a suitable basis for organizing diagnostic knowledge
in this way. A medical diagnosis hierarchy has to be crafted from pieces
of anatomical, physiological, biochemical, and other views (see Mittal,
1980, for an extended discussion of this issue). It would seem, there-
fore, that a classification approach would be pragmatically useful only
for systems which have a long lifespan of interest over which they stay
relatively stable. Some other suitable examples would seem to be nu-
clear power plants, the space shuttle, automobiles, and Boeing 707
airplanes.

Plan-based systems for diagnosis and repair are based on capturing
the plans of experienced technicians for debugging an artifact. They
capitalize on the incremental nature of the knowledge acquisition pro-
cess and the combination of modeling and testing knowledge that the
technicians have. It seems most useful for complex systems containing
a number of different kinds of subsystems, for example, electrical, me-
chanical, and software, that have alternative implementations. Exam-
ples are computers, printers, copiers, modern automobiles, and maybe
even semiconductor fabrication processes. Complications often arise
from the short lifespan of these systems, which is often caused by
obsolescence. These systems can be further characterized by un-
availability of complete underlying models, and complex interaction
between the different subsystems. The rapid advancement in tech-
nology is causing a maintenance nightmare in many areas. The short
lifespan of an artifact prevents the development of a sustained body of
experience in troubleshooting these systems, often a precondition for
the development of classification of malfunctions.

We believe that the development of knowledge-based tools for assist-
ing in the maintenance of this latter class of artifacts requires a shift in
paradigm away from reasoning and deep knowledge structures. A more
suitable paradigm is suggested by the metaphors of a knowledge medi-
um (Stefik, 1986) or a community memory. The basic idea is that one
should provide a framework in which the experts can themselves artic-
ulate their relevant knowledge precisely enough that it can then be
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used by the computer not only to aid in solving problems in the domain
but also made subject to peer review and revision. Such a community
memory may, over time, integrate the knowledge from many experts.

In this paper we describe one experiment towards better understand-
ing how to build such community memories. The problem domain for
our study was the diagnosis and repair of a class of personal computer
at Xerox. As part of this experiment we also developed a knowledge-
based system called DARN (Diagnosis and Repair Network). This chap-
ter is organized as follows: We start by reporting some observations
about the problem domain and the current practice of repairing these
computers. In the next section, we present a relatively simple represen-
tation which can be used to encode a large fraction of the experiential
plans and knowledge of the computer technicians. Next, we discuss
some of the user interface issues in enabling a community of users to
themselves create and modify a knowledge base. We also describe some
of the user interface tools that were implemented as part of the DARN
system. The concluding section summarizes our experience in trying to
use DARN, including a follow-up experiment in trying to adapt the
DARN framework for the repair of copiers.

I1. Observations About the Repair of Personal Computers

Most personal computers, regardless of size or price, are very complex
electro-mechanical systems. While our observations here are based on
the Xerox 8000 (Star or Dandelion) series machines, many of them are
also relevant for other popular series such as the IBM PC or Apple II. A
typical Dandelion is configured with a bit-mapped display, a pointing
mouse device, a floppy drive, a high-capacity fixed disk, an ethernet
connection, and a CPU. We talked to a number of people involved in
servicing these machines—technicians in research labs, field service
technicians, diagnostic manual writers, and people providing service
advice over the phone. The problem of diagnosing and repairing the
fixed disk emerged as one of the more challenging and time-consuming
problems. We have focused primarily on the disk subsystem in the
work reported here.

A fixed disk has electronic (control circuitry), mechanical (disk
drive, platters), and electrical (power supply, cooling fan cables) com-
ponents which can interact in a complex way, especially when there
are problems. The problem of how to diagnose and repair problems
relating to a malfunctioning disk system in a personal computer has a
number of interesting aspects. First, it is not just a diagnosis problem;
one is required to find actions which restore the disk to a state where it
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can continue to be used. This requirement raises interesting issues
because of the interplay of hardware and software models. The diag-
nostic procedures are often programs whose outputs do not precisely
indicate a single hardware fault. Moreover, many of the diagnosed
problems are soft in nature e.g., garbled data fields on a disk, which
have been caused by hardware malfunctions. However, these soft faults
often cannot be diagnosed until the malfunctioning hardware has been
fixed. This interplay presents an interesting challenge in representing
the interaction between hardware and software during diagnosis and
repair.

Second, there are situations in which there are multiple faults in the
machine, and where repairs can fail because newly replaced parts are
faulty. In general this is a hard problem. However, there seem to be
interesting heuristics for dealing with the more common cases. Finally,
the disk repair problem is complicated by the tension between compet-
ing constraints: one wants to minimize the amount of hardware re-
placed on the machine, minimize the amount of time the machine is
unavailable to the user, and minimize loss of data on the current disk.
The problem of loss of data is often critical when fixing disks.

Current Practice

We started out by taking some very detailed protocols from a couple of
the expert technicians of their diagnosis and repair strategies when
faced with a problem with a fixed head disk. It was clear that the
experts knew a lot about the computer system—they were not ap-
proaching it as just a black box. They had a fairly complete model of the
architecture (which subsystem was connected to which one and how)
and knew how the various subsystems functioned, at least at some
level. They also had some partial theories about how the various diag-
nostic programs worked.

At the same time it was striking to observe how much their ability to
troubleshoot the machines was limited by the availability of the diag-
nostic tools. For example, the diagnostic programs have limited cover-
age, perform tests in inflexible sequences, and often make unarticu-
lated assumptions about the state of the computer system. Similarly,
complex electro-mechanical systems, such as a disk, can malfunction
in numerous ways, only a small fraction of which can be directly ob-
served. The real issue, we believe, is not really one of devising better
diagnostic procedures, which is always possible, but of using the exist-
ing ones to get the job done. In this and many other similar situations
the primary objective is making the machine functional again under
some of the constraints discussed earlier. We found that our experts




Boot Computer

MP 151
or
MP 149

l

Run £1 Disk
Program

Fatal Erro
in Micirocode
(MP1192)

a

Replace HS10
Board

[

4

Check Cooling Fan f..ge Not 0K > Repair fan
Cabie
Check voltage | OK Check drive gr?blem
at Processor ht voitage etween
processor

Not?OK

and drive

4

Replace Processor

LEGEND:

Test

Observatior

Figure 1.

Plan Fragment from Protocols

A fragment of a plan to repair one

of the fixed-disk malfunctions. The plan is based on the initial protocols from
the expert technicians before a computer system was implemented.
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