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Abstract

DARN is a plan-basedknowledgesystem designedto aid an inex-
periencedtechnicianin a diagnosisand repair task. Our approachto
building this knowledgesystemis contrastedwith theory-basedsystems
suchas Sophie,or a classification-basedsystemsuchas MDX, usinga
characterizationof the tasks, and the leverage for the different ap-
proaches.DARNprovidesa compactand convenientrepresentationfor
capturingknowledgeavailable in thecommunityof expertsfor this task.
Graphic interfacesare usedto guiderookie techniciansin therepair task.
DARNalso providesan “expert’s interface” that allows membersof the
communityto extendandmodify theknowledgebasewithout interven-
tion of “knowledgeengineers.”

I. Introduction

DARN is a knowledge-basedsystemto aid in a diagnosisand repair
task.In this task, theproblem is to localize thecauseof a malfunction
sufficiently to allow an action that will repair the faulty artifact.Tradi-
tional approachesto the development of knowledge-basedtrou-
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bleshootingsystemshavebeenbasedon deepmodelsof the artifact or
on aclassificationof waysin which the artifactcan malfunction.In this
chapterwe identify a third approach,calledplan-based,which may be
more suitable for somesystems.The plan-basedapproachderives its
power from plans for debuggingdevelopedby a set of experts,and
allowing them to formalize, extend,and propagatetheir community
knowledgebase.We havefocusedon the developmentof a representa-
tion to expressthis diagnosticandrepair experience.We supportthe
use of this representationwith an interfaceto enableexpertsto create
andmodify the knowledgebaseswithout the mediationof a knowledge
engineer.

A spectrumof approachesare possiblefor the debuggingtask de-
pendingon characteristicsof the artifact being debugged.To under-
stand when a plan-basedapproachis useful, we look at sourcesof
leveragein thecomputerprogramsbasedon existingapproaches,and
the assumptionsmadeby theseapproachesabout the natureof the
artifact being debugged.

Theory-basedsystemsderivetheir leveragefrom useof anumberof
domain-independent reasoning mechanisms operating on large
amountsof domain-specificknowledge.For thesesystems,one must
build models of their structureand function. It is then possibleto
reasonfrom differencesbetweentheir modeledandactualbehaviorto
locatethe causeof the malfunction. SOPHIE (Brown, Burton, & de
Kleer, 1982)andDART (Genesereth,1982)areprogramsthat typify this
approach.These programsderive their power from general-purpose
reasoningmethodsthat includedependency-directedbacktracking(de
Kleer et al,, 1979; Sussman& Staliman, 1975) and envisioning (de
Kleer, 1984). Theseprogramscanreasonaboutbehaviorbasedon de-
scriptionsof the artifact. In order for this approachto succeed,one
mustassume,of course,that theartifact canbe completelydescribed.
This is true for circuits analyzedby SOPHIE but is often not true for
electro-mechanicalsystemsor hardware-softwaresystems.

Classification-basedsystemsderive their leverage by classifying
malfunctionsin equivalenceclassesbasedon effectiveactionsto ame-
liorate the malfunction. Medicine is a typical domain in which this
approachis used; although they may wish to know more, it is often
sufficient for doctors to find differential diagnosison which suitable
therapeuticmeasurescanbe devised.MDX (Chandrasekaran& Mittal,
1982),acomputerprogramfor medicaldiagnosis,organizedknowledge
aboutliver disordersas ahierarchyof diagnosticstates.Szolovitsand
Pauker(1978) have argued that evenrule-baseddiagnostic systems
such as MYCIN are really performing such classification. Thesesys~
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temsderive their powerfrom appropriatelystructureddiagnostichier-
archiesandemploy a morespecialpurposeproblem-solvingtechnique
called heuristic classification(Chandrasekaran,1984; Clancey, 1985).

A major cost in the developmentof classification-baseddiagnostic
programsis the creationandmaintenanceof suitable hierarchies.One
reasonfor this is that such hierarchieshaveoften not beenmadeex-
plicit by practitioners,though the practitioner’sbehaviorsmay be de-
scribedthat way. Evenin medicine,where therearemany extant ways
to classifyany given set of diseases,it is clear that noneof the existing
classificationsarea suitablebasisfor organizingdiagnosticknowledge
in this way.A medical diagnosishierarchyhasto be craftedfrom pieces
of anatomical,physiological,biochemical,andotherviews (see Mittal,
1980, for an extendeddiscussionof this issue). It would seem,there-
fore, thata classificationapproachwould be pragmaticallyuseful only
for systemswhich havea long lifespanof interestoverwhich they stay
relatively stable.Someother suitable exampleswould seemto be nu-
clear power plants, the spaceshuttle, automobiles,and Boeing 707
airplanes.

Plan-basedsystemsfor diagnosisand repairarebasedon capturing
the plans of experiencedtechniciansfor debuggingan artifact. They
capitalizeon the incrementalnatureof the knowledgeacquisitionpro-
cessandthecombination of modelingand testingknowledgethat the
technicianshave. It seemsmostuseful for complexsystemscontaining
a numberof different kinds of subsystems,for example,electrical,me-
chanical,and software,that havealternative implementations.Exam-
ples arecomputers,printers,copiers,modernautomobiles,andmaybe
even semiconductorfabrication processes.Complicationsoften arise
from the short lifespan of thesesystems,which is often causedby
obsolescence.These systems can be further characterizedby un-
availability of completeunderlying models,and complex interaction
betweenthe different subsystems.The rapid advancementin tech-
nology is causinga maintenancenightmarein many areas.The short
lifespanof anartifact preventsthe developmentof asustainedbody of
experiencein troubleshootingthesesystems,often a preconditionfor
the developmentof classificationof malfunctions.

We believethat thedevelopmentof knowledge-basedtoolsfor assist-
ing in the maintenanceof this latterclassof artifacts requiresa shift in
paradigmawayfrom reasoninganddeepknowledgestructures.A more
suitableparadigmis suggestedby themetaphorsof a knowledgemedi-
um (Stefik, 1986)or a community memory.The basic idea is that one
shouldprovidea frameworkin which theexpertscanthemselvesartic-
ulate their relevant knowledgeprecisely enough that it can then be
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usedby the computernotonly to aid in solving problemsin the domain
but also madesubject to peer review and revision. Sucha community
memory may, over time, integratethe knowledgefrom many experts.

In this paperwe describeoneexperimenttowardsbetterunderstand-
ing how to build such communitymemories.The problemdomain for
our studywasthe diagnosisand repairof a classof personalcomputer
at Xerox. As part of this experimentwe also developeda knowledge-
basedsystemcalledDARN (DiagnosisandRepairNetwork).This chap-
ter is organizedas follows: We start by reporting some observations
aboutthe problem domainand the currentpracticeof repairingthese
computers.In the nextsection,we presenta relatively simplerepresen-
tation which canbe usedto encodea largefraction of the experiential
plans and knowledgeof the computertechnicians.Next, we discuss
someof the userinterface issuesin enablinga communityof usersto
themselvescreateandmodifya knowledgebase.Wealso describesome
of the user interfacetools that wereimplementedas part of the DARN
system.The concludingsectionsummarizesour experiencein trying to
use DARN, including a follow-up experimentin trying to adaptthe
DARN frameworkfor the repair of copiers.

II. ObservationsAbout the Repair of PersonalComputers

Mostpersonalcomputers,regardlessof sizeor price,arevery complex
electro-mechanicalsystems.While our observationsherearebasedon
the Xerox 8000 (Staror Dandelion)seriesmachines,many of them are
also relevantfor otherpopularseriessuchas the IBM PCor Apple II. A
typical Dandelionis configured with a bit-mappeddisplay, a pointing
mousedevice, a floppy drive, a high-capacityfixed disk, an ethernet
connection,and a CPU. We talked to a numberof peopleinvolved in
servicing thesemachines—techniciansin researchlabs, field service
technicians,diagnosticmanual writers, and peopleproviding service
advice over the phone.The problem of diagnosingand repairing the
fixed disk emergedas oneof the morechallengingandtime-consuming
problems.We have focused primarily on the disk subsystemin the
work reportedhere,

A fixed disk has electronic (control circuitry), mechanical (disk
drive, platters),andelectrical (powersupply, cooling fan cables)com-
ponentswhich caninteract in a complexway, especiallywhen there
are problems.The problem of how to diagnoseand repair problems
relatingto a malfunctioning disksystemin a personalcomputerhasa
numberof interestingaspects.First, it is not just a diagnosisproblem;
one is requiredto find actionswhich restorethe disk to astatewhereit
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can continue to be used. This requirementraises interesting issues
becauseof the interplay of hardwareand softwaremodels.The diag-
nostic proceduresareoften programswhoseoutputsdo not precisely
indicate a single hardware fault. Moreover, many of the diagnosed
problemsare soft in naturee.g.,garbleddata fields on a disk, which
havebeencausedby hardwaremalfunctions.However,thesesoft faults
often cannotbe diagnoseduntil the malfunctioninghardwarehasbeen
fixed. This interplay presentsan interestingchallengein representing
the interactionbetweenhardwareand software during diagnosisand
repair.

Second,thereare situationsin which therearemultiple faults in the
machine,andwhere repairscan fail becausenewly replacedparts are
faulty. In generalthis is a hard problem. However, thereseemto be
interestingheuristicsfor dealingwith the morecommoncases.Finally.
the disk repairproblemis complicatedby the tensionbetweencompet-
ing constraints:one wants to minimize the amount of hardwarere-
placed on the machine,minimize the amount of time the machine is
unavailableto the user,andminimize loss of dataon the currentdisk.
The problem of loss of data is often critical whenfixing disks.

Current Practice

We startedoutby taking somevery detailedprotocolsfrom a coupleof
the expert techniciansof their diagnosisand repair strategieswhen
faced with a problem with a fixed head disk. It was clear that the
expertsknew a lot about the computersystem—theywere not ap-
proachingit as just ablackbox. They hada fairly completemodel of the
architecture(which subsystemwasconnectedto which oneandhow)
and knew how the various subsystemsfunctioned, at least at some
level. They also hadsomepartial theoriesabouthow the variousdiag-
nostic programsworked.

At thesametimeit wasstriking to observehow muchtheir ability to
troubleshootthe machineswas limited by theavailability of the diag-
nostictools.For example,the diagnosticprogramshavelimited cover-
age, perform tests in inflexible sequences,and often make unarticu-
lated assumptionsaboutthe stateof the computersystem.Similarly,
complexelectro-mechanicalsystems,suchas a disk, can malfunction
in numerousways, only a small fraction of which canbe directly ob-
served.The real issue,we believe, is not really oneof devisingbetter
diagnosticprocedures,which is alwayspossible,butof usingthe exist-
ing onesto get the job done.In this and manyothersimilar situations
the primary objective is making the machinefunctional againunder
someof the constraintsdiscussedearlier. We found that our experts
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Figure 1. Plan Fragment from Protocols A fragmentof a plan to repair one
of the fixed-disk malfunctions. The plan is basedon the initial protocols from
the expert techniciansbefore a computer system was implemented.
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