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Abstract

The core objective of model-based diagnosis is to
identify candidate diagnoses which explain the ob-
served symptoms. Usually there are multiple such
candidate diagnoses and a model-based diagnostic
engine proposes additional measurements to bet-
ter isolate the true diagnosis. An objective of such
an algorithm is to identify this diagnosis in mini-
mum average expected cost. Minimizing this cost
requires having accurate probability estimates for
the candidate diagnoses. Most diagnostic engines
utilize sequential diagnosis combined with Bayes
Rule to determine the posterior probability of a
candidate diagnosis given a measurement outcome.
Unfortunately, one of the terms of Bayes rule, the
conditional probability of a measurement outcome
given a candidate diagnosis, must often be esti-
mated (noted asε in most formulations). This paper
presents a reformulation of the sequential diagnosis
process used in diagnostic engines and shows how
differentε policies lead to varying results.

1 Introduction
Model-based diagnosis has been applied to a wide range of
applications including automobiles[Struss and Price, 2004],
spacecraft[Williams and Nayak, 1996], mobile robots[Stein-
bauer and Wotawa, 2005] and software[Köb and Wotawa,
2004] to mention just a few. The core objective of model-
based diagnosis is to identify candidate diagnoses which ex-
plain the observed symptoms. Usually there are multiple such
diagnoses and a model-based diagnostic engine proposes ad-
ditional measurements to better isolate the true diagnosis. An
objective of such an algorithm is to identify this diagnosis in
minimum average expected cost (i.e., the sum of the costs of
the measurements). Minimizing this cost requires having ac-
curate probability estimates for the candidate diagnoses. Most
diagnostic engines utilize a greedy sequential diagnosis com-
bined with Bayes Rule to determine the posterior probability
of a candidate diagnosis given a measurement outcome. Un-
fortunately, one of the terms of Bayes rule, the conditional
probability of an measurement outcome given a candidate di-
agnosis, must often be estimated (noted asε in most formu-
lations). This paper presents a reformulation of the sequential

diagnosis process used in most diagnostic engines and shows
the results of variousε-policies. In order to minimize possi-
ble confounding of different domain models and to have easy
access to many examples we draw all our examples from a
widely available combinatorial logic test suite from ISCAS-
85 [Brglez and Fujiwara, 1985].

In order to focus on the impact of varyingε-policies we
make the following assumptions. (All the assumptions can
be relaxed, but would confound the results.): (1) All mea-
surements have equal cost, (2) No intermittent faults, (3) No
multi-step lookahead, (4) The inference engine used to de-
rive the consequences of observations is complete, (5) All the
system’s inputs are known, (6) One symptomatic output is
given, (7) Time is not modeled, (8) The system has at most
two faults, (9) The behavioral model for each component is
completely described, (10) The system is well-designed (no
unattached inputs or outputs or cycles).

2 GDE Probability Framework
This basic framework is described in[de Kleer and Williams,
1987; de Kleeret al., 1992].

Definition 1 A system is a triple (SD,COMPS, OBS) where:
1. SD, the system description, is a set of first-order sen-

tences.

2. COMPS, the system components, is a finite set of con-
stants.

3. OBS, a set of observations, is a set of first-order sen-
tences.

Definition 2 Given two sets of componentsCp and Cn de-
fineD(Cp,Cn) to be the conjunction:[ ∧

c∈Cp

AB(c)
]
∧

[ ∧

c∈Cn

¬AB(c)
]
.

WhereAB(x) represents that the componentx is ABnormal
(faulted).

A diagnosis is a sentence describing one possible state of
the system, where this state is an assignment of the status
normal or abnormal to each system component.

Definition 3 Let ∆ ⊆COMPS. A diagnosis for
(SD,COMPS,OBS) isD(∆, COMPS − ∆) such that
the following is satisfiable:

SD ∪OBS ∪ {D(∆, COMPS −∆)}



Components are assumed to fail independently. Therefore,
the prior probability a particular diagnosisD(Cp,Cn) is cor-
rect is thus:

p(D) =
∏

c∈Cp

p(c)
∏

c∈Cn

(1− p(c)), (1)

wherep(c) is the prior probability that componentc is faulted.
The posterior probability of a diagnosisD after an obser-

vation thatx has valuev is given by Bayes Rule:

p(D|x = v) =
p(x = v|D)p(D)

p(x = v)
. (2)

p(D) is determined by the preceding measurements and prior
probabilities of failure. The denominatorp(x = v) is a nor-
malizing term that is identical for allp(D) and thus need not
be computed directly. Thus the only term remaining to be
evaluated in the equation isp(x = v|D) :

p(x = v|D) = 1 if x = v follows from D, SD,

p(x = v|D) = 0 if D, SD, (x = v) are inconsistent.
If neither holds,

p(x = v|D) = εik, (3)
whereεik = 1

m . This corresponds to the intuition that ifx
ranges overm possible values, then each possible value is
equally likely. In digital circuitsm = 2 and thusε = .5.

Consider other possible values forεik. As ε approaches
0, some diagnoses would be assigned far smaller posterior
probabilities which would lead to inaccurate conclusions and
excessive measurement cost. For example, multiple faults
would be assigned far smaller probability than is actually the
case. So long asε > 0 the GDE algorithm will identify the
correct diagnosis after sufficient measurements (ε = 0 would
assign0 probability to correct diagnoses). Asε approaches
1, there would be little need to use Bayes Rule and the rela-
tive likelihoods of any two diagnoses would always be a con-
stant. This would force GDE to needlessly consider very un-
likely candidate diagnoses. Looked at differently, asε varies
from 0 to 1 approximates the spectrum of abductive-based
to consistency-based diagnostic frameworks[Brusoniet al.,
1998]. ε clearly must lie between0 and1, but should it be
ε = 1

m?
There are a number of reasons that a candidate diagnosis

might fail to predict a value for a measured variable.

• Incompleteness in the inference engine used (e.g.,
GDE’s).

• Incompleteness in the component models.

• The model may predict a disjunction of values (as can
be the case in qualitative models).

• Lack of knowledge of the actual faulty behavior of a
component.

As rule 3 is applied whenever a candidate fails to predict a
measurement, any incompleteness will result in incorrectly
reducing the posterior of the candidate and increase overall
diagnostic cost. Although the lack of inferential completeness
is common in model-based diagnosis engines, in this paper
we focus on the last source and use complete models and a
complete inference procedure.

3 Using anε-policy
In order to avoid excessive computational cost, many diag-
nostic algorithms utilize a greedy minimum entropy approach
to select the best next measurement (i.e., the one which, on
average, minimizes the cost of identifying the actual diag-
nosis).[de Kleer and Williams, 1987] shows how expected
entropy outcomes for hypothetical measurements can be de-
termined without additional inference. The outcome can be
calculated directly from the current probability distribution
of measurement outcomes givenεik = 1

m . We now general-
ize this approach to allow an arbitraryε-policy. Fortunately,
the outcomes can be evaluated directly in the general case as
well. Given a set of diagnoses,DIAGNOSES, and assum-
ing all measurements are of unit cost,

H = −
∑

D∈DIAGNOSES

p(D) log p(D), (4)

estimates the number of measurements needed to complete a
diagnosis. We define,

Sik = {D ∈ DIAGNOSES| D∪SD∪OBS ` xi = vik},
Ui = {D ∈ DIAGNOSES|D 6∈ Sikfor anyk}.

p(Sik) =
∑

Cj∈Sik

pj ,

p(Ui) =
∑

Cj∈Ui

pj ,

p(xi = vik) = p(Sik) + εikp(Ui).

εik is determined by the diagnostic policy, under the restric-
tion thatΣm

k=1εik = 1 for all i. The expected entropy after
measuringxi = vik is:

He(xi) =
m∑

k=1

p(xi = vik)H(xi = vik). (5)

Let p′ be the probability after making the measurement. Sub-
stituting equation 2 into equation 4 gives:

H(xi = vik) = −
∑

l∈Sik∪Ui

p′l log p′l

= −
∑

l∈Sik

pl

p(xi =vik)
log

pl

p(xi =vik)

−
∑

l∈Ui

εikpl

p(xi =vik)
log

εikpl

p(xi =vik)

SubstitutingH into this equation gives:

He(xi) = −
m∑

k=1

∑

l∈Sik

pllog
pl

p(xi = vik)

−
m∑

k=1

∑

l∈Ui

(εikpl)log
εikpl

p(xi = vik)
.



Expanding the logarithms:

He(xi) = −
m∑

k=1

∑

l∈Sik

pllog pl

+
m∑

k=1

∑

l∈Sik

pllog p(xi = vik)

−
m∑

k=1

∑

l∈Ui

εikpllog pl −
m∑

k=1

∑

l∈Ui

εikpllog εik

+
m∑

k=1

∑

l∈Ui

εikpllog p(xi = vik).

The first and third terms are simply the current entropyH
and is necessarily constant. The second and fifth terms are
the negative entropy (i.e., of the probability density distribu-
tion of xi). The expected entropyHe(xi) to minimize has the
following form:

H +
m∑

k=1

p(xi =vik)log p(xi =vik)− p(U)
m∑

k=1

εiklogεik

The best proposed measurement is the one which maxi-
mizes information gain:

−
m∑

k=1

p(xi =vik)log p(xi =vik) + p(U)
m∑

k=1

εiklogεik.

Expected information gain is the expected reduction in num-
ber of additional measurements needed to isolate the true di-
agnosis and always lies between0 and1 (wherem, the num-
ber of values a variable can have is the base of the loga-
rithm). There is thus no need to utilize additional inferen-
tial machinery to hypothesize the results of possible mea-
surement outcomes. Given a policy for distributingp(Ui),
the proposed measurement can be evaluated directly from
known probabilities. Furthermore, if theε-policy is fixed,
then

∑m
k=1 εiklogεik is constant throughout the diagnosis

task.

4 Advantages of the GDE Framework
One of the fundamental advantages of the GDE framework is
that it is unnecessary to enumerate all the possible fault modes
beforehand. Thus a diagnostic algorithm can successfully di-
agnose a system having never-before-seen faults. These fault
modes are a challenge to more conventional diagnostic ap-
proaches which require far more prior knowledge of all the
system’s fault modes.

GDE’s probabilistic framework allows it to identify the
best measurement to make next to localize the system’s fault.
Consider the simple four inverter circuit of Figure 1 and
a = 0.

To see the effects of differentεik’s consider the some sim-
plistic policies.Table 1 lists expected costs of measuring all
the variables, first aftera = 1, and then aftere = 0. The costs
are given for three values ofεik. Note thatε = 1 is equivalent
to using no probabilistic information at all, and as a conse-
quence the resulting costs cannot be used to rank proposed

Figure 1: Four sequential inverters.

Table 1: Expected information gains for cascaded inverters
after measuringa ande (with p = .01).

a = 0 a = 0, e = 0
εi1 = .01 εi1 = .5 εi1 = 1 εi1 = .01 εi1 = .5 εi1 = 1

a 0 0 0 0 0 0
b .07 .03 0 .99 .85 0
c .14 .06 0 1 .98 0
d .19 .09 0 .99 .85 0
e .23 .10 0 0 0 0

measurements. As long as0 < ε < 1, GDE can eventually
identify good measurements to make next.

A second key advantage of the probabilistic framework is
that it enables the diagnostic algorithm to focus on the most
probable candidate diagnoses, not the minimal cardinality
and not the minimal under subset as most other approaches
do.

5 Using a Fixedε-policy
We have implemented a new diagnostic algorithm called
εGDE which accepts an arbitraryε-policy and is logically
complete (it identifies all conflicts and all variable value pre-
dictions efficiently). It is provided anε-policy, fault probabil-
ities, system model, and a set of input vectors and symptoms.
Given this as input,εGDE, computes the average expected
cost to diagnose the system. As this computes the cost over
a large set of test-vectors it is an acid test of diagnostic ap-
proaches. Often clear advantages for certain classes of faults
is balanced out by the additional cost of other faults.

The simplest, and trivial to implement, is a fixed policy in
which theepsilonik are fixed for allk. And whereΣm

k=1εik =
1. Figure 2 graphs the cost of all single-faults for c432. This
figure illustrates that no value ofε is of particular advantage
for the single-faults of c432. Diagnostic cost is approximately
5.52 independent ofε. The small variations are result of the
particular structure of the circuit and test-vectors used.

The somewhat surprising result that diagnostic cost is inde-
pendent of a fixedε reveals important properties ofε-policies.
p(x = v|D) = εik is applied only ifD do not predict
any measurement. Initially, all inputs are known, and no out-
puts are given. When the first, symptomatic, measurement is
made, no candidate diagnosis can predict this measurement.
As a consequence, every candidate diagnosis posterior prob-
ability will be reduced by the sameε and the diagnostic cost
of all single-faults is constant.

If the circuit contains more than one fault, the situation
shifts dramatically. All single-faults will be ruled out by the
observations, and diagnostic cost will be completely deter-
mined by candidates to which aε policy applies to differen-



tially. In general, if we are considering faults of sizen, equa-
tion 3 will be applied at mostn times to that candidate.

Figure 2: Average cost (single-faults) vs.εi1 for circuit c432
All components fail with equal probabilityp = 0.0001. c432
has160 gates and is a 27-channel interrupt controller from
the ISCAS-85 test suite.

The consequences ofε policies on multiple-faults is dra-
matic. The data in Figure 3 shows the average expected costs
for a suite of randomly generated double faults each with a
fully populated input vector with one identified symptom.
The diagnostic cost of finding the correct double diagnosis
is substantially higher than that for single faults (13 vs5). For
this device, diagnostic cost is minimum ifεi1 is nearly1, and
nearly0 for εi0. This is very different than theε = .5 estimate
of GDE.

Figure 3: Average cost vs.ε for 1 for circuit c432 with .95
confidence interval.

Figure 4 shows the results for the same task on circuit c499
which has 202 components. For this task, there is a sharp
notch around.5 which corresponds to GDE’s estimate.

6 Towards a Dynamicε-policy

Figures 3 and 4 suggest adaptiveε-policies can improve di-
agnostic costs. We would like to devise a dynamicε-policy
appropriate to each diagnostic task. It is also important that
this policy be easy to compute, otherwise it competes with
the alternative of expensive multi-step lookahead.

Figure 4: Average cost vs.ε for 1 for circuit c499. c499 has
202 gates and is a 32-bit single-error-correcting-circuit from
the ISCAS-85 test suite.

Consider the oversimplistic example of a single inverter
(say A in Figure 1). Assume thatp(¬AB(A)) = α and
we measured firsta = 0 and thenb = 1. The pri-
ors arep(AB(A)) = (1 − α), p(¬AB(A)) = α, and
clearly p(AB(A)|a = 0) = p(AB(A)) = (1 − α) and
p(¬AB(A)|a = 0) = p(¬AB(A)) = α. Applying equation
2 with ε = .5 to both possible diagnoses gives:

p(¬AB(A)|b = 1, a = 0) =
α

p(b = 1)
,

p(¬AB(A)|b = 1, a = 0) =
1
2 (1− α)
p(b = 1)

.

As the sum of the probabilities of all diagnoses must always
be1, we obtain:

p(b = 1) =
2α

1 + α
.

Hence, given the evidence,

p(¬AB(A)) =
2α

α + 1
.

Definition 4 [Raiman et al., 1991] A component behaves
non-intermittently if its outputs are a function of its inputs.

Table 2: The4 possible binary functions of one input and one
output.i is the binary input, and each columnfi list the out-
puts for the corresponding input.

i f0 f1 f2 f3

0 0 0 1 1
1 0 1 1 0

Table 2 describes all possible binary functions of one in-
put and one output.f3 describes the correct behavior of an
inverter,f0 is the fault “stuck-at-0,”f2 is the fault “stuck-
at-1,” andf1 an unexpected short of input to output for the
inverter. Assuming that each fault modefi 6=3 has equal prob-
ability (α

3 ), the correct posterior should be3α
2α+1 . This corre-

sponds toε = 1
3 . The difference is:

α(α− 1)
(2α + 1)(α + 1)

.



Suppose that we had measuredb = 0 instead. Table 2
shows that only one of the three possible faulty behaviors are
eliminated:f2 is eliminated, butf0 andf1 remain. Therefore,
p(x = v|D) = 2

3 .
For simplicity consider only the first three inverters and

the double fault diagnosis ofD({B, C}, {A}). The prior is
(1 − α)α2. After measuringd = 0, GDE reduces its proba-
bility by 1

2 . Given Table 2 we can compute the posterior prob-
ability exactly as follows. InverterC is faulted with output0
and thus it can only be behaving according to functionsf0

or f1. The input to the faulty inverterB is 1, but that alone
does not provide any evidence for changing its probability.
For thef1 mode of inverterC to produced = 0, c must be
0. This is inconsistent with modesf1 or f2 of B. Therefore,
there are only4 consistent combinations of modes forB and
C: {〈f0, f0〉, 〈f0, f1〉, 〈f1, f0〉, 〈f2, f0〉}. As only4 out of the
9 combinations survive, the posterior probability is reduced
by 4

9 . Measuringc = 0 eliminates only〈f2, f0〉 to a final
reduction of39 . Tables 3 and 4 summarize these calculations.

Table 3: GDE vs. correct probability changes for
D({B, C}, {A})

OBS ε = 1/2 correct

d = 0 1
2

4
9

c = 0 1
4

3
9

Table 4: GDE vs. correct probability changes for
D({A,B, C}, {})

OBS ε = 1/2 correct

d = 0 1
2

2
3

c = 0 1
4

4
9

b = 0 1
8

8
27

Consider a simple 2-inputandgate. Table 5 lists all possi-
ble behaviors for a 2-input/1-output gate. The correct behav-
ior for the and gate is given byf2. All remaining behaviors
correspond to fault modes.

This analysis and the results of Figures 3 and 4 suggest that
an adaptiveε-policy might be exploited to further improve the
diagnostic cost of isolating faulty components.

7 Extension to Fault Modes
The probabilistic framework outlined in Sections 2 and 3 can
be directly expanded to include component fault modes[de
Kleer and Williams, 1989]. The AB/¬AB framework can
viewed as assigning each component a “G”, good, mode or
an “U”, unknown, faulty mode. The good model for anand
gate is given by columnf2 of Table 5, and faulty behaviors
correspond to all the remaining columns. Two common fault
models for aandgate “SA1” (output stuck at1) and “SA0”
(output stuck at0). This model for the gate has4 modes: “G”
(f2) “SA1”(f15), “SA0” (f0), and “U” (which corresponds to

Table 5: Possible functions of two inputs and one output.

i0 i1 f0 f1 f2 f3 f4 f5 f6 f7

0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 1 1 1 1
1 1 0 0 1 1 0 0 1 1
1 0 0 1 0 1 0 1 0 1
i0 i1 f8 f9 f10 f11 f12 f13 f14 f15

0 0 1 1 1 1 1 1 1 1
0 1 0 0 0 0 1 1 1 1
1 1 0 0 1 1 0 0 1 1
1 0 0 1 0 1 0 1 0 1

the remaining13 columns). All the analyses of this paper di-
rectly extend to multiple fault modes, butp(U) will always be
reduced because some of the fault modes are explicitly mod-
eled with their own probabilities. As the extension to fault
modes is direct, we do not formalize them in this paper.

8 Dynamic Epsilon Policies
Using the framework of the previous sections and two addi-
tional assumptions, we now define anε-policy which is com-
putesε exactly for each individual variable and candidate di-
agnosis. Intuitively, we apply the diagnostic framework laid
out in Section 2 recursively for each possible candidate. We
assume that each component model specifies an output value
when all its inputs are known. This assumption holds for dig-
ital circuits, but may not apply for some qualitative model-
ing paradigms where adding a qualitative “+” and “−” yields
no result. In addition, we assume that we are provided the
prior probabilities for each possible function of a component.
For example, in the case of anand gate we are given the
prior probability of each possible functionfi of Table 5. Let
p(fi(c)) be the prior probability that componentc behaves
according to functionfi. We know that:

∑

fi

p(fi(c)) = 1,

and, ∑

fi∈F (c)

p(fi(c)) = p(c),

whereF (c) is the set of all faulty functionsfi andp(c) is
the prior probability that componentc is faulted as defined in
Equation 1. Consider a diagnosisD = D(B, G) which fails
to predict somex = v. Restating Equation 3:

p(x = v|D(B,G)) = εikp(D(B, G)).

Definition 5 A micro candidate diagnosisM for candidate
diagnosisD = D(B,G) is a conjunction:

∧

c∈B

f ′i(c),

wheref ′i is formula describing the behavior offi as a propo-
sitional formula, andM is consistent withD ∪ SD ∪OBS.



p(M) follows straightforwardly from Bayes Rule:

p(M) =
∏

c∈B p(fi(c))∑
p(M)

.

Thus,

p(x = v|D) =
∑

Ms.t.M∪D∪SD∪OBS`x=v

p(M)p(D),

or,
εik =

∑

Ms.t.M∪D∪SD∪OBS`x=v

p(M),

where theM are the micro candidate diagnoses forD.
If all the faultedp(fi(c)) are equal for each componentc,

this new framework reduces to that of the previous section.
This approach is most powerful when the individualp(fi(c))
vary significantly. In these cases, the resulting diagnostic ef-
ficiency improvement can be significant.

Using GDE with fault modes, identical results would be
obtained if explicit fault modes were introduced for each pos-
sible faulty function of each component. Unfortunately, this
approach is computationally intractable. For a digital circuit
where the sum of the number of input terminals wasl, the
complexity would be22l

.

9 Conclusions
This paper presents three advances. First, it presents a gener-
alization of the information gain equation used in evaluating
possible measurements. For single-faults, theε = 1

m is nearly
optimal. But analysis of double-faults opens the possibility of
dramatically increased diagnostic cost with a more adaptiveε
policy.
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