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Abstract diagnosis process used in most diagnostic engines and shows
the results of various-policies. In order to minimize possi-

. : A ) > . ble confounding of different domain models and to have easy
identify candidate diagnoses which explain the ob- - 5 055t many examples we draw all our examples from a

Ser"?d symptoms. Usually there are multip_le SUCh. widely available combinatorial logic test suite from ISCAS-
candidate diagnoses and a model-based diagnostic 85[Brglez and Fujiwara, 1985

engine proposes additional measurements to bet-
ter isolate the true diagnosis. An objective of such
an algorithm is to identify this diagnosis in mini-
mum average expected cost. Minimizing this cost
requires having accurate probability estimates for
the candidate diagnoses. Most diagnostic engines
utilize sequential diagnosis combined with Bayes
Rule to determine the posterior probability of a
candidate diagnosis given a measurement outcome.
Unfortunately, one of the terms of Bayes rule, the
conditional probability of a measurement outcome
given a candidate diagnosis, must often be esti-
mated (noted asin most formulations). This paper 2 GDE Probability Framework

presents a reformulation of the sequential diagnosis _ . ) - -
process used in diagnostic engines and shows how This basic framework is described[ide Kleer and Williams,

The core objective of model-based diagnosis is to

In order to focus on the impact of varyingpolicies we
make the following assumptions. (All the assumptions can
be relaxed, but would confound the results.): (1) All mea-
surements have equal cost, (2) No intermittent faults, (3) No
multi-step lookahead, (4) The inference engine used to de-
rive the consequences of observations is complete, (5) All the
system’s inputs are known, (6) One symptomatic output is
given, (7) Time is not modeled, (8) The system has at most
two faults, (9) The behavioral model for each component is
completely described, (10) The system is well-designed (no
unattached inputs or outputs or cycles).

differente policies lead to varying results. 1987; de Kleeet al, 1993.
Definition 1 A system is a triple (SD,COMPS, OBS) where:
1 Introduction 1. SD, the system description, is a set of first-order sen-

. . . . t .
Model-based diagnosis has been applied to a wide range of ences

applications including automobiléStruss and Price, 2094  2- COMPS, the system components, is a finite set of con-

spacecraftWilliams and Nayak, 1996 mobile robotg Stein- stants.
bauer and Wotawa, 20p%nd softward Kob and Wotawa, 3. OBS, a set of observations, is a set of first-order sen-
2004 to mention just a few. The core objective of model- tences.

based diagnosis is to identify candidate diagnoses which eXefinition 2 Given two sets of componer®® and Cn de-
plain the observed symptoms. Usually there are multiple suchne D(Cp, Cn) to be the conjunction:

diagnoses and a model-based diagnostic engine proposes ad-

ditional measurements to better isolate the true diagnosis. An [ A AB(C)] A { A ﬁAB(C)}-

objective of such an algorithm is to identify this diagnosis in ecC c€Cn

minimum average expected cost (i.e., the sum of the costs @yhere A B(z) represents that the componenis ABnormal

the measurements). Minimizing this cost requires having ac¢faulted).

curate probablllty estimates for the candidate diagnoseS. Most A diagnosis is a sentence describing one possib|e state of

diagnostic engines utilize a greedy sequential diagnosis comne system, where this state is an assignment of the status
bined with Bayes Rule to determine the posterior probabilitynormal or abnormal to each system component.

of a candidate diagnosis given a measurement outcome. Un: .. ... . .
fortunately, one of the terms of Bayes rule, the conditionalr(zegrz':tgl'\ﬂ'/lSSI‘Ce)tBS)A i SD(%ngA]\Z% g Ai E;agsnu%sr:s th;ct)r
probability of an measurement outcome given a candidate d%’he followin ’is satisfiable: ’
agnosis, must often be estimated (noted asmost formu- 9 ’

lations). This paper presents a reformulation of the sequential SDUOBSU{D(A,COMPS — A)}



Components are assumed to fail independently. Therefor Using ane-policy

the prior probability a particular diagnosi®y C'p, Cn) is cor-
rect is thus:

p(D) =[] r(o) TT (1 —p(0)),

ceCy ceChp

(1)

wherep(c) is the prior probability that components faulted.
The posterior probability of a diagnosI? after an obser-
vation thatx has valuev is given by Bayes Rule:

pla = v[D)p(D)

p(Ple = v) = P

)

In order to avoid excessive computational cost, many diag-
nostic algorithms utilize a greedy minimum entropy approach
to select the best next measuremeér.,(the one which, on
average, minimizes the cost of identifying the actual diag-
nosis).[de Kleer and Williams, 1997shows how expected
entropy outcomes for hypothetical measurements can be de-
termined without additional inference. The outcome can be
calculated directly from the current probability distribution
of measurement outcomes givep = % We now general-

ize this approach to allow an arbitragypolicy. Fortunately,

the outcomes can be evaluated directly in the general case as

p(D) is determined by the preceding measurements and priie||. Given a set of diagnoseBIAGNOSES, and assum-

probabilities of failure. The denominatpfz = v) is a nor-
malizing term that is identical for ai(D) and thus need not

be computed directly. Thus the only term remaining to be

evaluated in the equationjigz = v|D) :
plx=v|D)=1 if
plx=v|D)=0 Iif
If neither holds,

x = v follows from D, SD,
D, SD, (x = v) are inconsistent

p(z =v|D) = €, @)

wheree;, = % This corresponds to the intuition thataif

ing all measurements are of unit cost,

H=— p(D)logp(D),
DeDIAGNOSES

“4)
estimates the number of measurements needed to complete a
diagnosis. We define,
Si ={D € DIAGNOSES|DUSDUOBS \ z; = vii },

Ui, ={D € DIAGNOSES|D ¢ S;,for anyk}.

ranges overn possible values, then each possible value is

equally likely. In digital circuitsn = 2 and thus: = .5.
Consider other possible values foy.. As ¢ approaches

p(Sik) = > pjs

0, some diagnoses would be assigned far smaller posterior Ci€Sin

probabilities which would lead to inaccurate conclusions and () = Z ‘

excessive measurement cost. For example, multiple faults Pl =, Py
i€Vi

would be assigned far smaller probability than is actually the
case. So_ long as> 0 the GDE algorithm will identify the p(z; = vir,) = p(Sir) + eanp(U;).

correct diagnosis after sufficient measurements () would . . . . . .
assign0 probability to correct diagnoses). Asapproaches ~ €ik IS dete7rnm|ned by the dlag‘nostlc policy, under the restric-
1, there would be little need to use Bayes Rule and the relaion that22 e = 1 for all <. The expected entropy after
tive likelihoods of any two diagnoses would always be a conM€asuringe; = vi IS:

stant. This would force GDE to needlessly consider very un-

likely candidate diagnoses. Looked at differentlycasries

from 0 to 1 approximates the spectrum of abductive-based

to consistency-based diagnostic framewdBsusoniet al.,

1999. ¢ clearly must lie betweef and 1, but should it be
€= L7

He(w:) =Y pxi = vin) H(xi = vig). (®)
k=1

Letp’ be the probability after making the measurement. Sub-
stituting equation 2 into equation 4 gives:

might fail to predict a value for a measured variable.
e Incompleteness in the inference engine used (e.g.,

There are a number of reasons that a candidate diagnosis
H(x; = vik) - Z P} log pj

, €S KUU;
GDE's). - Z DL log DL
e Incompleteness in the component models. lES0, p(zi=vi)  plzi=vik)
e The model may predict a disjunction of values (as can Z €ikD1 ) €ikD1
. . . —_— Og
be the case in qualitative models). & plai=vir) ~ plzi=vik)

e Lack of knowledge of the actual faulty behavior of a
component.

As rule 3 is applied whenever a candidate fails to predict a
measurement, any incompleteness will result in incorrectly m
reducing the posterior of the candidate and increase overall — Z Z pllogL
diagnostic cost. Although the lack of inferential completeness k—1l€5. p(zi = vik)

is common in model-based diagnosis engines, in this paper m

we focus on the last source and use complete models and a _ Z Z (Gikpl)l09&~
complete inference procedure. k=11eU; p(zi = vir)

SubstitutingH into this equation gives:

He(l'i) =



. . . a b c d e
Expanding the logarithms: 4{>Q 9@ @c (}Of

He(z)) = =) > plogp

k=11€S Figure 1: Four sequential inverters.
+ log p(x; = v, . . . .
; zezs:k pilog bl 2 Table 1: Expected information gains for cascaded inverters
m - m after measuring ande (with p = .01).
=Y ewplogp =YY ewpilog €in
k=11eU; k=11eU; a=20 a = 0’ e=10
m €1 — 01 €1 — 5 €1 — 1 €1 — 01 €1 — 5 €1 — 1
+3 > einpilog p(xi = vig). a 0 0 0 0 0 C
k=11€U; b .07 .03 0 .99 .85 (
The first and third terms are simply the current entrdpy g 1491 gg 8 9%) gg E
and is necessarily constant. The second and fifth terms a e '23 '10 o - 0 - 0 C
the negative entropy.€., of the probability density distribu- - -
tion of z;). The expected entrop¥. (x;) to minimize has the
following form:
m measurements. As long 8s< ¢ < 1, GDE can eventually

m
. ) _ _ identify good measurements to make next.
e kZ:lp(:rz vik)log plai=vix) = p(U) kZ:l €iklogein A second key advantage of the probabilistic framework is
) ] that it enables the diagnostic algorithm to focus on the most
The best proposed measurement is the one which maxjsropable candidate diagnoses, not the minimal cardinality
mizes information gain: and not the minimal under subset as most other approaches
m dO.

= plwi=vir)log p(wi=vix) +p(U) Y _ einloge.
k=1 k=1 5 Using a Fixede-policy

Expected information gain is the expected reduction in NUMwye have implemented a new diagnostic algorithm called
ber of additional measurements needed to isolate the true déGDE which accepts an arbitrarypolicy and is logically

agnosis and always lies betwe@and1 (wherem, the num- o, n5iete (it identifies all conflicts and all variable value pre-

ber of values a variable can have is the base of the 109gictions efficiently). It is provided arpolicy, fault probabil-
rithm). There is thus no need to utilize additional inferen-iag system model, and a set of input vectors and symptoms.
tial machinery to hypothesize thg results 'of _possible meaGive’n this as input,cGDE, computes the average expected
surement outcomes. Given a policy for distributin@/:),  cost to diagnose the system. As this computes the cost over
the proposed measurement can be evaluated directly from |5 e set of test-vectors it is an acid test of diagnostic ap-

known E,,mbab'“t'es' _Furthermore, if thepolicy is _f|xed, . proaches. Often clear advantages for certain classes of faults
then 32,—, cirlogei, is constant throughout the diagnosis js pajanced out by the additional cost of other faults.
task. The simplest, and trivial to implement, is a fixed policy in
which theepsilon;;, are fixed for allk. And whereX? ;. =
4 Advantages of the GDE Framework 1. Figure 2 graphs the cost of all single-faults for ¢432. This
One of the fundamental advantages of the GDE framework ifigure illustrates that no value efis of particular advantage
that it is unnecessary to enumerate all the possible fault modder the single-faults of c432. Diagnostic cost is approximately
beforehand. Thus a diagnostic algorithm can successfully di5.52 independent o¢. The small variations are result of the
agnose a system having never-before-seen faults. These faphrticular structure of the circuit and test-vectors used.
modes are a challenge to more conventional diagnostic ap- The somewhat surprising result that diagnostic cost is inde-
proaches which require far more prior knowledge of all thependent of a fixed reveals important properties efolicies.
system’s fault modes. p(x = v|D) = € is applied only if D do not predict
GDE'’s probabilistic framework allows it to identify the any measurement. Initially, all inputs are known, and no out-
best measurement to make next to localize the system’s faulputs are given. When the first, symptomatic, measurement is
Consider the simple four inverter circuit of Figure 1 and made, no candidate diagnosis can predict this measurement.
a=0. As a consequence, every candidate diagnosis posterior prob-
To see the effects of differenf,'s consider the some sim- ability will be reduced by the sameand the diagnostic cost
plistic policies.Table 1 lists expected costs of measuring albf all single-faults is constant.
the variables, first after = 1, and then aftee = 0. The costs If the circuit contains more than one fault, the situation
are given for three values ef;.. Note thate = 1 is equivalent  shifts dramatically. All single-faults will be ruled out by the
to using no probabilistic information at all, and as a conse-observations, and diagnostic cost will be completely deter-
guence the resulting costs cannot be used to rank proposetined by candidates to whichegpolicy applies to differen-



tially. In general, if we are considering faults of sizeequa- " .
tion 3 will be applied at most times to that candidate. Shigl = e S S
Bl g o ¢ e v
553 é”
515 > & &
5.525 .
552 * * - * * . + . * 5
0
0 0.1 02 03 04 05 06 07 08 09 1
5.515 . epsilon for 1
e Figure 4: Average cost vs.for 1 for circuit c499. c499 has
202 gates and is a 32-bit single-error-correcting-circuit from
2205 : the ISCAS-85 test suite.
5.5 T T T T : : b : :
5 h5 i B . : Consider the oversimplistic example of a single inverter

(say A in Figure_ 1). Assume thap(—AB(A)) = « anq
Figure 2: Average cost (single-faults) \s, for circuit c432 \(I)Vri ?;?)S(UA%? Af;;Sh: :(1 O_ a;n)d ;?fzg(j)) 1':T2e gr:h
All components fail with equal probability = 0.0001. c432 clearly p(AB(A)ja = 0) = p(,AB(A)) = - a)’ and

has160 gates and is a 27-channel interrupt controller from_,_ ) — (S _ olvi i
the ISCAS-85 test suite. p(—mAB(A)|la = 0) = p(-AB(A)) = a. Applying equation

2 with e = .5 to both possible diagnoses gives:

The consequences efpolicies on multiple-faults is dra- p(—AB(A)lb=1,a=0) = a ,
matic. The data in Figure 3 shows the average expected costs P(b 1)
for a suite of randomly generated double faults each with a l1-a)
fully populated input vector with one identified symptom. p(mAB(A)b=1,a=0) = ;(b R

The diagnostic cost of finding the correct double diagnosis
is substantially higher than that for single fault8 ¢s5). For As the sum of the probabilities of all diagnoses must always

this device, diagnostic cost is minimumif, is nearlyl, and ~ P€1, we obtain:

nearly0 for ¢;9. This is very different than the= .5 estimate b=1) = 2a
of GDE. plo=1)=1"4
Hence, given the evidence,
2c0
-AB(A)) = .
145 1 p(ABd) = 7
IR Definition 4 [Raimanet al, 1991 A component behaves
" N non-intermittently if its outputs are a function of its inputs.
13.5 3 — ;
. 1233883 Table 2: Thet possible binary functions of one input and one
125 ; ; ; . ‘ output.i is the binary input, and each colunfplist the out-
0 02 0.4 06 08 1 puts for the corresponding input.
Figure 3: Average cost vs.for 1 for circuit c432 with .95 LilfolAhlf]fs]
confidence interval. 0] 0] 1)1

1) 0| 1] 1| O

Figure 4 shows the results for the same task on circuit c499
which has 202 components. For this task, there is a sharp Table 2 describes all possible binary functions of one in-

notch arounds which corresponds to GDE's estimate. put and one outputf; describes the correct behavior of an
inverter, fy is the fault “stuck-at-0,”f, is the fault “stuck-
6 Towards a Dynamice-policy at-1,” and f; an unexpected short of input to output for the

' ' - ' _inverter. Assuming that each fault mogdle:3 has equal prob-
Figures 3 and 4 suggest adaptispolicies can improve di-  gbjlity (2), the correct posterior should Bg2. This corre-
. . . . - a+1
agnostic costs. We would like to devise a dynamiolicy onds ta — 1. The difference is:
appropriate to each diagnostic task. It is also important that” A '
this policy be easy to compute, otherwise it competes with ala—1)
the alternative of expensive multi-step lookahead. (2a+ D(a+1)



Suppose that we had measuried= 0 instead. Table 2
shows that only one of the three possible faulty behaviors are
eliminated:f; is eliminated, buff, and f; remain. Therefore,
ple=vD)=35. | | Co [a (R [AT BT S Al ] f] f]

For simplicity consider only the first three inverters and g T o
the double fault diagnosis dP({B, C'},{A}). The prior is ol 1l o0l 0 0 0 1 1 1 1

1
0

Table 5: Possible functions of two inputs and one output.

(1 — a)a?. After measuringl = 0, GDE reduces its proba- 1
bility by % Given Table 2 we can compute the posterior prob- 1
ability exactly as follows. Inverte€' is faulted with outpud

and thus it can only be behaving according to functigns L% | @1 [ fs [ fo [ fio [ fua [ fro [ 13 | fra | fis ]
or f1. The input to the faulty inverteB is 1, but that alone ofoj 1} 1] 1] 1] 1] 1] 1] 1
does not provide any evidence for changing its probability.| 0| 1] 0] 0] 0| O 1 1 1 1
For the f; mode of inverterC' to produced = 0, ¢ must be 1] 1 0| O 1 1 0 0 1 1
0. This is inconsistent with mode§ or f; of B. Therefore, 110 0] 1 0 1 0 1 0 1

there are onlyt consistent combinations of modes fBrand
C: {<f0a_f0>_7 <f0a f1>7 _<f1a f0>7 <f25 f0>} As Only_4_0u_t of the
9 combinations survive, the posterior probability is reducedihe remainingl3 columns). All the analyses of this paper di-
by 5. Measuringe = 0 eliminates only(f», fo) to @ final  rectly extend to multiple fault modes, but/) will always be
reduction ofg. Tables 3 and 4 summarize these calculationsreduced because some of the fault modes are explicitly mod-
eled with their own probabilities. As the extension to fault

modes is direct, we do not formalize them in this paper.
Table 3: GDE vs. correct probability changes for

D({B,C}.{A}) 8 Dynamic Epsilon Policies
[[OBS [ e=1/2 correct] Using the framework of the previous sections and two addi-
1=0 T T tional assumptions, we now define apolicy which is com-
B 0 ? 9 putese exactly for each individual variable and candidate di-
€= 4 9 agnosis. Intuitively, we apply the diagnostic framework laid

out in Section 2 recursively for each possible candidate. We

assume that each component model specifies an output value

when all its inputs are known. This assumption holds for dig-
Table 4: GDE vs. correct probability changes for ital circuits, but may not apply for some qualitative model-

D({A,B,C}, {}) ing paradigms where adding a qualitative™and “—" yields
no result. In addition, we assume that we are provided the
| OBS | e =1/2 | correct] prior probabilities for each possible function of a component.
d=0 T 2 For example, in the case of and gate we are given the
c=0 i i prior probability of each possible functiofy of Table 5. Let
b=0 1 e p(fi(c)) be the prior probability that componeatbehaves
& 27 according to functiorf;. We know that:
Consider a simple 2-inp@ndgate. Table 5 lists all possi- Zp(fi(c)) =1,
ble behaviors for a 2-input/1-output gate. The correct behav- fi

ior for the and gate is given byf,. All remaining behaviors

correspond to fault modes. and,

This analysis and the results of Figures 3 and 4 suggest that Z p(fi(e)) = ple),
an adaptive-policy might be exploited to further improve the fieF (o)
diagnostic cost of isolating faulty components. where F(c) is the set of all faulty functiong; andp(c) is

the prior probability that componentis faulted as defined in

7 Extension to Fault Modes Equation 1. Consider a diagnogis= D(B, GG) which fails
The probabilistic framework outlined in Sections 2 and 3 cant0 predict some: = v. Restating Equation 3:
be directly expanded to include component fault moldks p(x = v|D(B,Q)) = exp(D(B, Q)).

Kl d Willi , 198P The AB/-AB fi k L . . . . .
vigve\:/;;gs aslsilgrr:i]r?g eac% core;ponent a “éa},mg(\;v(;)dr nﬁgge Jpefinition 5 A micro candidate diagnosis/ for candidate
an “U”, unknown, faulty mode. The good model for and ~ diagnosisD = D(B, &) is a conjunction:

gate is given by columrf, of Table 5, and faulty behaviors /\ ()
correspond to all the remaining columns. Two common fault LR
models for aandgate “SA1” (output stuck at) and “SAQ” ccB

(output stuck a6). This model for the gate halsmodes: “G”  wheref/ is formula describing the behavior ¢f as a propo-
(f2) “SAL"( f15), “SAQ” (fo), and “U” (which corresponds to sitional formula, andV/ is consistent wittD U SD U OBS.



p(M) follows straightforwardly from Bayes Rule: [Kob and Wotawa, 2044 Daniel Kdb and Franz Wotawa. Introduc-
ing alias information into m_c_)d_el-base(_j debugging. 1B6th Eu-
M) — HCGB p(fi(c)) ropean Conference on Atrtificial Intelligence (ECAWalencia,
p(M) = S p(M) Spain, August 2004.

[Raimanet al, 1991 O. Raiman, J. de Kleer, V. Saraswat, and
M. H. Shirley. Characterizing non-intermittent faults.Rroc. 9th
National Conf. on Artificial Intelligencepages 849—-854, Ana-
p(x =v|D) = Z p(M)p(D), heim, CA, July 1991.
Ms.t. MUDUSDUOBSkFz=v

Thus,

[Steinbauer and Wotawa, 200%erald  Steinbauer and Franz
of, Wotawa. Detecting and locating faults in the control software
€k = Z p(M), of autonomous mobile robots. Proceedings of the9*” Inter-
Ms.t. MUDUSDUO BSks—v national Joint Conference on Al (IJCAI-Q)ages 1742-1743,

where thel/ are the micro candidate diagnoses ot [Stlrzudslzt:;rgf;r:i:' jggieter Struss and Chris Price. Model-based
If all the faultedp(f;(c)) are equal for each component . ' = gttt

this new framework reduces to that of the previous section. %%tjms in the automotive industopl Magazin 24(4):17-34,

This approach is most powerful when the individpé};(c)) o -

vary significantly. In these cases, the resulting diagnostic eftWilliams and Nayak, 1996B. C. Wiliams and P. P. Nayak. A

ficiency improvement can be significant. model-based approach to reactive self-configuring systems. In
Using GDE with fault modes, identical results would be Proc. 14th National Conf. on Atrtificial Intelligencpages 971—

obtained if explicit fault modes were introduced for each pos- 978, 1996.

sible faulty function of each component. Unfortunately, this

approach is computationally intractable. For a digital circuit

where the sum of the number of input terminals athe

complexity would be2?".

9 Conclusions

This paper presents three advances. First, it presents a gener-
alization of the information gain equation used in evaluating
possible measurements. For single-faultsethe-L is nearly
optimal. But analysis of double-faults opens the possibility of
dramatically increased diagnostic cost with a more adaptive

policy.
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