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Abstract

We introduce a general information architecture for designing distributed in-
ference algorithms in ad hoc sensor networks to support applications that monitor
multiple, dynamic physical phenomena in a sensor field. The information architec-
ture consists of a graphical information representation with processing mechanisms
guided by sensor evidence and provides a global view of the set of computations oc-
curring in the system. The information architecture can then be optimally mapped
onto the sensor network via an agent assignment, thereby generating a resource
aware distributed algorithm on the sensor network.

1 Introduction

Recent advances in wireless networking, MEMS sensors, and embedded processors have
enabled the development of massively distributed ad hoc sensor networks. These systems
promise to sample a physical environment at a level of detail and extent never before
possible. While it is in principle possible to collect all the information about a physical
environment that can be used to answer user queries, in practice it is infeasible because
of the resource constraints of these networks and limitations of data processing capabil-
ities. To develop scalable, robust distributed information processing systems for sensor
networks, one must address the following issues:

1. Goal: What is the information to be extracted from sensory data?

2. Model: How is the information related to observed data?

3. Context: What are the assumptions made and background knowledge needed to
interpret the data?

4. Representation: How is this information to be represented in the system?

5. Evolution: How is this representation created, stored, and maintained by the sys-
tem?

6. Retrieval: How is information retrieved from the system?



Furthermore, there are several desired attributes for the design of distributed sensing
systems. The computational complexity of the processing in the system should scale

gracefully with added system resources and information processing tasks. Algorithms
should be resource aware and designed to minimize the amount of resources expended,
especially in resource constrained environments.

This paper proposes a general information architecture for developing inference al-
gorithms on a distributed system architecture, like an ad hoc sensor network, based on
the work in [1]. The complexity of sensing applications on sensor networks range from
data collection for post-processing and simple in-network computations, like computing
averages, to complex estimation and inference applications, like tracking and classifica-
tion. The proposed information architecture addresses the representation and evolution
design issues for complex inference problems which monitor the state of sensed phe-
nomena where probabilistic methods are appropriate. The usefulness of the information
architecture is that the complexity of designing a distributed inference algorithm which
addresses the costs and constraints of a sensor network is handled incrementally. The
representation and evolution design of the inference algorithm can be developed without
considering the full complexity of the distributed system architecture of a sensor network.
Once this initial design is complete, other, possibly automated, machinery can lead to
the generation of a fully distributed algorithm optimized for the costs and constraints of
the sensor network.

Section 2 describes the challenges introduced by a sensor network system architecture.
Then, Section 3 describes the representation and evolution mechanisms of the proposed
information architecture. Finally, Section 4 discusses how the information architecture
addresses the challenges of a sensor network.

2 Challenges of a Sensor Network

Sensor networks are applicable to a wide range sensing problems with potentially robust
performance and easy deployment. However, increased flexibility of these systems is
gained at the expense of added complexity in the software design of these systems.

The challenges imposed by a sensor network include the following.

1. Ad hoc: Sensor networks are deployed in an ad hoc fashion so that inference
algorithms must make as few assumptions as possible about the kinds of sensors,
placement of nodes, and type of environment they are embedded.

2. Link failures: Wireless communications between nodes are unreliable so that
inference algorithms must be robust against packet losses.

3. Node failures: Nodes may fail due to insufficient energy or destruction so that
algorithms must be flexible enough to reconfigure itself to work around failed nodes.

4. Resource constraints: For some applications, sensor nodes are powered by bat-
teries, so that conservation of energy is important for the longevity of the sensor
network. Inference algorithms must be designed to make efficient use of resources
like energy. In particular, the greatest user of energy is the wireless communication
device, so that minimizing communications between nodes is a primary concern.



5. Asynchronicity: Communications and processing between nodes are asynchronous.
The inference algorithm must be robust against unpredictable message delivery
times and asynchronous processing.

Hence, the task of developing distributed inference algorithms on ad hoc sensor networks
is an immensely complex one, which could be well-aided by an information architecture
which systematically addresses the above challenges.

3 An Information Architecture

Throughout this section, we will use the multiple target tracking problem as an example
of the representation and evolutionary mechanisms of the information architecture to be
presented in Section 3.2 and Section 3.3. Then, in Section 3.4, we describe the machinery
of an agent assignment to map the information architecture to a distributed algorithm
on the sensor network.

We assume that sensor nodes of the sensor network know their own characteristics,
like position and sensing modalities, as well as those of its local neighborhood of sensor
nodes. This is the assumed context under which this information architecture applies.

3.1 Multiple Target Tracking

Multiple target tracking (MTT) is the problem of estimating multiple target trajectories
given noisy observations of target states. Aside from the recursive filter to estimate target
positions over time, MTT also has inherent the data association problem, which is the
problem of determining which data was generated by which target. Other information,
like that from a classifier, can be used to resolve these data association ambiguities,
and hence, the solution to the MTT problem is a synergy of several inference problems,
including localization, data association, tracking, and classification. Two classic methods
exist in the literature, MHT [2] and JPDAF [3], both of which were originally conceived
for a centralized system.

The following presentation of the information architecture is illustrated by the design
of the distributed MTT algorithm presented in [4].

3.2 Models and Representation

We address the complexity of designing a distributed algorithm for the desired inference
problem in an incremental fashion. At this stage of the design process, we will not be
concerned with how the representation is to be mapped onto the sensor network.

At each time, we must represent a variable number of probability distributions of the
states of phenomena in the sensor network. In the MTT example, if there are m targets
at time t, we must represent the posterior distributions of the positions {X i

t}m
i=1 and any

other class information {θi
t}m

i=1 of each target i. Hence, the representation must maintain
the distributions of a bundle of persistent states St, where for the MTT example with m
targets, St = {X i

t}m
i=1 ∪ {θi

t}m
i=1.

The states at time t are related to the measurements Mt = {Zj
t }n

j=1 observed by each
sensor node j ∈ {1, . . . , n}. We consider a model-based approach so that we have a model
of how the measurements Mt are generated given the states of the phenomena St. Since
the number of phenomena can be variable, we favor a compositional approach to modeling



how measurements are generated from multiple phenomena. That is, we first construct
primitive models of how a single phenomenon is related to a sensor measurement. Then,
by modeling compositions of these primitive models, we have effectively generated a
model of multiple phenomena.

The primitive model of a single phenomenon is a model of how a sensor measurement
is generated by the presence of only the single phenomenon. In the MTT example, the
primitive model of a single target i to a single sensor j can be expressed by a likelihood
function

p(Z i,j
t |X i

t , θi
t) (1)

where we refer to Z i,j
t as the individual contribution to sensor j by target i. The measure-

ment Zj
t observed by sensor j is given by a composition of individual contributions from

all targets Uj ⊂ {1, . . . , m} affecting sensor j, which can be expressed by a likelihood
function

p(Zj
t |{Z i,j

t }i∈Uj
) . (2)

We choose a graphical representation of the states, measurements, and the models
relating them. In particular, we choose factor graphs [5] because they are bipartite graphs
with two types of nodes: variable nodes and function nodes. States and measurements
are represented by variable nodes, and models are represented by function nodes in this
factor graph representation.

To illustrate the factor graph representation, consider the example MTT scenario
shown in Figure 1a. There are three targets labeled A, B, and C denoted by gray dots
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Figure 1: Multiple target tracking scenario and representation

in a sensor network of 7 microphone equipped nodes denoted by squares. The dotted
circles around each target indicate the effective range of sensors which are affected by
the presence of the target due to the attenuation of sound amplitude with distance. The
factor graph representation is shown in Figure 1b.

The function nodes, denoted by black squares, are associated with a function modeling
the relationship among the variables nodes it is connected. We interpret the output of
this function to be a measure of the consistency of the set of variables. For example, the
function nodes between the X i

t , θi
t, and Z i,j

t variables correspond to the primitive models
of a single target i to its individual contribution on sensor j, which could be expressed
by the likelihood function given in Eqn. 1. The function nodes between Z i,j

t and Zj
t

variables correspond to the composition of individual contributions to sensor j, which
could be expressed by the likelihood function given in Eqn. 2.

We can also define primitive models between the states of objects and their parts.
Hence, this graphical representation also supports compositional models, which have
been exploited in computer vision ([6], [7], [8]) to obtain good priors for inference and



computationally efficient algorithms. For instance, a subset of targets G could form a
convoy which models a certain relationship among the targets in G. This would require
specifying a state Ct for the convoy (which could include group velocity and spatial
extent) and a primitive model p({X i

t}i∈G|Ct) of the relationship between Ct and {X i
t}i∈G.

Figure 2 shows this addition to the representation of Figure 1b if targets A and B form
a convoy. It is important to note that the proposed graphical representation represents
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Figure 2: A Compositional Representation

the set of persistent states their relationships with one another that is consistent with
the observed measurements for a single time t. Evolving this representation over time
will be discussed in the next subsection.

3.3 Evolution

In Figure 3, we show the progression of a single target entering, moving through, and
then leaving a sensor field with the corresponding evolution of the representation. We
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Figure 3: Evolution of the Representation

categorize the evolution into three primary mechanisms: spawn, update, and prune.

3.3.1 Spawn

The purpose of the spawning mechanism is to hypothesize the existence of new phe-
nomenon based on sensor measurements and configurations of part states. Thus, spawn-
ing can be considered a hypothesis generation process. For each primitive model, we must
define a trigger condition for spawning which, when satisfied, instantiates a new variable
node and function nodes representing the newly hypothesized phenomenon. In the MTT
example, track initiation is one such instance of the spawning mechanism. Hypothesizing
groups of targets to be a convoy is another instance.

For a sensor network consisting of microphone sensors, an appropriate trigger for track
initiation could be when the amplitude measurement Zj

t is above a certain threshold
γ. Since neighboring microphone sensors may also observe an amplitude measurement
above the threshold γ, we need to restrict track initiation to one per local neighborhood



of sensors with high amplitude readings. Thus, the trigger condition for initiating a new
track could be keyed off of the sensor j with the highest amplitude reading greater than γ
from among its local neighborhood Nj ⊂ {1, . . . , n} of sensor nodes, (Zj

t > γ) AND (Zj
t >

Zj′

t for all j′ ∈ Nj).
The trigger condition for instantiating a convoy could be when two tracks are within a

certain distance from each other and the dot product of their velocity vectors is positive,
(d(X i

t , X i′

t ) < r) AND (V i
t · V i′

t > 0), where X i
t and X i′

t are the positions of targets i and
i′, V i

t and V i′

t are their respective velocity vectors, d(·, ·) is the distance, and r is a given
radius defining how close targets must be to be considered part of the same convoy.

The design issue for determining what the trigger condition should be for spawning
is the tradeoff between missed detection of new phenomena and computational burden.
If many unlikely hypotheses are spawned, the computational burden on the system is
large due to the necessity of updating and pruning many of these unnecessarily spawned
hypotheses. On the other hand, allowing less of the likely hypotheses to spawn increases
the chances that the system misses the detection of new phenomenon.

3.3.2 Update

The update mechanism involves computing the distributions of instantiated states ac-
cording to sensor observations as well as making topological changes to the representation
as dependencies shift among states and measurements.

Distribution Update

The basic update mechanism for evolving the distributions of the phenomena states can
be derived from the standard Bayesian update rules. We have chosen factor graphs be-
cause many of the well-known algorithms for estimating state distributions are instances
of the sum-product algorithm on factor graphs. The sum-product algorithm consists of
message passing along edges of the factor graph and summary operations of the messages
at each node resulting in the computation of exact marginals for graphs that are trees
and sometimes reasonable approximations of the marginals on graphs with cycles ([9],
[10]).

In the MTT example, to update the track states from time t − 1 to time t, we must
first predict the distribution associated with each variable node according to a motion
model of the state1 p(X i

t , θi
t|X i

t−1, θi
t−1). The prior distribution of target i at time t

is then given by p̂(X i
t , θi

t) =
∫

p(X i
t , θi

t|X i
t−1, θi

t−1)p̃(X i
t−1, θi

t−1)dX i
t−1dθi

t−1, where p̃ is the
posterior distribution of the target state from the previous time. These prior distributions
are represented as function nodes in the representation connected to their respective
variable nodes shown as gray squares in Figure 4. The sum-product algorithm can then be
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Figure 4: Prior distributions in representation

executed on this graph to compute marginals, which correspond to approximate posterior
distributions, of all track states in this graph. An instance of the sum-product algorithm
for updating tracks presented in [4] is to first perform a top-down pass computing the
prior distributions of the individual contributions Z i,j

t down to the measurements Zj
t

1We assume that the states of each track are independent Markov processes.



followed by a bottom-up pass computing posterior distributions by incorporating the
observed measurements at each sensor node.

The sum-product algorithm should only be considered the basic algorithm for up-
dating state distributions because we have considerable flexibility for scheduling when
these updates are to occur. This flexibility allows us to design efficiency into the update
mechanism to meet the performance requirements while minimizing the cost of meeting
those requirements. For example, if a certain amount of uncertainty in target positions
can be tolerated, then an update needs to occur only when the uncertainty exceeds a
threshold. That is, we can trigger a state update when

det(Cov[X i
t ]) ≥ γ (3)

where det is the determinant, Cov is the covariance, and γ is a given threshold of when
the uncertainty measure is considered too uncertain.

Another case for relaxing update times is when we only care about convoy states and
not the exact target states comprising the convoy. We can tolerate more uncertainty in
individual target states as long as the uncertainty in the convoy state is tolerable. These
relaxations have the potential to increase the number of phenomena the sensor network
can monitor and increase the longevity of the system.

Future work includes how such scheduled or event-triggered state updates correspond
to constraints on which nodes of the factor graph participate in processing and message
passing. For example in Figure 1b, if target A’s state does not need to be updated, then
any computation and message passing by nodes Z1

t , ZA,1
t , and f1 are unnecessary. Fur-

thermore, no messages need to be passed by nodes f2 and f3 to ZA,2
t and ZA,3

t although
messages from these nodes to f2 and f3 are needed in order for target B to be updated
properly.

Topological Update

Mechanisms to incur topological changes are needed to handle changes in dependencies
among states and measurements.

As phenomenon states evolve, the measurements which are affected by the phe-
nomenon can change. For example, for a sensor network consisting of microphones as
in Figure 1a, the set of sensor nodes affected by each target is limited to those nodes
within a radius around the target’s location. Thus, as the mean position E[X i

t ] of target
i shifts over time, the set of sensor measurements connected to the variable node X i

t in
the representation must change (See Figure 3). In particular, the set of sensors connected
to X i

t are those sensors j that satisfy

d(E[X i
t ], xj) ≤ r (4)

where xj is the position of sensor j, d(·, ·) is a distance metric, and r is the radius within
which sensor measurements are affected by the target. Sensor selection, like IDSQ ([11],
[12]), is an instance of this topological update mechanism which intelligently chooses
which sensor measurement should be incorporated into the target state distribution.

In cases when the sum-product algorithm results in a poor approximation of the
marginals, we may need to merge variable nodes of the factor graph to obtain reasonable
results. As reported in [4], when targets cross in a sensor field consisting of amplitude
measuring microphones, the track estimates are biased to diverge from ground truth
because target locations are estimated using only the marginal distributions p(X i

t) and



p(X i′

t ) rather than using the joint distribution p(X i
t , X i′

t ). This can be resolved by switch-
ing to the joint distribution when the two targets are close by merging track states and
computing the joint target state distribution via the sum-product algorithm with merged
states as shown in Figure 5. The trigger condition for merging two tracks A and B could
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Figure 5: Split states and merged states

be when
d(E[XA

t ], E[XB
t ]) < rmerge (5)

where rmerge is a prespecified range at which two targets should merge. Conversely, when
the targets begin to diverge again, the joint state can be split with a trigger condition
like

d(E[XA
t ], E[XB

t ]) ≥ rsplit (6)

where rsplit is a prespecified range at which two targets should split. The above must be
generalized for the merge and split of more than two targets.

Another scenario for merging and splitting nodes may be due to the semantics of the
objects defined. For example, two convoys may be merged to create a larger convoy, and
a convoy can split to become two separate convoys. These merge and split operations
must be defined as part of the semantics of the object by defining appropriate trigger
conditions. These conditions are application specific and are left to the designer of the
inference system.

3.3.3 Prune

When certain phenomenon cease to exist or the estimated state of the phenomenon is
incorrect, inconsistencies between expected observations and measured observations can
be detected. For example, if we believe a target is nearby a set of microphones and all
the microphone readings are nearly 0, then the existence of the target is inconsistent
with the observations. This inconsistency can be resolved by pruning the variable nodes
associated with the target from the representation. As with all pruning methods, there
must be careful consideration to not prune states which correspond to true phenomena.

Recall the interpretation of the functions on the function nodes as consistency mea-
sures of the set of variables it connects. By executing the max-product variant of the
sum-product algorithm on the factor graph, the result is a choice of variable values which
correspond to an approximately optimal choice of maximally consistent values. The value
of each function node with this optimal choice of values is a measure of the local con-
sistency of the set of variables it connects. When this local consistency falls below a
threshold, we can prune the higher-level states.

For example in Figure 1b, say that the maximally consistent values for XA
t , ZA,1

t , ZA,2
t ,

and ZA,3
t are xA

t , zA,1
t , zA,2

t , and zA,3
t respectively. Since the function nodes are likelihood

functions (Eqn. 1), we can consider the target to be inconsistent with the observations if∏3
j=1 p(ZA,i

t = zA,i
t |XA

t = xA
t ) is less than some appropriately chosen γ.



3.4 Distribution via Agent Assignment

The information architecture above has decomposed the computations of the global in-
ference problem into pieces of local computations and communications. A distributed
algorithm can be derived from the information architecture by assigning nodes of the
graph to sensor nodes of the sensor network. We call this an agent assignment.

Formally, denoting the graphical representation by (V, E), where V is the set of all
variable and function nodes in the factor graph and E is the set of all the edges between
variable nodes and function nodes, an agent assignment is a function A : V → {1, . . . , n}
where {1, . . . , n} refer to the n sensor nodes of the sensor network. The idea is that the
computations performed by the graph nodes in A−1(i) are assigned to be computed in
sensor node i.

For an edge (v, f) ∈ E between a variable node v ∈ V and a function node f ∈ V , if
the agent assignment A is such that A(v) 6= A(f), then the messages passed along the
edge (v, f) corresponds to a real communication between sensor nodes A(v) and A(f).
For those edges (v, f) ∈ E where A(v) = A(f), the messages passed between graph nodes
v and f are virtual messages internal to sensor node A(v).

In Figure 1b, note that the graph nodes corresponding to the sensor measurements
{Zj

t })n
j=1 must be assigned to the sensor node which can directly observe the measure-

ment. Thus, we have a set of feasible agent assignments A, which is a strict subset of the
set of all possible agent assignments. If we have a measure of the cost of communication,
cost(i, j), from sensor node i to j then the optimal agent assignment Â is the one which
satisfies

Â = argA∈A
min

∑

(v,f)∈E

w(v,f) · cost(A(v), A(f)) (7)

where w(v,f) ∈ R is a scalar allowing us to weigh the cost of sending messages along edges
(v, f) ∈ E differently. For example, cost(i, j) can be the amount of energy expended per
bit of transmission from node i to node j, and w(v,f) can be the number of bits to send
in the message from variable node v to function node f .

4 Discussion

The representation and evolution mechanisms of the proposed information architecture
comprises a framework for designing distributed algorithms for inference problems that
monitor multiple phenomena states. The information architecture offers a global view of
the representation and computations involved in the inference with machinery to generate
a distributed implementation on the sensor network. Furthermore, such a global view
provides an organizing principle of the pieces of local processing and communications
occurring in the resulting distributed algorithm.

The proposed information architecture addresses four of the challenges faced by an
application developer for a sensor network: ad hoc nature, node failures, resource con-
straints, and asynchronicity.

To address the ad hoc nature of the sensor network, the model of phenomenon states
to sensor nodes are defined in a compositional manner by first modeling individual contri-
butions and then modeling the composition of several individual contributions. Further-
more, by defining a condition which specifies the sensor measurements that are affected by
the presence of a phenomenon as in Eqn. 4, phenomena states can be monitored without
assuming any particular infrastructure of the sensor network. Hence, the computations



encoded in the information architecture and the resulting distributed implementation are
scalable with the size of the sensor network.

Node failures can be handled by limiting the set of feasible agent assignments A when
assigning graph nodes to sensor nodes. This solution requires a reflective monitoring
system which can detect node failures; however, this shows that the proposed information
architecture is flexible enough to adaptively assign computations to alternate sensor nodes
when necessary.

Efficiency of resource usage is incorporated into the update mechanism by defining
appropriate trigger conditions of when certain persistent state variables should be up-
dated (Eqn. 3), when variable nodes should merge (Eqn. 5), and when variable nodes
should split (Eqn. 6). Also, the agent assignment (Eqn. 7) is an optimization to minimize
the communications involved when mapping the computations and message passing of
the information architecture to the sensor network. Thus, the distributed algorithms
generated by the information architecture are resource aware.

The asynchronous aspect is partially addressed by the event-driven control of the
evolution mechanisms on the information architecture via the trigger conditions. How-
ever, how asynchronicity affects the correctness of the updates of probability distributions
is dependent on how models of phenomena are defined and must be considered on an
application specific basis.
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